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Ⱥɧɧɨɬɚɰɢɹ. ​ɐɟɥɟɜɨɣ ɮɢɲɢɧɝ ɹɜɥɹɟɬɫɹ ɨɞɧɢɦ ɢɡ ɦɟɬɨɞɨɜ ɫɨɰɢɚɥɶɧɨɣ ɢɧɠɟɧɟɪɢɢ. ɉɪɢ ɰɟɥɟɜɨɦ           
ɮɢɲɢɧɝɟ ɬɟɤɫɬ ɷɥɟɤɬɪɨɧɧɨɝɨ ɩɢɫɶɦɚ ɫɨɫɬɚɜɥɹɟɬɫɹ ɫ ɭɱɟɬɨɦ ɡɧɚɧɢɣ ɨ ɤɨɧɤɪɟɬɧɨɦ ɩɪɟɞɩɪɢɹɬɢɢ ɢ            
ɫɨɬɪɭɞɧɢɤɟ (ɱɚɫɬɨ) ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɡɧɚɧɢɣ ɫɨɰɢɨɥɨɝɢɢ ɢ ɩɫɢɯɨɥɨɝɢɢ ɬɚɤɢɦ ɨɛɪɚɡɨɦ, ɱɬɨɛɵ           
ɜɵɡɜɚɬɶ ɠɟɥɚɧɢɟ ɨɬɤɪɵɬɶ ɩɪɢɤɪɟɩɥɟɧɧɵɣ ɮɚɣɥ ɢɥɢ ɧɚɠɚɬɶ ɧɚ ɫɫɵɥɤɭ. Ɉɫɧɨɜɧɚɹ ɬɪɭɞɧɨɫɬɶ           
ɡɚɳɢɬɵ ɨɬ ɬɚɤɨɝɨ ɩɢɫɶɦɚ ɫɨɫɬɨɢɬ ɜ ɬɨɦ, ɱɬɨ ɦɟɬɨɞɵ ɚɜɬɨɦɚɬɢɡɢɪɨɜɚɧɧɨɝɨ ɚɧɚɥɢɡɚ ɧɟ ɞɚɸɬ             
ɝɚɪɚɧɬɢɢ ɟɝɨ ɨɛɧɚɪɭɠɟɧɢɹ, ɬ.ɤ. ɫɨɜɪɟɦɟɧɧɵɟ ɤɢɛɟɪɩɪɟɫɬɭɩɧɢɤɢ ɢɫɩɨɥɶɡɭɸɬ ɧɨɜɵɟ ɬɟɤɫɬɨɜɵɟ         
ɮɨɪɦɭɥɢɪɨɜɤɢ, ɭɹɡɜɢɦɨɫɬɢ ɧɭɥɟɜɨɝɨ ɞɧɹ, ɚ ɬɚɤɠɟ ɫɪɟɞɫɬɜɚ ɚɜɬɨɦɚɬɢɡɚɰɢɢ ɞɥɹ ɢɧɠɟɤɬɢɪɨɜɚɧɢɹ          
ɷɤɫɩɥɨɣɬɨɜ ɜ ɮɚɣɥɵ, ɱɬɨ ɫɧɢɠɚɟɬ ɷɮɮɟɤɬɢɜɧɨɫɬɶ ɫɢɝɧɚɬɭɪɧɨɝɨ ɚɧɚɥɢɡɚ ɚɧɬɢɜɢɪɭɫɧɵɯ ɩɪɨɝɪɚɦɦ.          
Ʉɚɠɞɚɹ ɢɡ ɫɭɳɟɫɬɜɭɸɳɢɯ ɬɟɯɧɨɥɨɝɢɣ ɨɛɧɚɪɭɠɟɧɢɹ ɜ ɨɬɞɟɥɶɧɨɫɬɢ ɧɟ ɩɨɡɜɨɥɹɟɬ ɨɛɟɫɩɟɱɢɬɶ          
ɡɚɳɢɬɭ ɨɬ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ. Ɉɞɧɚɤɨ ɨɛɴɟɞɢɧɟɧɢɟ ɬɟɯɧɨɥɨɝɢɣ (ɮɢɥɶɬɪɚɰɢɹ ɫɩɚɦɚ, ɦɟɠɫɟɬɟɜɵɟ          
ɷɤɪɚɧɵ, ɚɧɬɢɜɢɪɭɫɵ) ɫ ɨɛɹɡɚɬɟɥɶɧɵɦ ɜɤɥɸɱɟɧɢɟɦ ɨɪɝɚɧɢɡɚɰɢɨɧɧɵɯ ɦɟɪ, ɜ ɬɨɦ ɱɢɫɥɟ ɨɛɭɱɟɧɢɹ ɢ            
ɬɟɫɬɢɪɨɜɚɧɢɹ ɩɟɪɫɨɧɚɥɚ, ɩɨɡɜɨɥɹɟɬ ɜ ɤɨɦɩɥɟɤɫɟ ɡɚɳɢɬɢɬɶ ɜɧɟɲɧɢɣ ɢɧɮɨɪɦɚɰɢɨɧɧɵɣ ɩɟɪɢɦɟɬɪ         
ɨɪɝɚɧɢɡɚɰɢɢ ɨɬ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ. ȼ ɫɬɚɬɶɟ ɩɪɢɜɟɞɟɧ ɞɟɬɚɥɶɧɵɣ ɚɧɚɥɢɡ ɬɟɯɧɨɥɨɝɢɢ ɪɟɚɥɢɡɚɰɢɢ           
ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ ɫ ɚɧɚɥɢɡɨɦ ɩɪɢɱɢɧ ɜɨɡɦɨɠɧɨɫɬɟɣ ɟɝɨ ɪɟɚɥɢɡɚɰɢɢ ɞɜɭɦɹ ɬɢɩɨɜɵɦɢ ɦɟɬɨɞɚɦɢ:           
ɡɚɩɭɫɤɨɦ ɷɤɫɩɥɨɣɬɚ ɩɪɢ ɩɟɪɟɯɨɞɟ ɩɨ ɫɫɵɥɤɟ ɢ ɩɪɢ ɡɚɩɭɫɤɟ ɮɚɣɥɚ. ɉɪɢɜɟɞɟɧ ɨɛɡɨɪ ɭɹɡɜɢɦɨɫɬɟɣ             
2016 ​– ​2017 ɝɨɞɚ, ɢɫɩɨɥɶɡɨɜɚɧɧɵɯ ɞɥɹ ɰɟɥɟɜɵɯ ɚɬɚɤ. ɉɪɢɜɟɞɟɧɵ ɫɨɜɪɟɦɟɧɧɵɟ ɬɟɯɧɨɥɨɝɢɢ ɡɚɳɢɬɵ            
ɢ ɢɯ ɫɪɚɜɧɢɬɟɥɶɧɵɣ ɚɧɚɥɢɡ. Ɉɬɦɟɱɟɧɨ, ɱɬɨ ɤɚɠɞɚɹ ɢɡ ɬɟɯɧɨɥɨɝɢɣ ɧɟ ɩɨɡɜɨɥɹɟɬ ɜ ɨɬɞɟɥɶɧɨɫɬɢ             
ɨɛɟɫɩɟɱɢɬɶ ɡɚɳɢɬɭ ɨɬ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ. ɉɪɟɞɥɨɠɟɧɵ ɧɚɢɛɨɥɟɟ ɷɮɮɟɤɬɢɜɧɵɟ ɫɨɜɪɟɦɟɧɧɵɟ         
ɦɟɬɨɞɵ ɡɚɳɢɬɵ ɧɚ ɨɫɧɨɜɟ ɢɯ ɫɪɚɜɧɢɬɟɥɶɧɨɝɨ ɚɧɚɥɢɡɚ ɢ ɚɧɚɥɢɡɚ ɫɨɜɪɟɦɟɧɧɵɯ ɢɧɮɨɪɦɚɰɢɨɧɧɵɯ           
ɭɝɪɨɡ. 
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Abstract. Spear phishing is one of the social engineering techniques. In case of spear phishing the email                 
text is compiled taking into account the knowledge about a particular company and rather often about the                 
employee using sociology and psychology in such a way that cause the desire to open the attached file or                   
to click on the link. The main difficulty of protection against such e-mails is that the methods of                  
automated analysis do not guarantee its detection, as modern cyber criminals use new text formulations,               
zero-day vulnerabilities, as well as automation tools to inject exploits into files, which reduces the               
effectiveness of signature analysis of anti-virus programs. Each of the existing detection technologies             
alone does not provide protection against spear phishing. However, the combination of technologies             
(spam filtering, firewalls, anti-viruses), with the mandatory organizational measures, including training           
and testing of personnel, allows to protect the external information perimeter of the company from the                
spear phishing. The paper presents a detailed analysis of the technology of spear phishing implemented by                
two typical methods: the launch of the exploit when clicking on the link and when one runs an executable                   
file. An overview of the vulnerability used in 2016 - 2017 for the attacks is presented. Modern                 
technologies of protection and their comparative analysis are given. It is noted that each of the                
technologies used separately does not allow an effective protection against spear phishing. On the basis of                
comparative analysis and analysis of modern information threats the most effective modern methods of              
protection are proposed. 
Keywords: ​APT, phishing, spearphishing, social engineering, software implementation. 
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Вɜɟɞɟɧɢɟ 
ȼ ɧɚɲɢ ɞɧɢ ɜɧɟɲɧɢɟ ɤɢɛɟɪɚɬɚɤɢ ɩɪɟɞɫɬɚɜɥɹɸɬ ɫɟɪɶɟɡɧɭɸ ɭɝɪɨɡɭ ɞɥɹ ɤɨɪɩɨɪɚɬɢɜɧɨɣ          

ɫɪɟɞɵ. ɂɯ ɩɨɫɥɟɞɫɬɜɢɹɦɢ ɦɨɝɭɬ ɛɵɬɶ ɩɨɯɢɳɟɧɧɵɟ ɮɚɣɥɵ (ɩɪɢɦɟɪ – Ʉɨɪɟɣɫɤɚɹ Ⱥɗɋ ɜ 2014             
ɝɨɞɭ), ɧɚɪɭɲɟɧɢɟ ɭɩɪɚɜɥɟɧɢɹ ɩɪɨɢɡɜɨɞɫɬɜɟɧɧɵɦɢ ɩɪɨɰɟɫɫɚɦɢ (ɩɪɢɦɟɪ, ɡɚɜɨɞ ɩɨ        
ɨɛɨɝɚɳɟɧɢɸ ɭɪɚɧɚ ɜ ɇɚɬɚɧɡɟ (ɂɪɚɧ), ɜɢɪɭɫ Stuxnet ɜ 2009 ɝɨɞɭ). 

Ʉɢɛɟɪɚɬɚɤɢ ɦɨɝɭɬ ɧɚɱɢɧɚɬɶɫɹ ɫ ɩɨɢɫɤɚ ɨɛɨɪɭɞɨɜɚɧɢɹ, ɩɨɞɤɥɸɱɟɧɧɨɝɨ ɤ ɂɧɬɟɪɧɟɬɭ,         
ɧɚɩɪɢɦɟɪ, ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɨɬɤɪɵɬɨɣ ɩɥɚɬɮɨɪɦɵ SHODAN ɫ ɩɨɫɥɟɞɭɸɳɢɦ ɩɨɞɛɨɪɨɦ         
ɩɚɪɨɥɹ ɢɥɢ ɫ ɩɪɨɫɥɭɲɢɜɚɧɢɹ ɤɚɧɚɥɨɜ ɫɜɹɡɢ, ɧɨ ɷɬɢ ɚɬɚɤɢ ɷɮɮɟɤɬɢɜɧɨ ɡɚɳɢɳɚɸɬɫɹ ɩɪɨɫɬɵɦɢ            
ɦɟɪɚɦɢ, ɬɚɤɢɦɢ ɤɚɤ ɭɫɬɚɧɨɜɤɚ ɫɥɨɠɧɵɯ ɩɚɪɨɥɟɣ ɢ ɢɫɤɥɸɱɟɧɢɟ ɩɚɪɨɥɟɣ ɩɨ ɭɦɨɥɱɚɧɢɸ, ɢɥɢ            
ɲɢɮɪɚɰɢɟɣ ɬɪɚɮɢɤɚ ɫɨɨɬɜɟɬɫɬɜɟɧɧɨ. ​ɇɚɢɛɨɥɟɟ ɩɪɨɫɬɵɦ ɫɩɨɫɨɛɨɦ ɧɚɱɚɥɚ ɚɬɚɤɢ, ɨɬ         
ɤɨɬɨɪɨɝɨ ɡɚɳɢɬɢɬɶɫɹ ɫɥɨɠɧɟɟ, ɹɜɥɹɟɬɫɹ ɰɟɥɟɜɨɣ ɮɢɲɢɧɝ. 

ɉɨ ɞɚɧɧɵɦ ɤɨɦɩɚɧɢɢ Group-IB, ɟɠɟɞɧɟɜɧɨ ɠɟɪɬɜɚɦɢ ɮɢɧɚɧɫɨɜɨɝɨ ɮɢɲɢɧɝɚ ɜ Ɋɨɫɫɢɢ          
ɫɬɚɧɨɜɹɬɫɹ ɛɨɥɟɟ 900 ɤɥɢɟɧɬɨɜ ɪɚɡɥɢɱɧɵɯ ɛɚɧɤɨɜ, ɱɬɨ ɜ ɬɪɢ ɪɚɡɚ ɩɪɟɜɵɲɚɟɬ ɟɠɟɞɧɟɜɧɨɟ            
ɤɨɥɢɱɟɫɬɜɨ ɠɟɪɬɜ ɨɬ ɜɪɟɞɨɧɨɫɧɵɯ ɩɪɨɝɪɚɦɦ, ɚ ɨɤɨɥɨ 10 ​– 15 % ɩɨɫɟɬɢɬɟɥɟɣ ɮɢɧɚɧɫɨɜɵɯ             
ɮɢɲɢɧɝɨɜɵɯ ɫɚɣɬɨɜ ɜɜɨɞɹɬ ɧɚ ɧɢɯ ɫɜɨɢ ɞɚɧɧɵɟ [1]. ȼ Ɋɨɫɫɢɢ, ɩɨ ɨɰɟɧɤɚɦ Group-IB,             
ɞɟɣɫɬɜɭɟɬ 15 ɩɪɟɫɬɭɩɧɵɯ ɝɪɭɩɩ, ɡɚɧɢɦɚɸɳɢɯɫɹ ɮɢɲɢɧɝɨɦ, ɧɚɩɪɚɜɥɟɧɧɵɦ ɧɚ ɮɢɧɚɧɫɨɜɵɟ         
ɭɱɪɟɠɞɟɧɢɹ [1]. 

ɉɨ ɞɚɧɧɵɦ Positive Technologies [2], ɜ 2017 ɝɨɞɭ ɧɚɢɛɨɥɟɟ ɩɨɩɭɥɹɪɧɵɦɢ ɹɜɥɹɥɢɫɶ           
ɤɢɛɟɪɚɬɚɤɢ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ (39 %), ɚ ɭɳɟɪɛ ɨɬ ɧɢɯ ɫɨɫɬɚɜɢɥ ɛɨɥɟɟ 1,5              
ɦɥɪɞ. ɞɨɥɥ. ɋɒȺ. Ɍɚɤɠɟ ɜ ɝɨɞɨɜɨɦ ɨɬɱɟɬɟ ɤɨɦɩɚɧɢɢ ɨɬɦɟɱɚɟɬɫɹ, ɱɬɨ ɨɞɧɢɦ ɢɡ ɝɥɚɜɧɵɯ             
ɫɩɨɫɨɛɨɜ ɪɚɫɩɪɨɫɬɪɚɧɟɧɢɹ ɉɈ ɜ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɹɜɥɹɥɨɫɶ ɮɢɲɢɧɝɨɜɨɟ ɩɢɫɶɦɨ, ɢɫɩɨɥɶɡɭɸɳɟɟ          
ɦɟɬɨɞɵ ɫɨɰɢɚɥɶɧɨɣ ɢɧɠɟɧɟɪɢɢ.  

ɇɚ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɧɟ ɫɭɳɟɫɬɜɭɟɬ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɤɨɬɨɪɵɟ ɛɵɥɢ ɛɵ           
ɫɩɨɫɨɛɧɵ ɝɚɪɚɧɬɢɪɨɜɚɧɧɨ ɞɟɬɟɤɬɢɪɨɜɚɬɶ ɢ ɩɪɟɞɨɬɜɪɚɳɚɬɶ ɚɬɚɤɢ, ɧɚɱɢɧɚɸɳɢɟɫɹ ɫ ɰɟɥɟɜɨɝɨ         
ɮɢɲɢɧɝɚ, ɜ ɤɨɬɨɪɨɦ ɫɬɚɜɤɚ ɤɢɛɟɪɩɪɟɫɬɭɩɧɢɤɨɜ ɞɟɥɚɟɬɫɹ ɧɚ ɱɟɥɨɜɟɱɟɫɤɢɣ ɮɚɤɬɨɪ, ɢ ɬɨɥɶɤɨ           
ɬɟɯɧɢɱɟɫɤɢɯ (ɩɪɨɝɪɚɦɦɧɵɯ) ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ ɜ ɷɬɨɦ ɫɥɭɱɚɟ ɧɟɞɨɫɬɚɬɨɱɧɨ. Ⱦɚɧɧɚɹ ɫɬɚɬɶɹ          
ɧɚɩɪɚɜɥɟɧɚ ɧɚ ɚɧɚɥɢɡ ɦɟɬɨɞɨɜ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ ɢ ɫɭɳɟɫɬɜɭɸɳɢɯ ɦɟɪ ɡɚɳɢɬɵ ɨɬ ɜɧɟɞɪɟɧɢɹ            
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ ɜ ɤɨɪɩɨɪɚɬɢɜɧɭɸ ɫɪɟɞɭ ɞɚɧɧɵɦ ɩɭɬɟɦ. Ɍɚɤɠɟ ɩɪɢɜɨɞɹɬɫɹ ɪɟɤɨɦɟɧɞɚɰɢɢ ɩɨ           
ɤɨɦɩɥɟɤɫɧɨɫɬɢ ɡɚɳɢɬɵ ɨɬ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ.  
 

1. Цɟɥɟɜɚɹ ɚɬɚɤɚ 
ɐɟɥɟɜɵɟ ɢɥɢ ɬɚɪɝɟɬɢɪɨɜɚɧɧɵɟ ɚɬɚɤɢ ɢɫɩɨɥɶɡɭɸɬɫɹ ɞɥɹ ɧɚɩɚɞɟɧɢɹ ɧɚ ɢɧɮɨɪɦɚɰɢɨɧɧɭɸ         

ɢɧɮɪɚɫɬɪɭɤɬɭɪɭ ɤɨɦɩɚɧɢɣ [3, 4]. ɉɟɪɟɞ ɚɬɚɤɨɣ ɤɢɛɟɪɩɪɟɫɬɭɩɧɢɤɢ ɬɳɚɬɟɥɶɧɨ ɢɡɭɱɚɸɬ         
ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɚɬɚɤɭɟɦɨɣ ɨɪɝɚɧɢɡɚɰɢɢ.  

ɉɪɢ ɰɟɥɟɜɵɯ ɚɬɚɤɚɯ, ɤɚɤ ɩɪɚɜɢɥɨ, ɩɪɟɫɥɟɞɭɸɬɫɹ ɫɥɟɞɭɸɳɢɟ ɰɟɥɢ:  
● ɩɨɯɢɳɟɧɢɟ ɫɪɟɞɫɬɜ ɫ ɛɚɧɤɨɜɫɤɢɯ ɫɱɟɬɨɜ ɢ ɷɥɟɤɬɪɨɧɧɵɯ ɤɨɲɟɥɶɤɨɜ [5], ɚ ɬɚɤɠɟ           

ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɨɣ, ɤɨɦɦɟɪɱɟɫɤɨɣ ɢɧɮɨɪɦɚɰɢɢ; 
● ɧɟɱɟɫɬɧɚɹ ɤɨɧɤɭɪɟɧɰɢɹ: ɦɚɧɢɩɭɥɢɪɨɜɚɧɢɟ ɩɪɨɰɟɫɫɚɦɢ, ɩɨɞɞɟɥɤɚ ɞɨɤɭɦɟɧɬɨɜ,      

ɨɫɥɚɛɥɟɧɢɟ ɤɨɧɤɭɪɟɧɬɨɜ, ɜɵɦɨɝɚɬɟɥɶɫɬɜɨ ɢ ɲɚɧɬɚɠ; 
● ɧɚɪɭɲɟɧɢɟ ɧɨɪɦɚɥɶɧɨɣ ɞɟɹɬɟɥɶɧɨɫɬɢ ɨɛɴɟɤɬɨɜ [3]. 
Ɋɚɫɫɦɨɬɪɢɦ ɦɨɞɟɥɶ ɠɢɡɧɟɧɧɨɝɨ ɰɢɤɥɚ ɰɟɥɟɜɨɣ ɚɬɚɤɢ, ɩɪɟɞɫɬɚɜɥɟɧɧɨɣ ɧɚ ɪɢɫ. 1,          

ɤɨɬɨɪɚɹ ɩɪɟɞɥɨɠɟɧɚ Ʌɚɛɨɪɚɬɨɪɢɟɣ Ʉɚɫɩɟɪɫɤɨɝɨ. 
Ɉɫɧɨɜɧɨɣ ɡɚɞɚɱɟɣ ​ɩɨɞɝɨɬɨɜɤɢ ɹɜɥɹɟɬɫɹ ɩɨɢɫɤ ɰɟɥɢ, ɫɛɨɪ ɨ ɧɟɣ ɞɨɫɬɚɬɨɱɧɨ ɞɟɬɚɥɶɧɨɣ           

ɩɪɢɜɚɬɧɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɨɩɢɪɚɹɫɶ ɧɚ ɤɨɬɨɪɭɸ ɦɨɠɧɨ ɜɵɹɜɢɬɶ ɫɥɚɛɵɟ ɦɟɫɬɚ ɜ          
ɢɧɮɪɚɫɬɪɭɤɬɭɪɟ. ɉɪɢ ɷɬɨɦ ɜɵɫɬɪɚɢɜɚɟɬɫɹ ɫɬɪɚɬɟɝɢɹ ɚɬɚɤɢ, ɩɨɞɛɢɪɚɸɬɫɹ ɞɨɫɬɭɩɧɵɟ        
ɢɧɫɬɪɭɦɟɧɬɵ, ɥɢɛɨ ɩɪɨɢɫɯɨɞɢɬ ɢɯ ɫɚɦɨɫɬɨɹɬɟɥɶɧɚɹ ɪɚɡɪɚɛɨɬɤɚ. 

 
Ɋɢɫ. 1. ɀɢɡɧɟɧɧɵɣ ɰɢɤɥ ɰɟɥɟɜɨɣ ɚɬɚɤɢ 

(Fig. 1. Life-cycle of target attack) 
 

ɉɪɨɧɢɤɧɨɜɟɧɢɟ ​– ​ɚɤɬɢɜɧɚɹ ɮɚɡɚ ɰɟɥɟɜɨɣ ɚɬɚɤɢ, ɩɪɨɜɨɞɢɦɚɹ ɞɥɹ ɩɟɪɜɢɱɧɨɝɨ         
ɢɧɮɢɰɢɪɨɜɚɧɢɹ ɰɟɥɢ ɢ ɜɧɭɬɪɟɧɧɟɣ ɪɚɡɜɟɞɤɢ. ​Ɂɞɟɫɶ ɲɢɪɨɤɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɰɟɥɟɜɨɣ ɮɢɲɢɧɝ ​. ɉɨ           
ɨɤɨɧɱɚɧɢɢ ɪɚɡɜɟɞɤɢ ɢ ɩɨɫɥɟ ɨɩɪɟɞɟɥɟɧɢɹ ɩɪɢɧɚɞɥɟɠɧɨɫɬɢ ɢɧɮɢɰɢɪɨɜɚɧɧɨɣ ɪɚɛɨɱɟɣ ɫɬɚɧɰɢɢ         
ɩɨ ɤɨɦɚɧɞɟ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɱɟɪɟɡ ɰɟɧɬɪ ɭɩɪɚɜɥɟɧɢɹ ɡɚɝɪɭɠɚɟɬɫɹ ɞɨɩɨɥɧɢɬɟɥɶɧɵɣ        
ɜɪɟɞɨɧɨɫɧɵɣ ɤɨɞ. 

Ɋɚɫɩɪɨɫɬɪɚɧɟɧɢɟ ​– ​ɮɚɡɚ ɡɚɤɪɟɩɥɟɧɢɹ ɜɧɭɬɪɢ ɢɧɮɪɚɫɬɪɭɤɬɭɪɵ. Ɇɚɤɫɢɦɚɥɶɧɨ       
ɪɚɫɩɪɨɫɬɪɚɧɹɹ ɫɜɨɣ ɤɨɧɬɪɨɥɶ, ɩɪɢ ɧɟɨɛɯɨɞɢɦɨɫɬɢ ɤɨɪɪɟɤɬɢɪɭɹ ɜɟɪɫɢɢ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ         
ɱɟɪɟɡ ɰɟɧɬɪɵ ɭɩɪɚɜɥɟɧɢɹ. 
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

Ⱦɨɫɬɢɠɟɧɢɟ ɰɟɥɢ ​– ​ɤɥɸɱɟɜɚɹ ɮɚɡɚ ɰɟɥɟɜɨɣ ɚɬɚɤɢ, ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɜɵɛɪɚɧɧɨɣ           
ɫɬɪɚɬɟɝɢɢ ɜ ɧɟɣ ɦɨɠɟɬ ɩɪɢɦɟɧɹɬɶɫɹ ɯɢɳɟɧɢɟ ɢɥɢ ɢɡɦɟɧɟɧɢɟ ɢɧɮɨɪɦɚɰɢɢ, ɦɚɧɢɩɭɥɹɰɢɢ ɫ           
ɛɢɡɧɟɫ-ɩɪɨɰɟɫɫɚɦɢ ɤɨɦɩɚɧɢɢ. 
 

2. Цɟɥɟɜɨɣ ɮɢɲɢɧɝ – ɷɥɟɦɟɧɬ ɰɟɥɟɜɨɣ ɚɬɚɤɢ 
ɐɟɥɶɸ ɮɢɲɢɧɝɚ [6] ɹɜɥɹɟɬɫɹ ɩɨɥɭɱɟɧɢɟ ɞɨɫɬɭɩɚ ɤ ɤɨɧɮɢɞɟɧɰɢɚɥɶɧɵɦ ɞɚɧɧɵɦ         

ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢɥɢ ɭɫɬɚɧɨɜɤɚ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɦɟɬɨɞɨɜ ɫɨɰɢɚɥɶɧɨɣ         
ɢɧɠɟɧɟɪɢɢ. 

Ƚɥɚɜɧɵɣ ɢɧɫɬɪɭɦɟɧɬ ɮɢɲɢɧɝɚ ​– ​ɷɥɟɤɬɪɨɧɧɚɹ ɩɨɱɬɚ ​. ɇɚ ɩɨɱɬɨɜɵɣ ɹɳɢɤ ɠɟɪɬɜɵ          
ɡɥɨɭɦɵɲɥɟɧɧɢɤ ɨɬɩɪɚɜɥɹɟɬ ɩɢɫɶɦɨ, ɤɨɬɨɪɨɟ ɞɨɥɠɧɨ ɩɨɛɭɞɢɬɶ ɟɝɨ ɜɜɟɫɬɢ ɧɟɨɛɯɨɞɢɦɭɸ         
ɢɧɮɨɪɦɚɰɢɸ. Ɍɚɤɠɟ ɫɨɨɛɳɟɧɢɟ ɦɨɠɟɬ ɫɨɞɟɪɠɚɬɶ ɜɪɟɞɨɧɨɫɧɨɟ ɜɥɨɠɟɧɢɟ, ɤɨɬɨɪɨɟ ɩɪɢ ɷɬɨɦ          
ɩɪɨɧɢɤɧɟɬ ɜ ɫɢɫɬɟɦɭ ɢ ɛɭɞɟɬ ɫɨɛɢɪɚɬɶ ɢ ɨɬɩɪɚɜɥɹɬɶ ɢɧɮɨɪɦɚɰɢɸ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ.          
Ɉɫɨɛɟɧɧɨɫɬɶ ɤɥɚɫɫɢɱɟɫɤɨɝɨ ɮɢɲɢɧɝɚ ​– ​ɦɚɫɫɨɜɚɹ ɪɚɫɫɵɥɤɚ ɩɢɫɟɦ ɫ ɢɞɟɧɬɢɱɧɵɦ         
ɫɨɞɟɪɠɚɧɢɟɦ. 

ɐɟɥɟɜɨɣ ɮɢɲɢɧɝ (ɚɧɝɥ. spear-phishing), ɜ ɨɬɥɢɱɢɟ ɨɬ ɨɛɵɱɧɨɝɨ [7], ɧɚɩɪɚɜɥɟɧ ɧɚ           
ɤɨɧɤɪɟɬɧɭɸ ɰɟɥɶ, ɚ ɡɧɚɱɢɬ ɹɜɥɹɟɬɫɹ ɧɚɦɧɨɝɨ ɨɩɚɫɧɟɟ, ɩɨɫɤɨɥɶɤɭ ɤɢɛɟɪɩɪɟɫɬɭɩɧɢɤɢ         
ɫɩɟɰɢɚɥɶɧɨ ɫɨɛɢɪɚɸɬ ɢɧɮɨɪɦɚɰɢɸ ɨ ɠɟɪɬɜɟ, ɱɬɨɛɵ ɫɞɟɥɚɬɶ ɫɜɨɟ ɩɨɫɥɚɧɢɟ ɭɛɟɞɢɬɟɥɶɧɟɟ.          
Ʉɚɱɟɫɬɜɟɧɧɨ ɫɞɟɥɚɧɧɨɟ ɩɢɫɶɦɨ ɞɥɹ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ ɢɧɨɝɞɚ ɨɱɟɧɶ ɬɪɭɞɧɨ ɨɬɥɢɱɢɬɶ ɨɬ           
ɜɩɨɥɧɟ ɥɟɝɢɬɢɦɧɨɝɨ ɩɢɫɶɦɚ, ɧɟ ɩɪɟɫɥɟɞɭɸɳɟɝɨ ɡɥɨɜɪɟɞɧɵɯ ɰɟɥɟɣ. Ⱦɚɧɧɵɟ ɨɫɨɛɟɧɧɨɫɬɢ         
ɫɞɟɥɚɥɢ ɦɟɬɨɞ ɨɞɧɢɦ ɢɡ ɧɚɢɛɨɥɟɟ ɷɮɮɟɤɬɢɜɧɵɯ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɰɟɥɟɜɵɯ ɚɬɚɤ.  

ɋɬɪɭɤɬɭɪɚ ɰɟɥɟɜɨɣ ɮɢɲɢɧɝɨɜɨɣ ɚɬɚɤɢ ɩɨɤɚɡɚɧɚ ɧɚ ɪɢɫ. 2. 
ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ ɤɚɤ ɫɩɨɫɨɛɚ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɰɟɥɟɜɵɯ ɚɬɚɤ ɹɜɥɹɟɬɫɹ          

ɨɞɧɢɦ ɢɡ ɫɚɦɵɯ ɷɮɮɟɤɬɢɜɧɵɯ. ɗɬɨ ɫɜɹɡɚɧɨ ɫ ɬɟɦ, ɱɬɨ ɦɟɬɨɞ ɢɫɩɨɥɶɡɭɟɬ ɭɹɡɜɢɦɨɫɬɢ            
ɩɟɪɫɨɧɚɥɚ, ɬ.ɟ. ɱɟɥɨɜɟɱɟɫɤɢɣ ɮɚɤɬɨɪ [8]. ɑɟɥɨɜɟɤ, ɤɚɤ ɢɡɜɟɫɬɧɨ, ɹɜɥɹɟɬɫɹ ɫɥɚɛɵɦ ɡɜɟɧɨɦ           
ɥɸɛɨɣ ɫɢɫɬɟɦɵ, ɬ.ɤ. ɫɩɨɫɨɛɟɧ ɩɪɢɧɢɦɚɬɶ ɧɟɨɛɞɭɦɚɧɧɵɟ ɢ ɫɩɨɧɬɚɧɧɵɟ ɪɟɲɟɧɢɹ. 

ɗɤɫɩɟɪɬɵ Positive Technologies ɩɪɨɜɟɥɢ ɢɫɫɥɟɞɨɜɚɧɢɟ [2, 8], ɜ ɤɨɬɨɪɨɦ ɪɚɫɫɦɨɬɪɟɥɢ          
ɜɥɢɹɧɢɟ ɦɟɬɨɞɨɜ ɫɨɰɢɚɥɶɧɨɣ ɢɧɠɟɧɟɪɢɢ ɧɚ ɩɟɪɫɨɧɚɥ ɧɟɫɤɨɥɶɤɢɯ ɤɪɭɩɧɵɯ ɤɨɦɩɚɧɢɣ ɩɭɬɟɦ          
ɪɚɫɫɵɥɤɢ ɬɟɫɬɨɜɵɯ ɩɢɫɟɦ, ɢɦɢɬɢɪɭɸɳɢɯ ɚɬɚɤɭ. ȼ ɨɬɱɟɬɟ ɛɵɥɢ ɧɚɡɜɚɧɵ ɧɚɢɛɨɥɟɟ          
ɷɮɮɟɤɬɢɜɧɵɟ ɮɢɲɢɧɝɨɜɵɟ ɫɰɟɧɚɪɢɢ (ɬɟɦɚ ɩɢɫɶɦɚ), ɫɬɚɬɢɫɬɢɤɚ ɤɨɬɨɪɵɯ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫ.          
3. 

 
Ɋɢɫ. 2. ɋɬɪɭɤɬɭɪɚ ɰɟɥɟɜɨɣ ɮɢɲɢɧɝɨɜɨɣ ɚɬɚɤɢ 

(Fig. 2. Structure of spear-phishing attack) 
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Ɋɢɫ. 3. Ɍɟɦɵ ɬɟɫɬɨɜɵɯ ɩɢɫɟɦ (ɞɨɥɹ ɭɫɩɟɲɧɵɯ ɫɰɟɧɚɪɢɟɜ) 

(Fig. 3. ​Themes of test letters (the proportion of successful scenarios)) 
3. Мɟɬɨɞɵ ɜɧɟɞɪɟɧɢɹ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ 
ɋɭɳɟɫɬɜɭɟɬ ɞɜɚ ɬɢɩɨɜɵɯ ɦɟɬɨɞɚ: ​ɜɥɨɠɟɧɢɟ ɢ ɫɫɵɥɤɚ, ɤɨɬɨɪɵɟ ɷɤɫɩɥɭɚɬɢɪɭɸɬ         

ɭɹɡɜɢɦɨɫɬɢ ɉɈ. ​Уɹɡɜɢɦɨɫɬɶɸ ɩɪɨɝɪɚɦɦɵ ɹɜɥɹɟɬɫɹ ɨɲɢɛɤɚ, ɞɨɩɭɳɟɧɧɚɹ ɩɪɨɝɪɚɦɦɢɫɬɚɦɢ        
ɧɚ ɷɬɚɩɟ ɟɟ ɪɚɡɪɚɛɨɬɤɢ. ɗɬɨ ɢ ɩɨɡɜɨɥɹɟɬ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚɦ ɩɨɥɭɱɢɬɶ ɧɟɡɚɤɨɧɧɵɣ ɞɨɫɬɭɩ ɤ            
ɮɭɧɤɰɢɹɦ ɩɪɨɝɪɚɦɦɵ ɢɥɢ ɯɪɚɧɹɳɢɦɫɹ ɜ ɧɟɣ ɞɚɧɧɵɦ. 

Ɉɲɢɛɤɢ ɦɨɝɭɬ ɩɨɹɜɢɬɶɫɹ ɧɚ ɥɸɛɨɦ ɷɬɚɩɟ ɧɚɩɢɫɚɧɢɹ ɩɪɨɝɪɚɦɦɵ, ɨɬ ɩɪɨɟɤɬɢɪɨɜɚɧɢɹ          
ɞɨ ɜɵɩɭɫɤɚ ɝɨɬɨɜɨɝɨ ɩɪɨɞɭɤɬɚ. ɉɪɢɱɢɧɵ ɦɨɠɧɨ ɜɵɞɟɥɢɬɶ ɫɥɟɞɭɸɳɢɟ: 

● ɨɲɢɛɤɢ ɧɚ ɷɬɚɩɟ ɩɪɨɟɤɬɢɪɨɜɚɧɢɹ ɢ ɪɟɚɥɢɡɚɰɢɢ ɉɈ; 
● ɨɫɬɚɜɥɟɧɢɟ BackDoor ɞɥɹ ɭɞɚɥɟɧɧɨɣ ɨɬɥɚɞɤɢ; 
● ɩɪɢɦɟɧɟɧɢɟ ɫɪɟɞɫɬɜ ɪɚɡɪɚɛɨɬɤɢ ɪɚɡɥɢɱɧɨɝɨ ɩɪɨɢɫɯɨɠɞɟɧɢɹ; 
● ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɜ ɫɨɫɬɚɜɟ ɉɈ ɫɬɨɪɨɧɧɢɯ ɤɨɦɩɨɧɟɧɬɨɜ ɢɥɢ ɫɜɨɛɨɞɧɨ        

ɪɚɫɩɪɨɫɬɪɚɧɹɟɦɨɝɨ ɤɨɞɚ; 
● ɧɚɥɢɱɢɟ ɜ ɤɨɦɚɧɞɟ ɩɪɨɝɪɚɦɦɢɫɬɨɜ-ɢɧɫɚɣɞɟɪɨɜ, ɤɨɬɨɪɵɟ ɩɪɟɞɧɚɦɟɪɟɧɧɨ ɜɧɨɫɹɬ ɜ        

ɧɚɩɢɫɚɧɧɵɣ ɤɨɞ ɞɨɩɨɥɧɢɬɟɥɶɧɵɟ ɮɭɧɤɰɢɢ ɢɥɢ ɷɥɟɦɟɧɬɵ. 
Ʌɸɛɚɹ ɩɪɨɝɪɚɦɦɚ, ɤɨɬɨɪɚɹ ɩɨɫɬɭɩɚɟɬ ɧɚ ɪɵɧɨɤ, ɢɦɟɟɬ ɭɹɡɜɢɦɨɫɬɢ. ɂ ɩɨɤɚ ɨɧɢ ɧɟ ɛɭɞɭɬ             

ɜɵɹɜɥɟɧɵ, ɪɚɡɪɚɛɨɬɱɢɤ ɧɟ ɫɦɨɠɟɬ ɢɯ ɭɫɬɪɚɧɢɬɶ. Ɂɞɟɫɶ ɤɥɸɱɟɜɵɦ ɦɨɦɟɧɬɨɦ ɹɜɥɹɟɬɫɹ ɬɨ, ɤɬɨ            
ɪɚɧɶɲɟ ɫɦɨɠɟɬ ɨɛɧɚɪɭɠɢɬɶ ɨɲɢɛɤɭ (​ɭɹɡɜɢɦɨɫɬɶ ɧɭɥɟɜɨɝɨ ɞɧɹ) – ɫɚɦ ɪɚɡɪɚɛɨɬɱɢɤ ɢɥɢ ɠɟ            
ɡɥɨɭɦɵɲɥɟɧɧɢɤɢ.  

ɂɦɟɧɧɨ ɭɹɡɜɢɦɨɫɬɢ ɧɭɥɟɜɨɝɨ ɞɧɹ ɢɫɩɨɥɶɡɭɸɬɫɹ ɩɪɢ ɩɪɨɜɟɞɟɧɢɢ ɰɟɥɟɜɵɯ ɚɬɚɤ. ɇɨ          
ɧɚɣɬɢ ɪɚɧɟɟ ɧɟɢɡɜɟɫɬɧɭɸ ɭɹɡɜɢɦɨɫɬɶ ɨɱɟɧɶ ɧɟɩɪɨɫɬɨ. ɉɨɷɬɨɦɭ ɚɬɚɤɢ ɦɨɝɭɬ ɩɪɨɜɨɞɢɬɶɫɹ ɫ           
ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɢɡɜɟɫɬɧɵɯ ɭɹɡɜɢɦɨɫɬɟɣ, ɤɨɬɨɪɵɟ ɟɳɟ ɫɨɜɫɟɦ ɧɟɞɚɜɧɨ ɫɬɚɥɢ ɬɚɤɨɜɵɦɢ. ɗɬɨ          
ɨɫɭɳɟɫɬɜɢɦɨ ɬɨɥɶɤɨ ɬɨɝɞɚ, ɤɨɝɞɚ ɩɨɬɟɧɰɢɚɥɶɧɚɹ ɠɟɪɬɜɚ ɧɟ ɭɫɬɚɧɨɜɢɥɚ ɧɟɨɛɯɨɞɢɦɵɟ         
ɨɛɧɨɜɥɟɧɢɹ, ɜ ɤɨɬɨɪɵɯ ɪɚɡɪɚɛɨɬɱɢɤ ɢɫɩɪɚɜɢɥ ɞɚɧɧɭɸ ɨɲɢɛɤɭ, ɢ ɡɥɨɭɦɵɲɥɟɧɧɢɤɭ ɢɡɜɟɫɬɧɚ          
ɷɬɚ ɢɧɮɨɪɦɚɰɢɹ. 

ɇɚɣɞɟɧɧɵɦ ɭɹɡɜɢɦɨɫɬɹɦ ɩɪɢɫɜɚɢɜɚɸɬ ɤɨɞ ɫ ɢɧɞɟɤɫɨɦ CVE (Common Vulnerabili-ties         
and Exposures) ɫ ɨɩɢɫɚɧɢɟɦ ɜ ɧɚɰɢɨɧɚɥɶɧɵɯ ɛɚɡɚɯ ɞɚɧɧɵɯ, ɧɚɩɪɢɦɟɪ ɧɚ ɫɚɣɬɟ ɎɋɌɗɄ            
Ɋɨɫɫɢɢ. ɉɪɢɦɟɪɵ «ɩɨɩɭɥɹɪɧɵɯ» ɭɹɡɜɢɦɨɫɬɟɣ [9], [10], [11], [12]: 

● CVE-2016-0189 ɜ Windows 10 ɩɨɡɜɨɥɹɟɬ ɭɞɚɥɟɧɧɵɦ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚɦ ɜɵɩɨɥɧɹɬɶ        
ɩɪɨɢɡɜɨɥɶɧɵɣ ɤɨɞ ɢɥɢ ɜɵɡɵɜɚɬɶ ɨɬɤɚɡ ɜ ɨɛɫɥɭɠɢɜɚɧɢɢ; 

● CVE-2016-7200 JavaScript ɩɨɡɜɨɥɹɟɬ ɜɵɩɨɥɧɹɬɶ ɩɪɨɢɡɜɨɥɶɧɵɣ ɤɨɞ ɢɥɢ ɜɵɡɵɜɚɬɶ ɨɬɤɚɡ         
ɜ ɨɛɫɥɭɠɢɜɚɧɢɢ; 

● CVE-2015-8651, CVE-2016-4117 –Adobe Flash Player ɩɨɡɜɨɥɹɸɬ ɜɵɩɨɥɧɹɬɶ       
ɩɪɨɢɡɜɨɥɶɧɵɣ ɤɨɞ; 

● CVE-2017-0037 ɜ Internet Explorer 11 ɩɨɡɜɨɥɹɟɬ ɜɵɩɨɥɧɹɬɶ ɩɪɨɢɡɜɨɥɶɧɵɣ ɤɨɞ. 
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Эɤɫɩɥɨɣɬɵ 
Ⱦɥɹ ɬɨɝɨ, ɱɬɨɛɵ ɜɨɫɩɨɥɶɡɨɜɚɬɶɫɹ ɭɹɡɜɢɦɨɫɬɶɸ ɩɪɨɝɪɚɦɦɵ, ɢɫɩɨɥɶɡɭɸɬ ​ɷɤɫɩɥɨɣɬɵ​.        

ɗɤɫɩɥɨɣɬɨɦ ɧɟɨɛɹɡɚɬɟɥɶɧɨ ɦɨɠɟɬ ɛɵɬɶ ɩɪɨɝɪɚɦɦɚ, ɷɬɨ ɦɨɠɟɬ ɛɵɬɶ ɧɟɛɨɥɶɲɨɣ ɮɪɚɝɦɟɧɬ          
ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ ɢɥɢ ɧɚɛɨɪ ɤɨɦɚɧɞ, ɜɵɩɨɥɧɹɸɳɢɯɫɹ ɜ ɨɩɪɟɞɟɥɟɧɧɨɦ ɩɨɪɹɞɤɟ. ɂɫɩɨɥɶɡɭɹ          
ɭɹɡɜɢɦɨɫɬɶ ɜ ɤɚɤɨɣ-ɥɢɛɨ ɫɢɫɬɟɦɧɨɣ ɢɥɢ ɩɪɢɤɥɚɞɧɨɣ ɩɪɨɝɪɚɦɦɟ, ɷɤɫɩɥɨɣɬ ɩɨɡɜɨɥɹɟɬ         
ɩɨɥɭɱɢɬɶ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɵɣ ɞɨɫɬɭɩ ɤ ɩɪɢɥɨɠɟɧɢɸ ɢɥɢ ɨɩɟɪɚɰɢɨɧɧɨɣ ɫɢɫɬɟɦɟ ɢ         
ɜɨɡɦɨɠɧɨɫɬɶ ɢɯ ɷɤɫɩɥɭɚɬɚɰɢɢ. 

ɗɤɫɩɥɨɣɬɵ ɞɥɹ ɪɚɡɧɵɯ ɭɹɡɜɢɦɨɫɬɟɣ ɱɚɫɬɨ ɭɩɚɤɨɜɚɧɵ ɜɦɟɫɬɟ ​– ​ɬɚɤ, ɱɬɨɛɵ ɩɪɨɜɟɪɢɬɶ           
ɫɢɫɬɟɦɭ-ɦɢɲɟɧɶ ɧɚ ɲɢɪɨɤɢɣ ɫɩɟɤɬɪ ɭɹɡɜɢɦɨɫɬɟɣ. Ʉɚɤ ɬɨɥɶɤɨ ɜɵɹɜɥɹɸɬɫɹ ɨɞɧɚ ɢɥɢ          
ɧɟɫɤɨɥɶɤɨ, ɜ ɞɟɥɨ ɜɫɬɭɩɚɸɬ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɷɤɫɩɥɨɣɬɵ, ɤɨɬɨɪɵɟ ɩɨɞɝɪɭɠɚɸɬ ɩɪɨɝɪɚɦɦɵ         
ɫɛɨɪɚ ɢɧɮɨɪɦɚɰɢɢ ɨɛ ɭɱɟɬɧɵɯ ɡɚɩɢɫɹɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɭɫɬɚɧɨɜɥɟɧɧɨɦ ɩɪɨɝɪɚɦɦɧɨɦ        
ɨɛɟɫɩɟɱɟɧɢɢ, ɚɤɬɢɜɧɵɯ ɩɪɨɰɟɫɫɚɯ ɢ ɫɪɟɞɫɬɜɚɯ ɡɚɳɢɬɵ ɢ ɞɚɥɟɟ ɡɚɝɪɭɠɚɸɬ, ɧɚɩɪɢɦɟɪ, ɫɢɫɬɟɦɭ           
ɭɞɚɥɟɧɧɨɝɨ ɦɨɧɢɬɨɪɢɧɝɚ, ɢɧɠɟɤɬɢɪɭɹ ɜɪɟɞɨɧɨɫɧɵɣ ɤɨɞ ɜ ɡɚɩɭɳɟɧɧɵɟ ɩɪɨɝɪɚɦɦɵ. 

ȼ 2017 ɝɨɞɭ ɡɥɨɭɦɵɲɥɟɧɧɢɤɢ ɢɫɩɨɥɶɡɨɜɚɥɢ ɜ ɨɫɧɨɜɧɨɦ ɧɟɞɨɫɬɚɬɤɢ ɛɪɚɭɡɟɪɨɜ, ɧɨ          
ɫɚɦɨɣ ɩɨɩɭɥɹɪɧɨɣ ɫɪɟɞɢ ɧɢɯ ɨɤɚɡɚɥɚɫɶ ɭɹɡɜɢɦɨɫɬɶ, ɫɜɹɡɚɧɧɚɹ ɫ Microsoft Office. 

 
 
Сɪɟɞɫɬɜɚ ɞɨɫɬɚɜɤɢ 

ɉɪɨɧɢɤɧɭɜ ɛɥɚɝɨɞɚɪɹ ɭɹɡɜɢɦɨɫɬɢ ɧɚ ɰɟɥɟɜɨɣ ɤɨɪɩɨɪɚɬɢɜɧɵɣ ɤɨɦɩɶɸɬɟɪ, ɷɤɫɩɥɨɣɬ        
ɡɚɩɭɫɤɚɟɬ ɫɪɟɞɫɬɜɨ ɞɨɫɬɚɜɤɢ [2], ɬɢɩ ɤɨɬɨɪɨɝɨ ɡɚɜɢɫɢɬ ɨɬ ɞɢɡɚɣɧɚ ɚɬɚɤɢ: ɷɬɨ ɦɨɝɭɬ ɛɵɬɶ             
ɜɚɥɢɞɚɬɨɪ, ɡɚɝɪɭɡɱɢɤ ɢɥɢ ɞɪɨɩɩɟɪ. 

ȼɚɥɢɞɚɬɨɪ ​ɹɜɥɹɟɬɫɹ ɫ​ɛɨɪɳɢɤɨɦ ɞɚɧɧɵɯ ɢ ɜɵɩɨɥɧɹɟɬ ɮɢɥɶɬɪɚɰɢɸ ɢɧɮɨɪɦɚɰɢɢ ɨɛ         
ɭɱɟɬɧɵɯ ɡɚɩɢɫɹɯ ɩɨɥɶɡɨɜɚɬɟɥɟɣ, ɭɫɬɚɧɨɜɥɟɧɧɨɦ ɩɪɨɝɪɚɦɦɧɨɦ ɨɛɟɫɩɟɱɟɧɢɢ, ɚɤɬɢɜɧɵɯ       
ɩɪɨɰɟɫɫɚɯ ɢ ɫɪɟɞɫɬɜɚɯ ɡɚɳɢɬɵ, ɩɟɪɟɞɚɟɬ ɲɢɮɪɨɜɚɧɧɵɟ ɞɚɧɧɵɟ ɜ ɰɟɧɬɪ ɭɩɪɚɜɥɟɧɢɹ ɚɬɚɤɨɣ,           
ɢ, ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɩɨɥɭɱɟɧɧɨɣ ɢɧɮɨɪɦɚɰɢɢ, ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɦ ɩɪɢɧɢɦɚɟɬɫɹ ɪɟɲɟɧɢɟ ɨ          
ɞɚɥɶɧɟɣɲɟɦ ɪɚɡɜɢɬɢɢ ɧɚɩɚɞɟɧɢɹ, ɬ.ɟ. ɜɵɛɢɪɚɟɬɫɹ ɨɞɧɚ ɢɡ ɫɥɟɞɭɸɳɢɯ ɤɨɦɚɧɞ: 

● ɡɚɝɪɭɡɤɚ ɞɪɨɩɩɟɪɚ ​– ​ɩɪɢɫɬɭɩɢɬɶ ɤ ɜɵɩɨɥɧɟɧɢɸ ɰɟɥɟɜɨɣ ɚɬɚɤɢ; 
● ɫɚɦɨɭɧɢɱɬɨɠɟɧɢɟ ​– ​ɤɨɦɩɶɸɬɟɪ ɢ ɞɚɧɧɵɟ ɧɚ ɧɟɦ ɧɟ ɩɪɟɞɫɬɚɜɥɹɸɬ ɰɟɧɧɨɫɬɢ ɞɥɹ           

ɰɟɥɟɜɨɣ ɚɬɚɤɢ; 
● ɨɠɢɞɚɧɢɟ ​– ​ɪɟɲɟɧɢɟ ɨɬɤɥɚɞɵɜɚɟɬɫɹ, ɪɟɠɢɦ «ɫɧɚ». 
Ɉɛɥɚɞɚɹ ɦɢɧɢɦɚɥɶɧɵɦ ɪɚɡɦɟɪɨɦ ɢ ɮɭɧɤɰɢɨɧɚɥɨɦ, ɜɚɥɢɞɚɬɨɪ ɧɟ ɧɟɫɟɬ ɜ ɫɟɛɟ          

ɭɧɢɤɚɥɶɧɨɣ ɢɧɮɨɪɦɚɰɢɢ ɨ ɰɟɥɟɜɨɣ ɚɬɚɤɟ ɢ ɟɟ ɨɪɝɚɧɢɡɚɬɨɪɚɯ, ɢ, ɟɫɥɢ ɨɧ ɩɟɪɟɯɜɚɬɵɜɚɟɬɫɹ            
ɫɪɟɞɫɬɜɚɦɢ ɡɚɳɢɬɵ, ɷɬɨ ɧɟ ɫɨɡɞɚɟɬ ɞɥɹ ɤɢɛɟɪɩɪɟɫɬɭɩɧɢɤɨɜ ɭɝɪɨɡɵ ɭɬɟɱɤɢ ɦɟɬɨɞɨɜ ɢ           
ɫɪɟɞɫɬɜ, ɩɥɚɧɢɪɭɟɦɵɯ ɤ ɩɪɢɦɟɧɟɧɢɸ. 

Ⱦɪɨɩɩɟɪ (Dropper) ​ɡɚɝɪɭɠɚɟɬ ɢɡ ɫɟɬɢ ɥɢɛɨ ɜɵɞɟɥɹɟɬ ɢɡ ɫɚɦɨɝɨ ɫɟɛɹ ɤɨɦɩɨɧɟɧɬɵ,           
ɧɟɨɛɯɨɞɢɦɵɟ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɚɬɚɤɢ (Payload) ɫ ɢɯ ɩɨɫɥɟɞɭɸɳɢɦ ɜɵɩɨɥɧɟɧɢɟɦ. Ɍɚɤɠɟ ɟɝɨ           
ɡɚɞɚɱɟɣ ɹɜɥɹɟɬɫɹ ɨɛɯɨɞ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ ɢ ɨɛɟɫɩɟɱɟɧɢɟ ɫɤɪɵɬɧɨɫɬɢ ɭɫɬɚɧɨɜɤɢ. 

Ɂɚɝɪɭɡɱɢɤ (Downloader) ɢɫɩɨɥɶɡɭɟɬɫɹ ɜ ɰɟɥɹɯ ɛɵɫɬɪɨɝɨ ɡɚɪɚɠɟɧɢɹ ɢ ɩɪɢ ɡɚɩɭɫɤɟ          
ɜɵɤɚɱɢɜɚɟɬ ɨɫɧɨɜɧɨɣ ɦɨɞɭɥɶ Payload ɥɢɛɨ ɞɪɨɩɩɟɪ ɜ ɡɚɜɢɫɢɦɨɫɬɢ ɨɬ ɰɟɥɟɣ ɢ ɩɥɚɧɨɜ            
ɤɢɛɟɪɩɪɟɫɬɭɩɧɢɤɨɜ. 

Ɉɫɧɨɜɧɨɣ ɦɨɞɭɥɶ ​Payload ​ɫɨɞɟɪɠɢɬ ɨɫɧɨɜɧɵɟ ɤɨɦɩɨɧɟɧɬɵ ɞɥɹ ɩɪɨɜɟɞɟɧɢɹ ɚɬɚɤɢ ɢ          
ɦɨɠɟɬ ɫɨɞɟɪɠɚɬɶ ɪɚɡɥɢɱɧɵɟ ɫɪɟɞɫɬɜɚ ɫɛɨɪɚ ɢɧɮɨɪɦɚɰɢɢ. ȿɝɨ ɩɨɥɧɚɹ ɡɚɝɪɭɡɤɚ ɨɡɧɚɱɚɟɬ          
ɨɤɨɧɱɚɧɢɟ ɮɚɡɵ ɜɧɟɞɪɟɧɢɹ. 
 
ɉɢɫɶɦɨ ɫ ɜɪɟɞɨɧɨɫɧɵɦ ɜɥɨɠɟɧɢɟɦ 

ȼɥɨɠɟɧɢɟɦ ɦɨɠɟɬ ɹɜɥɹɬɶɫɹ ɢɦɢɬɚɰɢɹ ɨɬɱɟɬɚ ɤɨɥɥɟɝɢ ɡɚ ɩɪɟɞɵɞɭɳɢɣ ɦɟɫɹɰ ɢɥɢ          
ɫɨɨɛɳɟɧɢɟ ɨɬ ɛɚɧɤɚ, ɩɪɢɫɥɚɜɲɟɝɨ ɩɨɥɶɡɨɜɚɬɟɥɸ ɢɫɤ ɡɚ ɧɟɭɩɥɚɬɭ ɩɨ ɤɪɟɞɢɬɭ ɜ ɮɨɪɦɚɬɟ            
Microsoft Office ɢɥɢ *.pdf.  
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

Ɏɚɣɥɵ ɮɨɪɦɚɬɚ *.pdf ɱɚɫɬɨ ɫɨɞɟɪɠɚɬ ɨɛɴɟɤɬɵ JavaScript. ɉɨɷɬɨɦɭ ɞɥɹ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ          
ɞɨɫɬɚɬɨɱɧɨ ɩɪɨɫɬɨ ɫɨɡɞɚɬɶ ɧɟɤɨɬɨɪɵɣ ɫɤɪɢɩɬ, ɤɨɬɨɪɵɣ ɢɫɩɨɥɶɡɨɜɚɥ ɛɵ ɨɞɧɭ ɢɡ ɭɹɡɜɢɦɨɫɬɟɣ           
ɞɜɢɠɤɚ ɨɬ Adobe [13].  

ȼ ɞɨɤɭɦɟɧɬɚɯ Microsoft Office ɜɪɟɞɨɧɨɫɧɨɟ ɉɈ ɦɨɠɟɬ ɡɚɝɪɭɠɚɬɶɫɹ ɩɪɢ ɩɨɦɨɳɢ          
ɦɚɤɪɨɫɨɜ, ɤɨɬɨɪɵɟ ɫɨɞɟɪɠɢɬ ɮɚɣɥ. ɉɪɢ ɨɬɤɪɵɬɢɢ ɞɨɤɭɦɟɧɬɚ ɢɫɩɨɥɧɟɧɢɟ ɦɚɤɪɨɫɚ ɩɨɡɜɨɥɹɟɬ          
ɭɫɬɚɧɨɜɢɬɶ ɫɨɟɞɢɧɟɧɢɟ ɫ ɫɟɪɜɟɪɨɦ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɢ ɧɚɱɚɬɶ ɡɚɝɪɭɡɤɭ. Ⱦɚɧɧɚɹ ɩɪɨɛɥɟɦɚ          
ɫɭɳɟɫɬɜɭɟɬ ɞɨɜɨɥɶɧɨ ɞɚɜɧɨ, ɩɨɷɬɨɦɭ ɜ ɨɪɝɚɧɢɡɚɰɢɹɯ ɩɨɞɞɟɪɠɤɚ ɦɚɤɪɨɫɨɜ ɨɬɤɥɸɱɟɧɚ ɩɨ          
ɭɦɨɥɱɚɧɢɸ. ɇɨ ɟɫɥɢ ɩɨɥɶɡɨɜɚɬɟɥɶ ɧɟ ɨɫɜɟɞɨɦɥɟɧ, ɬɨ ɝɪɚɦɨɬɧɨɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɨɰɢɚɥɶɧɨɣ          
ɢɧɠɟɧɟɪɢɢ ɦɨɠɟɬ ɡɚɫɬɚɜɢɬɶ ɟɝɨ ɨɬɤɥɸɱɢɬɶ ɡɚɳɢɬɭ ɨɬ ɦɚɤɪɨɫɨɜ [13], [14]. 

ɇɚ ɞɚɧɧɵɣ ɦɨɦɟɧɬ ɛɨɥɶɲɢɧɫɬɜɨ ɫɩɨɫɨɛɨɜ ɷɤɫɩɥɭɚɬɚɰɢɢ ɭɹɡɜɢɦɨɫɬɟɣ Microsoft Office          
ɧɟ ɬɪɟɛɭɸɬ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɦɚɤɪɨɫɨɜ. ɇɚɩɪɢɦɟɪ, ɢɫɩɨɥɶɡɭɹ ɫɚɦɭɸ ɩɨɩɭɥɹɪɧɭɸ ɭɹɡɜɢɦɨɫɬɶ         
2017 ɝɨɞɚ ​CVE-2017-0199, ɩɪɢ ɨɬɤɪɵɬɢɢ ɜɥɨɠɟɧɧɨɝɨ *.rtf ɮɚɣɥɚ ɦɨɠɧɨ ​ɩɨɞɝɪɭɡɢɬɶ          
HTA ​-​ɩɪɢɥɨɠɟɧɢɟ, ɩɨɞɞɟɪɠɢɜɚɸɳɟɟ ɢɫɩɨɥɧɟɧɢɟ ​ɫɰɟɧɚɪɢɟɜ ​, ɫɨ ɫɬɨɪɨɧɧɟɝɨ ɫɟɪɜɢɫɚ ɢ       
ɡɚɩɭɫɬɢɬɶ ɟɝɨ. 

ɉɨɦɢɦɨ ɪɚɫɫɦɨɬɪɟɧɧɵɯ ɫɥɭɱɚɟɜ ɫɭɳɟɫɬɜɭɟɬ ɦɧɨɠɟɫɬɜɨ ɞɪɭɝɢɯ ɨɮɢɫɧɵɯ ɩɪɨɞɭɤɬɨɜ ɢ         
ɮɨɪɦɚɬɨɜ, ɫ ɤɨɬɨɪɵɦɢ ɨɧɢ ɪɚɛɨɬɚɸɬ. ɇɨ ɩɪɢɧɰɢɩ ɚɬɚɤɢ ɨɞɢɧ ɢ ɬɨɬ ɠɟ – ɡɚɩɭɫɬɢɬɶ ɫɤɪɵɬɵɣ               
ɫɰɟɧɚɪɢɣ, ɤɨɬɨɪɵɣ ɩɨɡɜɨɥɢɬ ɡɚɝɪɭɡɢɬɶ ɉɈ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɧɚ ɚɬɚɤɭɟɦɵɣ ɤɨɦɩɶɸɬɟɪ.  

ɋɚɦɵɦɢ ɩɨɩɭɥɹɪɧɵɦɢ ɢɧɫɬɪɭɦɟɧɬɚɦɢ ɞɥɹ ɫɨɡɞɚɧɢɹ ɜɪɟɞɨɧɨɫɧɵɯ ɜɥɨɠɟɧɢɣ,       
ɨɬɩɪɚɜɥɹɟɦɵɯ ɜ ɮɢɲɢɧɝɨɜɵɯ ɩɢɫɶɦɚɯ, ɫɬɚɥɢ Microsoft Word Intruder (MWI) ɢ Offensive Ware            
Multi Exploit Builder (OMEB) ​[1] ​. 

 
ɉɢɫɶɦɨ ɫɨ ɫɫɵɥɤɨɣ 

ȼ ɤɚɱɟɫɬɜɟ ɫɨɞɟɪɠɚɧɢɹ ɩɢɫɶɦɚ ɬɚɤɠɟ ɦɨɠɟɬ ɨɬɩɪɚɜɥɹɬɶɫɹ ɫɫɵɥɤɚ. ɐɟɥɶɸ         
ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ ɜ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɹɜɥɹɟɬɫɹ ɩɟɪɟɯɨɞ ɠɟɪɬɜɵ ɧɚ ɨɩɪɟɞɟɥɟɧɧɵɣ ɜɟɛ-ɪɟɫɭɪɫ,          
ɝɞɟ, ɢɫɩɨɥɶɡɭɹ ɭɹɡɜɢɦɨɫɬɢ ɫɚɦɨɝɨ ɫɚɣɬɚ ɢɥɢ ɛɪɚɭɡɟɪɚ ɩɟɪɟɯɨɞɹɳɟɝɨ, ɩɪɟɫɬɭɩɧɢɤ ɬɚɤɠɟ          
ɩɵɬɚɟɬɫɹ ɜɧɟɞɪɢɬɶ ɡɥɨɜɪɟɞɧɨɟ ɉɈ.  

Ⱦɥɹ ɩɪɨɜɟɞɟɧɢɹ ɩɨɞɨɛɧɵɯ ɨɩɟɪɚɰɢɣ ɫɨɡɞɚɸɬɫɹ ɮɢɲɢɧɝɨɜɵɟ ɫɚɣɬɵ, ɤɨɬɨɪɵɟ ɠɢɜɭɬ, ɤɚɤ          
ɩɪɚɜɢɥɨ, ɧɟɞɨɥɝɨ. Ɉɧɢ, ɤɚɤ ɩɪɚɜɢɥɨ, ɹɜɥɹɸɬɫɹ ɬɨɱɧɵɦɢ ɤɨɩɢɹɦɢ ɢɡɜɟɫɬɧɵɯ ɫɚɣɬɨɜ,          
ɩɨɥɧɨɫɬɶɸ ɩɨɜɬɨɪɹɸɬ ɢɯ ɞɢɡɚɣɧ ɢ ɫɬɪɭɤɬɭɪɭ. ɇɨ ɨɧɢ ɹɜɥɹɸɬɫɹ ɥɢɲɶ ɤɨɩɢɹɦɢ, ɩɨɷɬɨɦɭ            
ɛɭɞɭɬ ɢɦɟɬɶ ɨɬɥɢɱɚɸɳɟɟɫɹ ɨɬ ɨɪɢɝɢɧɚɥɨɜ ɞɨɦɟɧɧɨɟ ɢɦɹ.  

ɉɪɢ ɩɟɪɟɯɨɞɟ ɩɨ ɫɫɵɥɤɟ ɩɨɥɶɡɨɜɚɬɟɥɶ ɫɬɚɧɨɜɢɬɫɹ ɠɟɪɬɜɨɣ ɪɚɡɥɢɱɧɵɯ ɜɢɞɨɜ XSS-ɚɬɚɤ.          
ɋɭɬɶ ɞɚɧɧɵɯ ɚɬɚɤ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɜɵɩɨɥɧɟɧɢɢ ɫɤɪɢɩɬɚ ɜ ɛɪɚɭɡɟɪɟ ɢ ɩɨɫɥɟɞɭɸɳɟɦ ɟɝɨ            
ɜɡɚɢɦɨɞɟɣɫɬɜɢɢ ɫ ɫɟɪɜɟɪɨɦ ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ. ɗɬɢ ɨɩɟɪɚɰɢɢ ɩɨɡɜɨɥɹɸɬ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ          
ɞɚɧɧɵɦ ɛɪɚɭɡɟɪɚ ɢ ɞɚɸɬ ɜɨɡɦɨɠɧɨɫɬɶ ɩɪɢɦɟɧɹɬɶ ɤ ɧɟɦɭ ɷɤɫɩɥɨɣɬɵ, ɚ ɬɚɤɠɟ ɤɪɚɫɬɶ cookie,             
ɞɚɧɧɵɟ ɚɜɬɨɪɢɡɚɰɢɢ ɢɥɢ, ɧɚɩɪɢɦɟɪ, ɜɵɩɨɥɧɹɬɶ HTTP-ɡɚɩɪɨɫɵ ɨɬ ɢɦɟɧɢ ɩɨɥɶɡɨɜɚɬɟɥɹ. 

Ɇɨɲɟɧɧɢɤɢ ɧɟ ɩɪɨɫɬɨ ɤɨɩɢɪɭɸɬ ɫɚɣɬ ɤɨɦɩɚɧɢɢ ɢɥɢ ɛɚɧɤɚ, ɢɯ ɥɨɝɨɬɢɩɵ ɢ ɮɢɪɦɟɧɧɵɟ            
ɰɜɟɬɚ, ɤɨɧɬɟɧɬ, ɤɨɧɬɚɤɬɧɵɟ ɞɚɧɧɵɟ, ɪɟɝɢɫɬɪɢɪɭɸɬ ɩɨɯɨɠɟɟ ɞɨɦɟɧɧɨɟ ɢɦɹ, ɨɧɢ ɟɳɟ ɚɤɬɢɜɧɨ           
ɪɟɤɥɚɦɢɪɭɸɬ ɫɜɨɢ ɪɟɫɭɪɫɵ ɜ ɫɨɰɫɟɬɹɯ ɢ ɩɨɢɫɤɨɜɵɯ ɫɢɫɬɟɦɚɯ. ɇɚɩɪɢɦɟɪ, ɩɵɬɚɸɬɫɹ ɜɵɜɟɫɬɢ ɜ            
ɬɨɩɵ ɜɵɞɚɱɢ ɫɫɵɥɤɢ ɧɚ ɫɜɨɢ ɮɢɲɢɧɝɨɜɵɟ ɫɚɣɬɵ ɩɨ ɡɚɩɪɨɫɭ [1].  

ȿɳɟ ɧɟɫɤɨɥɶɤɨ ɥɟɬ ɧɚɡɚɞ ɨɞɧɨɝɨ ɜɡɝɥɹɞɚ ɧɚ ɚɞɪɟɫ ɛɵɥɨ ɞɨɫɬɚɬɨɱɧɨ, ɱɬɨɛɵ ɩɨɧɹɬɶ, ɱɬɨ             
ɫɚɣɬ ɮɢɲɢɧɝɨɜɵɣ. Ɉɞɧɚɤɨ ɯɚɤɟɪɵ ɧɚɭɱɢɥɢɫɶ ɦɚɧɢɩɭɥɢɪɨɜɚɬɶ ɨɬɨɛɪɚɠɟɧɢɟɦ ɫɫɵɥɤɢ ɜ         
ɚɞɪɟɫɧɨɣ ɫɬɪɨɤɟ. ȼ ɪɟɡɭɥɶɬɚɬɟ ɩɨɥɶɡɨɜɚɬɟɥɶ ɜɢɞɢɬ ɚɞɪɟɫ, ɧɚ 100 % ɫɨɜɩɚɞɚɸɳɢɣ ɫ            
ɨɮɢɰɢɚɥɶɧɵɦ. ɗɬɚ ɬɟɯɧɨɥɨɝɢɹ ɧɚɡɵɜɚɟɬɫɹ «cɩɭɮɢɧɝ» (ɚɧɝɥ. spoofing - ɨɛɦɚɧ, ɦɢɫɬɢɮɢɤɚɰɢɹ)          
[1]. 

ɉɪɟɫɬɭɩɧɢɤɢ ɩɨɞɞɟɥɵɜɚɸɬ ɞɚɠɟ SSL-ɫɟɪɬɢɮɢɤɚɬ – ɷɬɨ ɰɢɮɪɨɜɨɟ ɭɞɨɫɬɨɜɟɪɟɧɢɟ ɫɚɣɬɚ,         
ɤɨɬɨɪɨɟ ɩɨɞɬɜɟɪɠɞɚɟɬ, ɱɬɨ ɨɛɦɟɧ ɞɚɧɧɵɦɢ ɦɟɠɞɭ ɫɚɣɬɨɦ ɢ ɛɪɚɭɡɟɪɨɦ ɢɞɟɬ ɩɨ ɡɚɳɢɳɟɧɧɨɦɭ            
ɤɚɧɚɥɭ. ɏɚɤɟɪɵ ɢɫɩɨɥɶɡɭɸɬ ɝɨɬɨɜɵɟ ɮɢɲɢɧɝ-ɧɚɛɨɪɵ (Phishing kits) – ​ɷɬɨ ɭɠɟ ɝɨɬɨɜɵɣ           
ɮɢɲɢɧɝɨɜɵɣ ɫɚɣɬ ɫ ɤɨɧɮɢɝɭɪɚɰɢɨɧɧɵɦ ɮɚɣɥɨɦ, ɜ ɤɨɬɨɪɨɦ ɨɩɪɟɞɟɥɹɟɬɫɹ ɥɨɝɢɤɚ ɪɚɛɨɬɵ          
ɮɢɲɢɧɝɨɜɨɝɨ ɫɚɣɬɚ ɢ ɬɨ, ɤɭɞɚ ɞɨɥɠɧɵ ɛɵɬɶ ɨɬɩɪɚɜɥɟɧɵ ɫɤɨɦɩɪɨɦɟɬɢɪɨɜɚɧɧɵɟ ɞɚɧɧɵɟ [1]. 
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

4. Аɧɚɥɢɡ ɫɭɳɟɫɬɜɭɸɳɢɯ ɦɟɪ ɡɚɳɢɬɵ 
4.1 Ɉɪɝɚɧɢɡɚɰɢɨɧɧɵɟ ɦɟɪɵ 

Ɏɢɲɢɧɝ ɤɚɤ ɫɩɨɫɨɛ ɚɬɚɤɢ ɭɫɩɟɲɟɧ ɩɨ ɛɨɥɶɲɟɣ ɱɚɫɬɢ ɢɡ-ɡɚ ɱɟɥɨɜɟɱɟɫɤɨɝɨ ɮɚɤɬɨɪɚ [14].            
ɑɟɥɨɜɟɤ, ɤɚɤ ɢɡɜɟɫɬɧɨ, ɹɜɥɹɟɬɫɹ ɫɥɚɛɵɦ ɡɜɟɧɨɦ ɜ ɥɸɛɨɣ ɫɢɫɬɟɦɟ. Ʉɨɧɰɟɧɬɪɚɰɢɹ ɥɢɲɶ ɧɚ            
ɬɟɯɧɢɱɟɫɤɨɦ ɨɫɧɚɳɟɧɢɢ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ ɹɜɥɹɟɬɫɹ ɛɨɥɶɲɨɣ ɨɲɢɛɤɨɣ.  

Ɉɫɜɟɞɨɦɥɟɧɧɨɫɬɶ ɩɨɥɶɡɨɜɚɬɟɥɹ [14], [15], [16] ɦɨɠɟɬ ɫɭɳɟɫɬɜɟɧɧɨ ɩɨɜɵɫɢɬɶ ɭɪɨɜɟɧɶ         
ɡɚɳɢɳɟɧɧɨɫɬɢ ɨɪɝɚɧɢɡɚɰɢɢ.  

ȼɨ-ɩɟɪɜɵɯ, ɧɟɨɛɯɨɞɢɦɨ ɦɢɧɢɦɢɡɢɪɨɜɚɬɶ ɪɚɡɦɟɳɟɧɢɟ ɷɥɟɤɬɪɨɧɧɵɯ ɚɞɪɟɫɨɜ ɧɚ       
ɨɬɤɪɵɬɵɯ ɫɚɣɬɚɯ (ɫɚɣɬɟ ɤɨɦɩɚɧɢɢ, ɨɬɤɪɵɬɵɯ ɬɨɪɝɨɜɵɯ ɩɥɨɳɚɞɤɚɯ, ɥɢɱɧɵɯ ɫɬɪɚɧɢɰɚɯ         
ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɢ ɬ.ɩ.) ɢ ɨɝɪɚɧɢɱɢɬɶ ɞɨɫɬɭɩ ɫɨɬɪɭɞɧɢɤɨɜ ɤ ɨɛɳɟɣ ɛɚɡɟ ɞɚɧɧɵɯ ɤɨɪɩɨɪɚɬɢɜɧɵɯ            
ɚɞɪɟɫɨɜ (ɜ ɤɚɱɟɫɬɜɟ ɩɪɢɦɟɪɚ ɦɨɠɧɨ ɩɪɢɜɟɫɬɢ ɢɡɜɟɫɬɧɵɣ ɩɪɢɦɟɪ ɫ ɗɤɫɤɥɟɤɬɨɧɨɦ, ɤɨɬɨɪɵɣ           
ɩɪɨɞɚɥ ɛɚɡɭ ɞɚɧɧɵɯ ɤɨɪɩɨɪɚɬɢɜɧɵɯ Ɇɢɧɢɫɬɟɪɫɬɜɚ ɷɧɟɪɝɟɬɢɤɢ ɞɥɹ ɰɟɥɟɜɨɝɨ ɮɢɲɢɧɝɚ). 

ȼɨ-ɜɬɨɪɵɯ, ɞɥɹ ɫɧɢɠɟɧɢɹ ɭɪɨɜɧɹ ɜɥɢɹɧɢɹ ɱɟɥɨɜɟɱɟɫɤɨɝɨ ɮɚɤɬɨɪɚ ɧɟɨɛɯɨɞɢɦɨ        
ɩɪɟɞɩɪɢɧɹɬɶ ɫɥɟɞɭɸɳɢɟ ɦɟɪɵ: 

● ɪɟɝɥɚɦɟɧɬɢɪɨɜɚɧɢɟ ɩɨɥɢɬɢɤɢ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɩɨɱɬɵ; 
● ɨɛɭɱɟɧɢɟ ɩɟɪɫɨɧɚɥɚ; 
● ɩɪɨɜɟɞɟɧɢɟ ɬɟɫɬɢɪɨɜɚɧɢɹ. 

 
ɉɨɥɢɬɢɤɚ ɢɫɩɨɥɶɡɨɜɚɧɢɹ email 
ȼɵɞɟɥɢɦ ɨɫɧɨɜɧɵɟ ɩɪɢɧɰɢɩɵ ɬɚɤɨɣ ɩɨɥɢɬɢɤɢ: 

● ɷɥɟɤɬɪɨɧɧɚɹ ɩɨɱɬɚ ɩɪɟɞɨɫɬɚɜɥɹɟɬɫɹ ɫɨɬɪɭɞɧɢɤɚɦ ɨɪɝɚɧɢɡɚɰɢɢ ɬɨɥɶɤɨ ɞɥɹ       
ɜɵɩɨɥɧɟɧɢɹ ɫɜɨɢɯ ɫɥɭɠɟɛɧɵɯ ɨɛɹɡɚɧɧɨɫɬɟɣ, ɚ ɧɟ ɞɥɹ ɥɢɱɧɵɯ ɰɟɥɟɣ; 
● ɜɫɟ ɷɥɟɤɬɪɨɧɧɵɟ ɩɢɫɶɦɚ ɹɜɥɹɸɬɫɹ ɫɨɛɫɬɜɟɧɧɨɫɬɶɸ ɨɪɝɚɧɢɡɚɰɢɢ ɢ ɧɟ ɫɱɢɬɚɸɬɫɹ         
ɩɟɪɫɨɧɚɥɶɧɵɦɢ; 
● ɨɪɝɚɧɢɡɚɰɢɹ ɦɨɠɟɬ ɩɨɥɭɱɢɬɶ ɞɨɫɬɭɩ ɤ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɟ ɫɨɬɪɭɞɧɢɤɨɜ; 
● ɩɨɥɶɡɨɜɚɬɟɥɢ ɧɟ ɞɨɥɠɧɵ ɩɨɡɜɨɥɹɬɶ ɤɨɦɭ-ɥɢɛɨ ɩɨɫɵɥɚɬɶ ɩɢɫɶɦɚ, ɢɫɩɨɥɶɡɭɹ ɢɯ         
ɢɞɟɧɬɢɮɢɤɚɬɨɪɵ; 
● ɡɚɩɪɟɳɟɧɢɟ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɫɬɨɪɨɧɧɢɯ ɩɨɱɬɨɜɵɯ ɤɥɢɟɧɬɨɜ; 
● ɫɩɪɚɜɨɱɧɢɤɢ ɷɥɟɤɬɪɨɧɧɵɯ ɚɞɪɟɫɨɜ ɫɨɬɪɭɞɧɢɤɨɜ ɞɨɫɬɭɩɧɵ ɬɨɥɶɤɨ ɜɧɭɬɪɢ       
ɤɨɦɩɚɧɢɢ. 

 
Ɉɛɭɱɟɧɢɟ ɢ ɬɟɫɬɢɪɨɜɚɧɢɟ ɩɟɪɫɨɧɚɥɚ 

ɉɨɞ ɨɛɭɱɟɧɢɟɦ ɩɨɧɢɦɚɟɬɫɹ ɩɨɜɵɲɟɧɢɟ ɨɫɜɟɞɨɦɥɟɧɧɨɫɬɢ ɩɨɥɶɡɨɜɚɬɟɥɟɣ. ɉɟɪɫɨɧɚɥ       
ɞɨɥɠɟɧ ɩɨɧɢɦɚɬɶ ɜɨɡɦɨɠɧɨɫɬɢ ɡɥɨɭɦɵɲɥɟɧɧɢɤɨɜ ɢ ɫɩɨɫɨɛɵ ɚɬɚɤ, ɚ ɬɚɤɠɟ ɩɨɫɬɨɹɧɧɨ          
ɫɨɯɪɚɧɹɬɶ ɛɞɢɬɟɥɶɧɨɫɬɶ. ɉɨɷɬɨɦɭ ɧɟɨɛɯɨɞɢɦɨ ɩɪɨɜɨɞɢɬɶ ɫɨɨɬɜɟɬɫɬɜɭɸɳɢɟ ɫɟɦɢɧɚɪɵ ɢ        
ɬɪɟɧɢɧɝɢ ɩɨ ɬɟɦɚɦ: 

● ɨɫɧɨɜɧɵɟ ɩɪɢɧɰɢɩɵ ɮɢɲɢɧɝɚ; 
● ɦɟɬɨɞɵ ɫɨɰɢɚɥɶɧɨɣ ɢɧɠɟɧɟɪɢɢ; 
● ɜɚɠɧɨɫɬɶ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɩɨɫɥɟɞɧɢɯ ɜɟɪɫɢɣ ɉɈ; 
● ɚɧɚɥɢɡ ɪɚɫɲɢɪɟɧɢɣ ɮɚɣɥɨɜ ɢ ɬɟɤɫɬɚ ɫɫɵɥɨɤ. 
Ⱥɞɦɢɧɢɫɬɪɚɬɨɪɭ ɧɟɨɛɯɨɞɢɦɨ ɩɨɫɬɨɹɧɧɨ ɫɥɟɞɢɬɶ ɡɚ ɨɛɧɨɜɥɟɧɢɟɦ ɉɈ. 
Ⱦɥɹ ɨɰɟɧɤɢ ɩɨɞɝɨɬɨɜɥɟɧɧɨɫɬɢ ɩɟɪɫɨɧɚɥɚ ɤ ɰɟɥɟɜɨɣ ɚɬɚɤɟ, ɨɪɝɚɧɢɡɚɰɢɹ ɦɨɠɟɬ         

ɩɪɨɜɨɞɢɬɶ ɬɟɫɬɢɪɨɜɚɧɢɟ. Ɍɟɫɬɢɪɨɜɚɧɢɟ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɫɬɚɧɞɚɪɬɧɵɯ       
ɢɦɟɸɳɢɯɫɹ ɩɪɨɝɪɚɦɦ, ɢɥɢ ɫɨ ɫɩɟɰɢɚɥɶɧɨ ɫɨɡɞɚɧɧɵɯ ɩɨɱɬɨɜɵɯ ɹɳɢɤɨɜ, ɫ ɨɛɹɡɚɬɟɥɶɧɵɦ          
ɢɧɮɨɪɦɢɪɨɜɚɧɢɟɦ ɩɨɥɶɡɨɜɚɬɟɥɟɣ ɨ ɩɪɨɜɨɞɢɦɵɯ ɭɱɟɧɢɹɯ, ɡɚ ɧɟɫɤɨɥɶɤɨ ɧɟɞɟɥɶ ɞɨ ɷɬɨɝɨ. 
 
4.2 ɉɪɨɝɪɚɦɦɧɨ-ɬɟɯɧɢɱɟɫɤɢɟ ɦɟɪɵ ɡɚɳɢɬɵ 
Сɢɫɬɟɦɵ ɮɢɥɶɬɪɚɰɢɢ ɫɩɚɦɚ 

Ɏɢɥɶɬɪɚɰɢɹ ɧɟɠɟɥɚɬɟɥɶɧɵɯ ɩɢɫɟɦ ɹɜɥɹɟɬɫɹ ɩɟɪɜɨɣ ɫɬɭɩɟɧɶɸ ɡɚɳɢɬɵ ɜ ɛɨɪɶɛɟ ɫ          
ɮɢɲɢɧɝɨɦ.  

Ⱥɧɚɥɢɡ IP-ɚɞɪɟɫɚ ɫɟɪɜɟɪɚ ɨɬɩɪɚɜɢɬɟɥɹ 
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

Ⱦɚɧɧɵɣ ɜɢɞ ɚɧɚɥɢɡɚ ɧɚɩɪɚɜɥɟɧ ɧɚ ɭɫɬɚɧɨɜɥɟɧɢɟ ɪɟɩɭɬɚɰɢɢ IP ɨɬɩɪɚɜɢɬɟɥɹ, ɤɨɬɨɪɚɹ          
ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɭɬɟɦ ɟɝɨ ɩɨɢɫɤɚ ɜ «ɱɟɪɧɵɯ ɫɩɢɫɤɚɯ». ɉɨɞɨɛɧɚɹ ɡɚɳɢɬɚ ɷɮɮɟɤɬɢɜɧɚ ɩɪɨɬɢɜ           
ɦɚɫɫɨɜɨɝɨ ɮɢɲɢɧɝɚ, ɧɨ ɛɟɫɩɨɥɟɡɧɚ ɩɪɢ ɰɟɥɟɧɚɩɪɚɜɥɟɧɧɨɣ ɚɬɚɤɟ. 

Ⱥɧɚɥɢɡ ɬɟɥɚ ɩɢɫɶɦɚ 
ɋɩɚɦ-ɮɢɥɶɬɪ ɦɨɠɟɬ ɩɪɨɜɟɪɹɬɶ ɫɨɞɟɪɠɢɦɨɟ ɩɢɫɶɦɚ: ɡɚɝɨɥɨɜɨɤ, ɬɟɦɭ, ɬɟɤɫɬ, ɫɫɵɥɤɢ ɢ          

ɜɥɨɠɟɧɢɹ. ȼ ɬɟɤɫɬɨɜɨɦ ɫɨɞɟɪɠɚɧɢɢ ɩɪɨɜɟɪɹɟɬɫɹ ɧɚɥɢɱɢɟ ɫɥɨɜɨɫɨɱɟɬɚɧɢɣ, ɤɨɬɨɪɵɟ ɧɚɢɛɨɥɟɟ         
ɱɚɫɬɨ ɩɪɢɦɟɧɹɸɬɫɹ ɩɪɢ ɮɢɲɢɧɝɨɜɵɯ ɦɟɬɨɞɢɤɚɯ. ɍɤɚɡɚɧɧɵɟ ɫɫɵɥɤɢ ɩɪɢ ɩɨɦɨɳɢ ɚɥɝɨɪɢɬɦɨɜ          
ɚɧɚɥɢɡɢɪɭɸɬɫɹ ɧɚ ɩɪɟɞɦɟɬ ɫɯɨɠɟɫɬɢ ɫ ɢɡɜɟɫɬɧɵɦɢ ɪɟɫɭɪɫɚɦɢ, ɚ ɬɚɤɠɟ, ɤɚɤ ɢ ɜ ɫɥɭɱɚɟ ɫ              
IP-ɚɞɪɟɫɚɦɢ, ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɩɨɢɫɤ ɞɨɦɟɧɧɵɯ ɢɦɟɧ ɜ ɫɩɢɫɤɚɯ ɧɟɠɟɥɚɬɟɥɶɧɵɯ ɢɥɢ ɢɦɟɸɳɢɯ          
ɩɨɞɨɡɪɢɬɟɥɶɧɭɸ ɚɤɬɢɜɧɨɫɬɶ. ɋɨɨɬɜɟɬɫɬɜɟɧɧɨ, ɭ ɜɥɨɠɟɧɢɣ ɩɪɨɜɟɪɹɸɬɫɹ ɢɦɟɧɚ ɢ ɪɚɫɲɢɪɟɧɢɹ. 

SPF/DKIM-ɚɧɚɥɢɡ 
SPF ɹɜɥɹɟɬɫɹ ɪɚɫɲɢɪɟɧɢɟɦ ɞɥɹ ɩɪɨɬɨɤɨɥɚ ​ɨɬɩɪɚɜɤɢ ɷɥɟɤɬɪɨɧɧɨɣ ɩɨɱɬɵ​, ɤɨɬɨɪɵɣ         

ɩɨɡɜɨɥɹɟɬ ɩɨɥɭɱɚɬɟɥɹɦ ɩɪɨɜɟɪɹɬɶ IP-ɚɞɪɟɫ ɨɬɩɪɚɜɢɬɟɥɹ ɫ ɩɨɦɨɳɶɸ ɩɪɨɫɦɨɬɪɚ ɫɩɢɫɤɚ         
ɚɜɬɨɪɢɡɨɜɚɧɧɵɯ ɲɥɸɡɨɜ ɞɥɹ ɨɩɪɟɞɟɥɟɧɧɨɝɨ ɞɨɦɟɧɚ ɜ DNS-ɡɚɩɢɫɹɯ. ​Ɍɨ ɟɫɬɶ ɛɥɚɝɨɞɚɪɹ SPF           
ɦɨɠɧɨ ɩɪɨɜɟɪɢɬɶ, ɧɟ ɩɨɞɞɟɥɚɧɨ ɥɢ ​ɞɨɦɟɧɧɨɟ ɢɦɹ ɨɬɩɪɚɜɢɬɟɥɹ ɢ ɹɜɥɹɟɬɫɹ ɥɢ ɥɟɝɢɬɢɦɧɵɦ.            
Ⱥɝɟɧɬɵ ɩɟɪɟɞɚɱɢ ɩɨɱɬɵ, ɩɨɥɭɱɚɸɳɢɟ ɩɨɱɬɨɜɵɟ ɫɨɨɛɳɟɧɢɹ, ɦɨɝɭɬ ɡɚɩɪɚɲɢɜɚɬɶ        
SPF-ɢɧɮɨɪɦɚɰɢɸ ɫ ɩɨɦɨɳɶɸ DNS-ɡɚɩɪɨɫɚ, ɜɟɪɢɮɢɰɢɪɭɹ ɬɚɤɢɦ ɨɛɪɚɡɨɦ ɫɟɪɜɟɪ ɨɬɩɪɚɜɢɬɟɥɹ. 

DKIM ɹɜɥɹɟɬɫɹ ɦɟɬɨɞɨɦ email ɚɭɬɟɧɬɢɮɢɤɚɰɢɢ, ɞɚɸɳɢɦ ɜɨɡɦɨɠɧɨɫɬɶ ɩɨɥɭɱɚɬɟɥɸ        
ɩɪɨɜɟɪɢɬɶ, ɱɬɨ ɩɢɫɶɦɨ ɞɟɣɫɬɜɢɬɟɥɶɧɨ ɛɵɥɨ ɨɬɩɪɚɜɥɟɧɨ ɫ ɡɚɹɜɥɟɧɧɨɝɨ ɞɨɦɟɧɚ. ȼɦɟɫɬɨ          
ɬɪɚɞɢɰɢɨɧɧɨɝɨ IP-ɚɞɪɟɫɚ ɞɥɹ ɨɩɪɟɞɟɥɟɧɢɹ ɨɬɩɪɚɜɢɬɟɥɹ ɫɨɨɛɳɟɧɢɹ DKIM ɞɨɛɚɜɥɹɟɬ ɜ ɧɟɝɨ          
ɰɢɮɪɨɜɭɸ ɩɨɞɩɢɫɶ ​, ɫɜɹɡɚɧɧɭɸ ɫ ɢɦɟɧɟɦ ​ɞɨɦɟɧɚ ɨɪɝɚɧɢɡɚɰɢɢ. ɉɨɞɩɢɫɶ ɚɜɬɨɦɚɬɢɱɟɫɤɢ         
ɩɪɨɜɟɪɹɟɬɫɹ ɧɚ ɫɬɨɪɨɧɟ ɩɨɥɭɱɚɬɟɥɹ, ɩɨɫɥɟ ɱɟɝɨ, ɞɥɹ ɨɩɪɟɞɟɥɟɧɢɹ ɪɟɩɭɬɚɰɢɢ ɨɬɩɪɚɜɢɬɟɥɹ,          
ɩɪɢɦɟɧɹɸɬɫɹ «ɛɟɥɵɟ ɫɩɢɫɤɢ» ɢ «ɱёɪɧɵɟ ɫɩɢɫɤɢ». 

ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɞɚɧɧɵɯ ɬɟɯɧɨɥɨɝɢɣ ɡɚɳɢɳɚɟɬ ɨɬ IP-ɫɩɭɮɢɧɝɚ ɢ ɩɨɞɦɟɧɵ ɢɦɟɧ, ɱɬɨ ɜ           
ɡɧɚɱɢɬɟɥɶɧɨɣ ɦɟɪɟ ɩɪɟɩɹɬɫɬɜɭɸɬ ɦɚɫɫɨɜɨɦɭ ɮɢɲɢɧɝɭ, ɧɨ ɧɟ ɡɚɳɢɳɚɟɬ ɨɬ ɰɟɥɟɜɨɝɨ. 
Мɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ 

Ɇɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ ɨɫɭɳɟɫɬɜɥɹɟɬ ɤɨɧɬɪɨɥɶ ɢ ɮɢɥɶɬɪɚɰɢɸ ɩɪɨɯɨɞɹɳɟɝɨ ɱɟɪɟɡ ɧɟɝɨ         
ɫɟɬɟɜɨɝɨ ɬɪɚɮɢɤɚ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɪɹɞɚ ɩɪɚɜɢɥ. Ɋɚɛɨɬɚ ɷɤɪɚɧɚ ɦɨɠɟɬ ɨɫɭɳɟɫɬɜɥɹɬɶɫɹ ɤɚɤ ɧɚ            
ɫɟɬɟɜɨɦ, ɬɚɤ ɢ ɧɚ ɬɪɚɧɫɩɨɪɬɧɨɦ ɭɪɨɜɧɟ ɢ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɚɧɚɥɢɡɟ ɡɚɝɨɥɨɜɤɨɜ ɩɚɤɟɬɨɜ. 

ɉɪɢ ɚɧɚɥɢɡɟ ɡɚɝɨɥɨɜɤɚ ɫɟɬɟɜɨɝɨ ɩɚɤɟɬɚ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶɫɹ ɫɥɟɞɭɸɳɢɟ ɩɚɪɚɦɟɬɪɵ: 
● IP-ɚɞɪɟɫɚ ɢɫɬɨɱɧɢɤɚ ɢ ɩɨɥɭɱɚɬɟɥɹ; 
● ɬɢɩ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɩɪɨɬɨɤɨɥɚ; 
● ɩɨɥɹ ɫɥɭɠɟɛɧɵɯ ɡɚɝɨɥɨɜɤɨɜ ɩɪɨɬɨɤɨɥɨɜ ɫɟɬɟɜɨɝɨ ɢ ɬɪɚɧɫɩɨɪɬɧɨɝɨ ɭɪɨɜɧɟɣ; 
● ɩɨɪɬ ɢɫɬɨɱɧɢɤɚ ɢ ɩɨɥɭɱɚɬɟɥɹ. 
Ɇɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ ɨɛɵɱɧɨ ɢɫɩɨɥɶɡɭɟɬɫɹ ɜ ɫɨɜɨɤɭɩɧɨɫɬɢ ɫ ɞɪɭɝɢɦɢ ɫɪɟɞɫɬɜɚɦɢ ɡɚɳɢɬɵ          

ɢɧɮɨɪɦɚɰɢɢ, ɝɞɟ ɟɝɨ ɩɪɚɤɬɢɱɟɫɤɚɹ ɡɧɚɱɢɦɨɫɬɶ ɜɨɡɪɚɫɬɚɟɬ. ɇɨ ɜ ɨɬɞɟɥɶɧɨɫɬɢ ɨɧ ɧɟ ɫɩɨɫɨɛɟɧ            
ɩɪɨɬɢɜɨɫɬɨɹɬɶ ɫɥɨɠɧɵɦ ɢ ɡɚɪɚɧɟɟ ɩɪɨɞɭɦɚɧɧɵɦ ɚɬɚɤɚɦ. 

 
Аɧɬɢɜɢɪɭɫɧɵɟ ɪɟɲɟɧɢɹ 

ɋɨɜɪɟɦɟɧɧɵɟ ɚɧɬɢɜɢɪɭɫɧɵɟ ɪɟɲɟɧɢɹ ɜɤɥɸɱɚɸɬ ɜ ɫɟɛɹ: ɫɟɬɟɜɵɟ ɷɤɪɚɧɵ ɢ         
ɫɩɚɦ-ɮɢɥɶɬɪɵ, ɪɚɛɨɬɚɸɳɢɟ ɩɨ ɬɟɦ ɠɟ ɩɪɢɧɰɢɩɚɦ, ɤɨɬɨɪɵɟ ɛɵɥɢ ɨɩɢɫɚɧɵ ɪɚɧɟɟ. Ⱥ ɬɚɤɠɟ            
ɩɪɨɜɨɞɹɬ ɚɧɚɥɢɡ ɡɚɝɪɭɠɚɟɦɨɝɨ ɢɥɢ ɪɚɛɨɬɚɸɳɟɝɨ ɉɈ ɫ ɢɫɩɨɥɶɡɨɜɚɧɢɟɦ ɫɥɟɞɭɸɳɢɯ ɦɟɬɨɞɨɜ: 

● ɫɢɝɧɚɬɭɪɧɵɣ ɚɧɚɥɢɡ; 
● ɷɜɪɢɫɬɢɱɟɫɤɢɣ ɚɧɚɥɢɡ ​; 
● ɩɟɫɨɱɧɢɰɚ. 
ɋɢɝɧɚɬɭɪɧɵɣ ɚɧɚɥɢɡ ɞɟɬɟɤɬɢɪɭɟɬ ɬɨɥɶɤɨ ɪɚɧɟɟ ɢɡɜɟɫɬɧɨɟ ɜɪɟɞɨɧɨɫɧɨɟ ɉɈ. ɉɪɢ ɷɬɨɦ          

ɮɚɣɥɵ ɞɚɠɟ ɫɨ ɫɬɚɪɨɣ ɢɧɠɟɤɬɢɪɨɜɚɧɧɨɣ ɫɢɫɬɟɦɨɣ, ɭɞɚɥɟɧɧɨɣ ɦɨɧɢɬɨɪɢɧɝɚ, ɦɨɝɭɬ ɛɵɬɶ ɧɟ           
ɢɞɟɧɬɢɮɢɰɢɪɨɜɚɧɵ, ɨɫɨɛɟɧɧɨ ɩɪɢ ɢɧɠɟɤɬɢɪɨɜɚɧɢɢ ɜ ɧɨɜɵɣ ɮɚɣɥ. ɗɜɪɢɫɬɢɱɟɫɤɢɣ ɚɧɚɥɢɡ         
ɦɨɠɟɬ ɜɵɹɜɢɬɶ ɧɨɜɨɟ ɜɪɟɞɨɧɨɫɧɨɟ ɉɈ, ɨɞɧɚɤɨ ɩɪɢ ɷɬɨɦ ɜɵɫɨɤ ɩɪɨɰɟɧɬ ɨɲɢɛɤɢ, ɱɬɨ ɦɨɠɟɬ             
ɩɨɬɪɟɛɨɜɚɬɶ ɜɪɟɦɹ ɧɚ ɞɨɩɨɥɧɢɬɟɥɶɧɵɣ ɚɧɚɥɢɡ. ɉɟɫɨɱɧɢɰɚ ɩɨɡɜɨɥɹɟɬ ɛɨɥɟɟ ɷɮɮɟɤɬɢɜɧɨ         
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

ɢɞɟɧɬɢɮɢɰɢɪɨɜɚɬɶ ɬɚɤɨɟ ɉɈ, ɧɚɩɪɢɦɟɪ, ɡɚɝɪɭɡɱɢɤɢ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ, ɧɚɩɪɢɦɟɪ, ɩɟɪɟɦɟɳɚɹ         
ɜɪɟɦɹ ɜɩɟɪɟɞ ɢ ɢɦɢɬɢɪɭɹ ɡɚɝɪɭɡɤɭ ɪɚɡɧɵɯ ɫɢɫɬɟɦ, ɛɪɚɭɡɟɪɨɜ. 

 
IDS/IPS 

ɋɢɫɬɟɦɚ ɨɛɧɚɪɭɠɟɧɢɹ ɜɬɨɪɠɟɧɢɣ (IDS), ɤɚɤ ɢ ɫɢɫɬɟɦɚ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɜɬɨɪɠɟɧɢɣ         
(IPS), ɹɜɥɹɟɬɫɹ ɩɪɨɝɪɚɦɦɧɵɦ ɢɥɢ ɩɪɨɝɪɚɦɦɧɨ-ɚɩɩɚɪɚɬɧɵɦ ɫɪɟɞɫɬɜɨɦ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ.        
Ⱦɚɧɧɵɟ ɫɢɫɬɟɦɵ ɩɪɟɞɧɚɡɧɚɱɟɧɵ ɞɥɹ ɜɵɹɜɥɟɧɢɹ ɮɚɤɬɨɜ ɧɟɚɜɬɨɪɢɡɨɜɚɧɧɨɝɨ ɞɨɫɬɭɩɚ        
ɜ ​ɤɨɦɩɶɸɬɟɪɧɭɸ ɫɢɫɬɟɦɭ​ ɢɥɢ ​ɫɟɬɶ​ ɥɢɛɨ ɧɟɫɚɧɤɰɢɨɧɢɪɨɜɚɧɧɨɝɨ ɭɩɪɚɜɥɟɧɢɹ ɢɦɢ, ɢ ɨɞɧɢɦ ɢɡ        
ɬɪɟɛɨɜɚɧɢɣ ɤ ɞɚɧɧɵɦ ɫɢɫɬɟɦɚɦ ɹɜɥɹɟɬɫɹ ɨɛɧɚɪɭɠɟɧɢɟ ɚɤɬɢɜɧɨɫɬɢ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ.  

IDS ɩɪɨɢɡɜɨɞɢɬ ɩɨɢɫɤ ɡɥɨɧɚɦɟɪɟɧɧɵɯ ɮɚɣɥɨɜ ɫɢɝɧɚɬɭɪɧɵɦ ɚɧɚɥɢɡɨɦ, ɚ ɡɧɚɱɢɬ         
ɷɤɫɩɥɭɚɬɚɰɢɹ ɭɹɡɜɢɦɨɫɬɟɣ ɧɭɥɟɜɨɝɨ ɞɧɹ ɫɤɨɪɟɟ ɜɫɟɝɨ ɨɫɬɚɧɟɬɫɹ ɧɟɡɚɦɟɱɟɧɧɨɣ. Ɉɬɥɢɱɢɟ IPS          
ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɬɨɦ, ɱɬɨ ɞɚɧɧɚɹ ɫɢɫɬɟɦɚ ɜɟɞɟɬ ɨɬɜɟɬɧɵɟ ɞɟɣɫɬɜɢɹ ɧɚ ɧɚɪɭɲɟɧɢɟ, ɫɛɪɚɫɵɜɚɹ            
ɫɨɟɞɢɧɟɧɢɟ ɢɥɢ ɩɟɪɟɧɚɫɬɪɚɢɜɚɹ ɦɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ ɞɥɹ ɛɥɨɤɢɪɨɜɚɧɢɹ ɬɪɚɮɢɤɚ ɨɬ         
ɡɥɨɭɦɵɲɥɟɧɧɢɤɚ, ɚ ɡɧɚɱɢɬ ɛɨɥɟɟ ɩɨɥɟɡɧɚ ɜ ɨɛɟɫɩɟɱɟɧɢɢ ɛɟɡɨɩɚɫɧɨɫɬɢ.  

Ⱦɚɧɧɵɟ ɫɢɫɬɟɦɵ, ɜ ɨɬɥɢɱɢɟ ɨɬ ɪɚɫɫɦɚɬɪɢɜɚɟɦɵɯ ɪɚɧɟɟ, ɢɦɟɸɬ ɩɨɞɫɢɫɬɟɦɭ ɚɧɚɥɢɡɚ          
ɞɚɧɧɵɯ, ɚ ɡɧɚɱɢɬ ɨɛɥɚɞɚɸɬ ɩɪɟɢɦɭɳɟɫɬɜɨɦ, ɩɨɫɤɨɥɶɤɭ ɫɩɨɫɨɛɧɵ ɜɟɫɬɢ ɧɚɛɥɸɞɟɧɢɟ ɡɚ          
ɩɨɥɶɡɨɜɚɬɟɥɶɫɤɨɣ ɚɤɬɢɜɧɨɫɬɶɸ, ɚ ɬɚɤɠɟ ɜɵɹɜɥɹɬɶ ɚɧɨɦɚɥɶɧɨɟ ɩɨɜɟɞɟɧɢɟ ɮɚɣɥɨɜ, ɫɨɨɛɳɚɹ ɨɛ          
ɷɬɨɦ ɚɞɦɢɧɢɫɬɪɚɬɨɪɭ.  
 
UTM-ɫɢɫɬɟɦɵ 

ɋɢɫɬɟɦɚ UTM ɹɜɥɹɟɬɫɹ ɤɨɦɩɥɟɤɫɧɵɦ ɪɟɲɟɧɢɟɦ ɢ ɫɨɞɟɪɠɢɬ: 
● ɦɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ; 
● ɮɢɥɶɬɪ URL; 
● ɚɧɬɢɜɢɪɭɫɧɨɟ ɪɟɲɟɧɢɟ; 
● ɫɩɚɦ-ɮɢɥɶɬɪɵ; 
● IDS/IPS. 
ȼɫɟ ɫɨɫɬɚɜɥɹɸɳɢɟ ɫɢɫɬɟɦɵ ɪɚɛɨɬɚɸɬ ɩɨ ɪɚɧɟɟ ɨɩɢɫɚɧɧɵɦ ɩɪɢɧɰɢɩɚɦ, ɧɨ ɨɩɬɢɦɢɡɚɰɢɹ          

ɢɯ ɜɡɚɢɦɨɞɟɣɫɬɜɢɹ ɫɩɨɫɨɛɧɚ ɭɥɭɱɲɢɬɶ ɩɨɤɚɡɚɬɟɥɢ ɩɨ ɞɟɬɟɤɬɢɪɨɜɚɧɢɸ ɭɝɪɨɡ. 
ɂɫɩɨɥɶɡɨɜɚɧɢɟ ɩɨɞɨɛɧɵɯ ɪɟɲɟɧɢɣ ɞɥɹ ɤɨɦɩɚɧɢɢ ɜɵɬɟɤɚɟɬ ɜ ɪɹɞ ɩɨɥɨɠɢɬɟɥɶɧɵɯ         

ɦɨɦɟɧɬɨɜ, ɬɚɤɢɯ ɤɚɤ ɩɪɨɫɬɨɬɚ ɧɚɫɬɪɨɣɤɢ ɢ ɨɛɟɫɩɟɱɟɧɢɹ ɫɢɫɬɟɦɵ ɛɟɡɨɩɚɫɧɨɫɬɢ, ɚ ɬɚɤɠɟ           
ɩɪɨɫɬɨɬɚ ɨɛɭɱɟɧɢɹ ɩɟɪɫɨɧɚɥɚ ɢ ɭɦɟɧɶɲɟɧɢɟ ɡɚɬɪɚɬ ɧɚ ɡɚɳɢɬɭ.  
 
Сɢɫɬɟɦɵ ɡɚɳɢɬɵ ɤɨɧɟɱɧɵɯ ɬɨɱɟɤ 

EDR-ɫɢɫɬɟɦɵ ɪɚɡɪɚɛɨɬɚɧɵ ɞɥɹ ɩɪɟɞɨɬɜɪɚɳɟɧɢɹ ɚɬɚɤ ɫɨ ɫɥɨɠɧɨɣ ɫɬɪɭɤɬɭɪɨɣ.        
ɉɥɚɬɮɨɪɦɚ EDR ɧɟ ɩɪɨɫɬɨ ɡɚɳɢɳɚɟɬ ɤɨɦɩɶɸɬɟɪɧɭɸ ɫɢɫɬɟɦɭ ɨɬ ɜɪɟɞɨɧɨɫɧɵɯ ɬɟɥ, ɨɧɚ ɭɦɟɟɬ            
ɦɨɦɟɧɬɚɥɶɧɨ ɡɚɦɟɱɚɬɶ ɧɨɜɟɣɲɢɟ ɭɝɪɨɡɵ ɜɵɫɨɤɨɣ ɫɥɨɠɧɨɫɬɢ ɢ ɨɞɧɨɜɪɟɦɟɧɧɨ ɩɪɨɹɜɥɹɬɶ         
ɪɟɚɤɰɢɸ ɧɚ ɜɨɡɧɢɤɲɭɸ ɫɢɬɭɚɰɢɸ. ɉɨɞ ɤɨɧɟɱɧɨɣ ɬɨɱɤɨɣ ɜ ɞɚɧɧɨɦ ɫɥɭɱɚɟ ɩɨɞɪɚɡɭɦɟɜɚɟɬɫɹ          
ɪɚɛɨɱɚɹ ɫɬɚɧɰɢɹ, ɫɟɪɜɟɪ ɢɥɢ ɥɸɛɨɟ ɞɪɭɝɨɟ ɤɨɦɩɶɸɬɟɪɧɨɟ ɭɫɬɪɨɣɫɬɜɨ.  

ɋ ɭɱɟɬɨɦ ɬɨɝɨ, ɱɬɨ ɞɚɧɧɵɟ ɫɢɫɬɟɦɵ ɢɦɟɸɬ ɞɨɫɬɚɬɨɱɧɨ ɫɥɨɠɧɨɟ ɭɫɬɪɨɣɫɬɜɨ, ɨɧɢ, ɤɚɤ            
ɩɪɚɜɢɥɨ, ɫɩɨɫɨɛɧɵ ɜɡɚɢɦɨɞɟɣɫɬɜɨɜɚɬɶ ɫ ɞɪɭɝɢɦɢ ɫɢɫɬɟɦɚɦɢ ɡɚɳɢɬɵ, ɬɚɤɢɦɢ ɤɚɤ SIEM.  

Ɋɚɛɨɬɚ ɩɥɚɬɮɨɪɦɵ EDR ɧɚɱɢɧɚɟɬɫɹ ɫ ɭɫɬɚɧɨɜɤɢ ɚɝɟɧɬɚ ɧɚ ɤɨɦɩɶɸɬɟɪɧɨɟ ɭɫɬɪɨɣɫɬɜɨ          
ɩɨɥɶɡɨɜɚɬɟɥɹ (ɤɨɧɟɱɧɭɸ ɬɨɱɤɭ). Ɂɚɬɟɦ ɨɫɭɳɟɫɬɜɥɹɟɬɫɹ ɚɧɚɥɢɡ ɞɟɣɫɬɜɢɣ ɩɪɢɥɨɠɟɧɢɣ,        
ɡɚɩɭɫɤɚɟɦɨɝɨ ɧɚ ɤɨɦɩɶɸɬɟɪɟ, ɩɨɥɭɱɟɧɧɵɟ ɞɚɧɧɵɟ ɨɬɩɪɚɜɥɹɸɬɫɹ ɜ ɨɛɥɚɤɨ. Ɂɚɳɢɬɧɨɟ ɪɟɲɟɧɢɟ          
ɫɩɨɫɨɛɧɨ ɤɥɚɫɫɢɮɢɰɢɪɨɜɚɬɶ ɩɪɚɤɬɢɱɟɫɤɢ ɜɫɟ ɩɪɢɥɨɠɟɧɢɹ, ɩɨ ɤɨɬɨɪɵɦ ɩɨɫɬɭɩɚɟɬ        
ɢɧɮɨɪɦɚɰɢɹ, ɜ ɬɨɦ ɱɢɫɥɟ ɩɪɨɝɪɚɦɦɵ ɫ ɜɪɟɞɨɧɨɫɧɵɦ ɤɨɞɨɦ ɢ ɛɟɡ ɧɟɝɨ. 

Ɉɫɧɨɜɧɵɦ ɤɨɦɩɨɧɟɧɬɨɦ ɩɨɞɨɛɧɵɯ ɪɟɲɟɧɢɣ ɹɜɥɹɟɬɫɹ ɫɢɫɬɟɦɚ ɨɛɧɚɪɭɠɟɧɢɹ       
ɬɚɪɝɟɬɢɪɨɜɚɧɧɨɣ ɚɬɚɤɢ, ɤɨɬɨɪɚɹ ɢɦɟɟɬ: 

● ɫɟɬɟɜɵɟ/ɩɨɱɬɨɜɵɟ ɫɟɧɫɨɪɵ, ɩɨɡɜɨɥɹɸɳɢɟ ɨɫɭɳɟɫɬɜɥɹɬɶ ɫɛɨɪ ɢɧɮɨɪɦɚɰɢɢ ɫ       
ɪɚɡɥɢɱɧɵɯ ɤɨɧɬɪɨɥɶɧɵɯ ɬɨɱɟɤ; 

● ɫɟɧɫɨɪɵ ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ, ɩɨɡɜɨɥɹɸɳɢɟ ɭɜɟɥɢɱɢɬɶ ɨɯɜɚɬ ɢ ɞɟɬɚɥɢɡɚɰɢɸ        
ɚɧɚɥɢɡɢɪɭɟɦɨɣ ɢɧɮɨɪɦɚɰɢɢ; 
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ɋɟɪɝɟɣ ɂ. ɀɭɪɢɧ, Ⱦɦɢɬɪɢɣ ȿ. Ʉɨɦɚɪɤɨɜ 
ɁȺɓɂɌȺ ȼɇȿɒɇȿȽɈ ɂɇɎɈɊɆȺɐɂɈɇɇɈȽɈ ɉȿɊɂɆȿɌɊȺ ɈɊȽȺɇɂɁȺɐɂɂ  

ɈɌ ɐȿɅȿȼɈȽɈ ɎɂɒɂɇȽȺ 

● ɤɨɦɩɨɧɟɧɬ ɞɢɧɚɦɢɱɟɫɤɨɝɨ ɚɧɚɥɢɡɚ ɨɛɴɟɤɬɨɜ; 
● ɰɟɧɬɪ ɩɨ ɚɧɚɥɢɡɭ ɚɧɨɦɚɥɢɣ – ɫɨɡɞɚɧɢɟ ɬɢɩɨɜɵɯ ɲɚɛɥɨɧɨɜ ɩɨɜɟɞɟɧɢɹ ɢ ɤɨɧɬɪɨɥɶ           

ɨɬɤɥɨɧɟɧɢɣ ɨɬ ɧɢɯ; 
● ɨɛɥɚɱɧɵɣ ɪɟɩɭɬɚɰɢɨɧɧɵɣ ɫɟɪɜɢɫ ​– ​ɨɛɧɨɜɥɹɟɦɚɹ ɜ ɪɟɚɥɶɧɨɦ ɜɪɟɦɟɧɢ ɛɚɡɚ ɡɧɚɧɢɣ ɨɛ           

ɭɝɪɨɡɚɯ, ɜ ɬɨɦ ɱɢɫɥɟ ɢ ɩɨ ɤɨɦɩɨɧɟɧɬɚɦ ɬɚɪɝɟɬɢɪɨɜɚɧɧɵɯ ɚɬɚɤ. 
ȼɚɠɧɵɦ ɡɜɟɧɨɦ EDR ɹɜɥɹɟɬɫɹ ɚɧɚɥɢɡɚɬɨɪ ɚɧɨɦɚɥɢɣ, ɪɚɛɨɬɚ ɤɨɬɨɪɨɝɨ ɨɫɧɨɜɵɜɚɟɬɫɹ ɧɚ          

ɫɬɚɬɢɫɬɢɱɟɫɤɨɦ ɚɧɚɥɢɡɟ ɢɧɮɨɪɦɚɰɢɢ, ɭɱɢɬɵɜɚɸɳɟɦ ɱɚɫɬɨɬɭ ɫɨɛɵɬɢɣ ɢ ɢɯ        
ɩɨɫɥɟɞɨɜɚɬɟɥɶɧɨɫɬɶ. Ʉɚɧɚɥɚɦɢ ɫɛɨɪɚ ɢɧɮɨɪɦɚɰɢɢ ɹɜɥɹɸɬɫɹ ɫɟɬɟɜɵɟ ɫɟɧɫɨɪɵ ɢ ɫɟɧɫɨɪɵ         
ɪɚɛɨɱɢɯ ɫɬɚɧɰɢɣ. ȼ ɩɪɨɰɟɫɫɟ ɪɚɛɨɬɵ ɬɟɯɧɨɥɨɝɢɢ ɮɨɪɦɢɪɭɟɬɫɹ ɩɨɜɟɞɟɧɱɟɫɤɚɹ ɦɨɞɟɥɶ,         
ɨɬɤɥɨɧɟɧɢɟ ɨɬ ɤɨɬɨɪɨɣ ɦɨɠɟɬ ɛɵɬɶ ɩɪɢɡɧɚɤɨɦ ɜɪɟɞɨɧɨɫɧɨɣ ɚɤɬɢɜɧɨɫɬɢ. 

 
5. Ɉɰɟɧɤɚ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɦɟɬɨɞɨɜ ɡɚɳɢɬɵ 

Ʉɚɤ ɩɨɤɚɡɚɥ ɚɧɚɥɢɡ, ɩɨ ɨɬɞɟɥɶɧɨɫɬɢ ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɩɪɚɤɬɢɱɟɫɤɢ ɧɟ ɫɩɨɫɨɛɧɵ          
ɩɪɨɬɢɜɨɫɬɨɹɬɶ ɜɧɟɞɪɟɧɢɸ ɜɪɟɞɨɧɨɫɧɨɝɨ ɤɨɞɚ ɜ ɤɨɪɩɨɪɚɬɢɜɧɭɸ ɫɟɬɶ. ɋɥɟɞɨɜɚɬɟɥɶɧɨ,        
ɩɨɫɬɪɨɟɧɢɟ ɫɢɫɬɟɦɵ ɛɟɡɨɩɚɫɧɨɫɬɢ ɬɪɟɛɭɟɬ ɤɨɦɩɥɟɤɫɧɨɝɨ ɢɫɩɨɥɶɡɨɜɚɧɢɹ ɪɚɡɥɢɱɧɵɯ       
ɭɫɬɪɨɣɫɬɜ ɢ ɬɟɯɧɢɤ. 

ɇɚ ɨɫɧɨɜɟ ɩɪɨɞɟɥɚɧɧɵɯ ɢɫɫɥɟɞɨɜɚɧɢɣ ɛɵɥɚ ɩɪɨɜɟɞɟɧɚ ɨɰɟɧɤɚ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɫɪɟɞɫɬɜ         
ɡɚɳɢɬɵ. Ɇɟɬɨɞɵ ɜɧɟɞɪɟɧɢɹ ɜ ɞɚɧɧɨɣ ɫɯɟɦɟ ɞɟɥɹɬɫɹ ɩɨ ɪɚɡɧɵɦ ɤɚɬɟɝɨɪɢɹɦ, ɩɨɷɬɨɦɭ ɟɟ            
ɩɪɚɤɬɢɱɟɫɤɚɹ ɰɟɧɧɨɫɬɶ ɡɚɤɥɸɱɚɟɬɫɹ ɜ ɜɨɡɦɨɠɧɨɫɬɢ ɨɰɟɧɤɢ ɪɚɡɥɢɱɧɵɯ ɜɢɞɨɜ ɰɟɥɟɜɵɯ ɚɬɚɤ          
ɩɭɬɟɦ ɭɫɪɟɞɧɟɧɢɹ ɡɧɚɱɟɧɢɣ. ɇɚɩɪɢɦɟɪ, UTM-ɫɢɫɬɟɦɚ ɨɛɥɚɞɚɟɬ ɫɪɟɞɧɟɣ ɷɮɮɟɤɬɢɜɧɨɫɬɶɸ ɜ         
ɛɨɪɶɛɟ ɫ ɰɟɥɟɜɨɣ ɚɬɚɤɨɣ, ɤɨɬɨɪɚɹ ɢɫɩɨɥɶɡɭɟɬ ɮɢɲɢɧɝɨɜɨɟ ɩɢɫɶɦɨ ɫɨ ɫɫɵɥɤɨɣ, ɩɟɪɟɯɨɞ ɩɨ            
ɤɨɬɨɪɨɣ ɩɨɡɜɨɥɢɬ ɷɤɫɩɥɨɣɬɭ ɞɥɹ ɛɪɚɭɡɟɪɚ ɢɫɩɨɥɶɡɨɜɚɬɶ ɢɡɜɟɫɬɧɭɸ ɭɹɡɜɢɦɨɫɬɶ ɢ ɧɚɩɪɹɦɭɸ          
ɡɚɝɪɭɡɢɬɶ payload. 

Ɉɪɝɚɧɢɡɚɰɢɨɧɧɵɟ ɦɟɪɵ, ɩɨ ɫɭɬɢ, ɧɟ ɹɜɥɹɸɬɫɹ ɫɪɟɞɫɬɜɨɦ ɡɚɳɢɬɵ ɢɧɮɨɪɦɚɰɢɢ, ɧɨ ɢɯ           
ɜɵɫɨɤɚɹ ɷɮɮɟɤɬɢɜɧɨɫɬɶ ɩɪɨɬɢɜ ɮɢɲɢɧɝɚ ɧɟ ɩɨɡɜɨɥɹɟɬ ɧɟ ɨɛɪɚɬɢɬɶ ɧɚ ɧɢɯ ɜɧɢɦɚɧɢɟ. 

ɗɤɫɩɟɪɬɧɚɹ ɨɰɟɧɤɚ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɦɟɪ ɡɚɳɢɬɵ ɩɪɟɞɫɬɚɜɥɟɧɚ ɧɚ ɪɢɫ. 4. 
ɗɮɮɟɤɬɢɜɧɵɦ ɪɟɲɟɧɢɟɦ ɞɥɹ ɨɪɝɚɧɢɡɚɰɢɢ ɛɟɡɨɩɚɫɧɨɫɬɢ ɹɜɥɹɟɬɫɹ ɜɧɟɞɪɟɧɢɟ ɫɢɫɬɟɦɵ        

ɡɚɳɢɬɵ ɤɨɧɟɱɧɵɯ ɬɨɱɟɤ ɤɚɤ ɛɨɥɟɟ ɷɮɮɟɤɬɢɜɧɨɝɨ ɫɪɟɞɫɬɜɚ ɡɚɳɢɬɵ ɨɬ ɜɧɟɞɪɟɧɢɹ ɉɈ ɩɪɢ            
ɰɟɥɟɜɵɯ ɮɢɲɢɧɝɨɜɵɯ ɚɬɚɤɚɯ. ɇɨ ɞɚɧɧɵɟ ɫɢɫɬɟɦɵ ɢɦɟɸɬ ɜɵɫɨɤɭɸ ɫɬɨɢɦɨɫɬɶ ɢ          
ɨɬɧɨɫɢɬɟɥɶɧɨ ɫɥɨɠɧɭɸ ɩɪɨɰɟɞɭɪɭ ɭɫɬɚɧɨɜɤɢ, ɚ ɬɚɤɠɟ ɬɪɟɛɭɸɬ       
ɜɵɫɨɤɨɤɜɚɥɢɮɢɰɢɪɨɜɚɧɧɨɝɨ ɩɟɪɫɨɧɚɥɚ, ɩɨɷɬɨɦɭ ɧɟ ɜɫɟ ɨɪɝɚɧɢɡɚɰɢɢ ɦɨɝɭɬ ɢɫɩɨɥɶɡɨɜɚɬɶ        
ɢɯ. ȼɵɯɨɞɨɦ ɢɡ ɫɢɬɭɚɰɢɢ ɹɜɥɹɟɬɫɹ ɜɵɞɟɥɟɧɢɟ ɡɧɚɱɢɬɟɥɶɧɵɯ ɭɫɢɥɢɣ ɧɚ ɜɜɟɞɟɧɢɟ          
ɨɪɝɚɧɢɡɚɰɢɨɧɧɵɯ ɦɟɪ, ɚ ɬɚɤɠɟ ɢɫɩɨɥɶɡɨɜɚɧɢɟ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ ɪɚɡɥɢɱɧɨɝɨ ɯɚɪɚɤɬɟɪɚ, ɬ.ɤ.          
ɬɨɥɶɤɨ ɜɫɟɫɬɨɪɨɧɧɹɹ ɢ ɤɨɦɩɥɟɤɫɧɚɹ ɡɚɳɢɬɚ ɫɩɨɫɨɛɧɚ ɨɤɚɡɵɜɚɬɶ ɩɪɨɬɢɜɨɞɟɣɫɬɜɢɟ ɞɚɧɧɵɦ         
ɚɬɚɤɚɦ. 

ȿɫɥɢ ɜɧɟɞɪɟɧɢɟ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ ɤɨɧɟɱɧɵɯ ɬɨɱɟɤ ɩɨ ɪɹɞɭ ɩɪɢɱɢɧ ɧɟ ɦɨɠɟɬ ɛɵɬɶ            
ɪɟɚɥɢɡɨɜɚɧɨ, ɬɨ ɞɥɹ ɩɨɫɬɪɨɟɧɢɹ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ ɤɨɪɩɨɪɚɬɢɜɧɨɣ ɫɟɬɢ ɜɦɟɫɬɟ ɫ ɜɧɟɞɪɟɧɢɟɦ           
ɨɪɝɚɧɢɡɚɰɢɨɧɧɵɯ ɦɟɪ ɪɟɤɨɦɟɧɞɭɟɬɫɹ ɢɫɩɨɥɶɡɨɜɚɬɶ UTM-ɫɢɫɬɟɦɵ ɜɜɢɞɭ ɩɪɨɫɬɨɬɵ       
ɷɤɫɩɥɭɚɬɚɰɢɢ, ɚ ɬɚɤɠɟ ɩɨɬɨɦɭ, ɱɬɨ ɫɨɜɦɟɫɬɧɨ ɮɭɧɤɰɢɨɧɢɪɭɸɳɢɟ ɫɩɚɦ-ɮɢɥɶɬɪɵ,        
ɦɟɠɫɟɬɟɜɨɣ ɷɤɪɚɧ ɢ ɚɧɬɢɜɢɪɭɫ ɯɨɬɶ ɢ ɧɟ ɦɨɝɭɬ ɩɪɨɬɢɜɨɫɬɨɹɬɶ ɫɥɨɠɧɵɦ ɮɢɲɢɧɝɨɜɵɦ           
ɚɬɚɤɚɦ, ɧɨ ɫɩɨɫɨɛɧɵ ɡɚɳɢɬɢɬɶ ɨɪɝɚɧɢɡɚɰɢɸ ɨɬ ɛɨɥɶɲɢɧɫɬɜɚ ɦɟɧɟɟ ɤɚɱɟɫɬɜɟɧɧɨ         
ɫɩɥɚɧɢɪɨɜɚɧɧɵɯ ɜɧɟɞɪɟɧɢɣ. 
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Ɋɢɫ. 4. Эɤɫɩɟɪɬɧɚɹ ɨɰɟɧɤɚ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɦɟɪ ɡɚɳɢɬɵ 

(Fig. 4. Effectiveness of protection measures) 
 

ȼ ɬɚɛɥ. 1 ɩɪɟɞɫɬɚɜɥɟɧɚ ɷɤɫɩɟɪɬɧɚɹ ɨɰɟɧɤɚ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɢ ɫɥɨɠɧɨɫɬɢ ɜɧɟɞɪɟɧɢɹ          
ɦɟɪ ɡɚɳɢɬɵ. Ɉɪɝɚɧɢɡɚɰɢɨɧɧɵɟ ɦɟɪɵ, ɤɚɤ ɜɢɞɧɨ, ɢɦɟɸɬ ɧɚɢɛɨɥɶɲɭɸ ɫɥɨɠɧɨɫɬɶ         
ɜɧɟɞɪɟɧɢɹ. 

 
Ɍɚɛɥɢɰɚ 1. Эɤɫɩɟɪɬɧɚɹ ɨɰɟɧɤɚ ɷɮɮɟɤɬɢɜɧɨɫɬɢ ɢ ɫɥɨɠɧɨɫɬɢ ɜɧɟɞɪɟɧɢɹ ɦɟɪ ɡɚɳɢɬɵ 

 Эɮɮɟɤɬɢɜɧɨɫɬɶ  
(ɜ ɩɨɪɹɞɤɟ ɭɛɵɜɚɧɢɹ)  

Сɥɨɠɧɨɫɬɶ ɜɧɟɞɪɟɧɢɹ  
(ɜ ɩɨɪɹɞɤɟ ɜɨɡɪɚɫɬɚɧɢɹ)  

1  ɋɢɫɬɟɦɵ ɡɚɳɢɬɵ ɤɨɧɟɱɧɵɯ ɬɨɱɟɤ  Ⱥɧɬɢɜɢɪɭɫɧɵɟ ɪɟɲɟɧɢɹ  

2  Ɉɪɝɚɧɢɡɚɰɢɨɧɧɵɟ ɦɟɪɵ  ɋɢɫɬɟɦɵ ɮɢɥɶɬɪɚɰɢɢ ɫɩɚɦɚ 

3  UTM ɫɢɫɬɟɦɵ  Ɇɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ 

4  IPS/IDS ɫɢɫɬɟɦɵ  UTM ɫɢɫɬɟɦɵ 

5  Ⱥɧɬɢɜɢɪɭɫɧɵɟ ɪɟɲɟɧɢɹ  IPS/IDS ɫɢɫɬɟɦɵ  

6  Ɇɟɠɫɟɬɟɜɵɟ ɷɤɪɚɧɵ  ɋɢɫɬɟɦɵ ɡɚɳɢɬɵ ɤɨɧɟɱɧɵɯ ɬɨɱɟɤ  

7  ɋɢɫɬɟɦɵ ɮɢɥɶɬɪɚɰɢɢ ɫɩɚɦɚ  Ɉɪɝɚɧɢɡɚɰɢɨɧɧɵɟ ɦɟɪɵ  
 

Зɚɤɥɸɱɟɧɢɟ 
ȼ ɰɟɥɨɦ ɛɵɥ ɩɪɨɜɟɞɟɧ ɚɧɚɥɢɡ ɫɭɳɟɫɬɜɭɸɳɢɯ ɦɟɬɨɞɨɜ ɢ ɫɪɟɞɫɬɜ ɡɚɳɢɬɵ, ɜ           

ɪɟɡɭɥɶɬɚɬɟ ɤɨɬɨɪɨɝɨ ɩɪɨɢɡɜɟɞɟɧɚ ɨɰɟɧɤɚ ɢɯ ɫɩɨɫɨɛɧɨɫɬɢ ɩɪɨɬɢɜɨɫɬɨɹɬɶ ɫɨɜɪɟɦɟɧɧɵɦ        
ɦɟɬɨɞɚɦ ɜɧɟɞɪɟɧɢɹ ɜɪɟɞɨɧɨɫɧɨɝɨ ɉɈ, ɩɨɫɥɟ ɱɟɝɨ ɞɚɧɵ ɪɟɤɨɦɟɧɞɚɰɢɢ ɩɨ ɩɨɫɬɪɨɟɧɢɸ          
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ɷɮɮɟɤɬɢɜɧɨɣ ɫɢɫɬɟɦɵ ɡɚɳɢɬɵ. ɉɪɢɜɟɞɟɧɧɵɟ ɪɟɤɨɦɟɧɞɚɰɢɢ ɩɨɦɨɝɭɬ ɜɵɛɪɚɬɶ ɦɟɪɵ        
ɡɚɳɢɬɵ ɨɬ ɰɟɥɟɜɨɝɨ   
ɮɢɲɢɧɝɚ ɩɪɢ ɩɪɨɟɤɬɢɪɨɜɚɧɢɢ ɡɚɳɢɬɵ ɜɧɟɲɧɟɝɨ ɩɟɪɢɦɟɬɪɚ ɨɪɝɚɧɢɡɚɰɢɢ. 

ȼ ɛɭɞɭɳɢɯ ɢɫɫɥɟɞɨɜɚɧɢɹɯ ɩɥɚɧɢɪɭɟɬɫɹ ɢɫɫɥɟɞɨɜɚɧɢɟ, ɫɪɚɜɧɟɧɢɟ ɢ ɚɩɪɨɛɚɰɢɹ        
ɩɪɨɝɪɚɦɦ ɞɥɹ ɬɟɫɬɢɪɨɜɚɧɢɹ ɭɫɬɨɣɱɢɜɨɫɬɢ ɤ ɰɟɥɟɜɨɦɭ ɮɢɲɢɧɝɭ (ɧɚɩɪɢɦɟɪ, Gophish ɢɥɢ          
SendPulse), ɚ ɬɚɤɠɟ ɛɨɥɟɟ ɩɨɞɪɨɛɧɨɟ ɢɫɫɥɟɞɨɜɚɧɢɟ ɩɪɢɦɟɧɹɟɦɵɯ ɞɥɹ ɮɢɲɢɧɝɚ         
ɭɹɡɜɢɦɨɫɬɟɣ. 
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