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Annomayus. Jja pazpemieHUsT MPOTHUBOPEUUS MEXKAY HEOOXOMUMOCTBIO oOecmedeHus TpeOoBaHUM
JIOCTOBEPHOCTH BHUOBOW WH(pOPMAIUH TPHU €€ Iepeiade Mo PaJUOIUHMSIM B YCIOBHSX BO3JEHCTBUS
noMeX U o0ecreueHusl ee 3alUIEHHOCTH C WCIIONB30BaHHEM METOJIOB KPHUITOrpadHuecKOd 3allluThl,
MPEIOKEHO COTIIACOBAaHHOE MPUMEHEHHE METOIO0B €€ 00paOOTKH M 3allUThl, KOTOPOE 3aKIF0YaeTcs B
COXPaHECHUU ECTECTBEHHOW H30BITOYHOCTH BHUJOBOM WHQOpPMAIMA B TIPOIlECCe €€ CKATUi H B
MOCTIEAYIOMIEM HCITOJIb30BaHUH ISl 3aIIUTHl OT OMIMOOK, BOSHUKAIOMMX B paauonuHun. lIpeamaraercs
KOHIICTITY&JIbHO HOBBIM TMOAXOJ] K PACCMOTPEHUIO TIOJCHCTEMBbI KPHITOTpadUvecKor 3alluThl
WHpOpPMAUH He KaKk 000COOJICHHOW M UHIU(PPEPEHTHONW K BBIMIECTOSIIAM M HIDKECTOSIIUM YPOBHSIM
00paboTkK MH(POPMALIMK YaCTH 3aMKHYTOW CHCTEMBI, a KaK 3JIEMEHTa KOMIUIEKCHOM CHCTEMBI 00pabOTKH
U 3anmThl nHGopManuu. B kayecTBe MexaHW3Ma KpUNTOTpaduyueckoil 3aluThl BUJOBOW HH(MOpMAIUU
paccMaTpHuBaeTCs COYETaHUE TEPECTAHOBKU OJIOKOB M300paKEHUsSI M HAIOXKEHHs raMMbl mudpa. Takoe
COYETAaHNE KIIACCHYECKUX KPUIITOAITOPUTMOB HE Pa3MHOKAET OMIMOKH, a NCKAXEHHS OT/IEIbHBIX OUTOB,
BO3HUKAIOIINX BCIIEACTBHE BO3JCWCTBHA TMOMEX B PAJAMONHMHHH, YCTPAHSIOTCS 3a CUET €CTECTBEHHOM
U30BITOYHOCTH BHJIOBOH WHQPOpPMALMM W IOMEXOYCTOWYHBOTO KOJMPOBaHUS. JIns MpoBemeHs
KOPPENALMOHHOTO aHAJM3a CTOMKOCTH KOMOWHHPOBAHHOTO METOJa KPHITO3AIIUTHl M KaueCTBEHHOMN
OIIEHKH BO3MOKHOCTH €T0 IMPUMEHEHHs pa3padoTaHO MPOrpaMMHOE CpeacTBo. PazpaboraHa Omok-cxema
aNropuTMa CHHTE3a TapaMEeTPOB IIOMEXOYCTOMYMBOTO KOAMPOBAHHWA W IIPOTPAMMHOE CPEACTBO,
OCYIIECTBIIIIONIEE TOJMHBIA Tepebop TmapamMeTpoB anroput™a. OTIMYUTEIBHON OCOOCHHOCTHIO
MIPOTPaMMHOTO CPEACTBA SBISIETCS BO3MOXHOCTBH TONYYEHHUS CTaTUCTHYECKUX MAHHBIX JJIS PEIICHUS
ONTUMU3AMOHHBIX 33J]a4 TOBBIIICHUS OIEPATUBHOCTH TPOXOXKJICHUS BUJOBOW HWHOOpMAIMK HIIH
TIOBBIIIICHHSI €€ JJOCTOBEPHOCTH. B KauecTBe mpuMepa MpHUBENEHBI 3HAYEHHUS TapaMeTPOB ONTHMAIBHOTO
MTOMEX0YCTOMYMBOTO Koja Il Kaapa n3oopakenus oobemom 200 K6.
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Improving the visual information security by consistent application of methods for its

processing and protection
DOI: http://dx.doi.org/10.26583/bit.2019.1.05

Abstract. To meet the reliability requirements the visual information transmitted over the radio lines over
noisy background must be protected using cryptographic protection methods. That is why an agreed
application of processing and protection of visual information has been proposed, which consists in
maintaining natural redundancy of visual information in the process of compression and in the subsequent
use for protection against the mistakes arising in the radio line. The conceptually new approach to
consideration of cryptographic information security subsystem not as a part of the information processing
closed system, which is isolated and indifferent with respect to above and below levels, but rather as an
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element of a complex processing and information security system is suggested. A combination of the
image blocks permutation and a cipher gamma superimposing is considered as a mechanism of
cryptographic protection of visual information. Such combination of classical cryptographic algorithms
does not multiply the errors, while the distortions of the separate bits arising by the influence of
interference in the radio line are eliminated due to natural redundancy of visual information and noise-
immune coding. A software tool has been developed to carry out a correlation analysis of the combined
cryptoprotection method stability and the qualitative assessment of its use. A block diagram of the
algorithm for synthesizing the parameter of noise-immune encoding and a software tool performing a
complete enumeration of the algorithm parameters are developed. A distinctive feature of the software is
the ability to obtain statistical data for solving optimization problems to increase the efficiency of the
passage of visual information and therefore to increase its reliability. As an example, the parameter values
of the optimal noise-immune code for an image frame of 200 KB are provided.

Keywords: unmanned aerial vehicles, visual information, redundancy, cryptographic protection,
redundancy redistribution.
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BBenenue

CoBpeMEHHBIC KOMIUICKCHI ¢ OECHMJIOTHBIMH JieTaTeabHbIMU anmaparamu  (BJIA)
OCHAIIAIOTCS TOJIE3HBIMU Harpy3kamu Juisi mpoBefeHust GoTo- U BuaeocheMKu. [lockonbky
JaHHbIE, TepelaBaeMble C JaHHBIX KOMIUIEKCOB, MOTYT COJEpXaTh CBEICHHS OI'PaHUYCHHOIO
pacnpocTpaHeHusi, TO JUIsl HHUX ONpeJelieHbl TpeOOBaHUS HOPMATHUBHBIX JIOKYMEHTOB IIO
obecrieueHnI0 0€30MaCHOCTH KaK COCTOSHHS 3alllMIICHHOCTH WHOOpPMAIUU, NpU KOTOPOM
obecrieueHbl ee KOH(MUIECHITNATLHOCTD, TIOCTYITHOCTD M IIETIOCTHOCTH [ 1].

PaccmoTpuM THMOBYIO CcXeMy 3TaroB OOpaOOTKM M 3allUThl BUIOBOW HHGOpPMAIINH,
MPEJCTABICHHYIO Ha pucC. 1.

Cikatue BUJIEO L, L L _, Hexonuposanue
(H.264/AVC) udposanue RTR RTR Pacmmdposanue BHIEO
uUDP UDP
Y
OOBeKT [Momyuarens
1P 1P

MOHHUTOpPUHTA nHbOpMAIIH

Ethernet Ethernet

Ousuyeckui | . Ouznyeckuit
YpOBEHB YpOBEHBb

Puc. 1. Cmpykmyprnas cxema smanog obpabomku u 3auumol 810080 UHpopmayuu
(Fig. 1. Block diagram of the stages of processing and protection of visual information)

Bribop crammapra H.264 (puc. 1), obecrieynBaromIero BBICOKYIO CTENEHb CHKATHS
BUJICOTIOTOKA TPU COXPAHEHHHM €ro BBICOKOI'O0 KauecTBa, 0OOCHOBaH Ooiiee pacIIMpeHHBIMU
BO3MOJKHOCTSIMH TIO CpaBHEHHIO C Tipeapiaymumu ctanmaptamu (H.261, H.263), a Takxke Tem,
YTO B HACTOAIIEE BPEMsI OH SIBJISIETCS OCHOBHBIM IPHU pa3pabdOTKe MPOrpaMMHOI0 oOecrieueHus
Ui BueokoH(epeHuil. Criocob cxaTusi BUJICOJaHHBIX, B KOTOPOM MPUMEHSETCS TPEXMEpHOe
KOCHHYCHOE TpeoOpazoBaHue, paccMOTpeH B pabdote [3]. IlepcrneKTMBHBIM METOIOM CXKATHUS
BUJICOUH(OpPMALINK SIBISIETCSI TEXHUKA, OCHOBAaHHAs Ha BeUBIIET-MpeoOpa3oBaHUSX M IIHPOKO
npuMeHsiemMas B coBpeMeHHbIX Web-kamepax B cpene Internet [4]. HTepec ¢ ToUku 3peHus
peammzanmu B ammaparype bBJIA mpexacraBmsier cnoco0 00paboTKH  BuIAeOWHGOpPMAIINH,
OTIMCaHHBIN B padoTe [5].

AHanu3 pacCMOTPEHHBIX, a TaKXe APYTUX COBPEMEHHBIX METOJOB C)KaTUsl BUIOBOMU
uH(pOpMallMd TIOKa3blBa€T, YTO OHM HOCSAT YHU(PHUIMPOBAHHBIA XapakTep s CKaTus
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BHJICOM300PKCHUIN JUHAMUYECKUX CIICH U SBIISIOTCS W30BITOYHBIMHU JIJISI PEIICHUS KOHKPETHOM
3a/1auy CKaTUsl BUICOMH(OpMaIuu, moctymnaronien ¢ poroBuneoannaparypsl bJIA. Kpome Toro,
00JIBII0N 00beM CiTy)KeOHOM MH(pOpMAaIUH, TTepeaaBacMoil B 00IIIeM IMOTOKE JTaHHBIX Ha BBIXOJIC
KOJZIepa, MOXKET cocTaBisATh Oojee 50 % ot obmiero o6beMa maHHBIX [6], MpU 3TOM KadyecTBO
BOCCTAaHOBJICHHBIX U300PKCHHI SBIISICTCS KpailHE YyBCTBUTEIBHBIM K MCKOKCHHUIO CITYKEOHOU
nHpopmanuu. B paborax [7, 8] mokazaHo, uTo mpuMeHeHre BuAeocTanaapta H.264 npuBoaut k
CJIETYIONIUM 3aBUCHUMOCTSIM Ka4eCTBA BUJICOJAHHBIX OT BEPOSTHOCTH OUTOBOM OMUOKH Pou:

Pow < 3-10° — OUTOBBIE OMIMOKK HE BIUAIOT HA KAYECTBO IMPUHMMAEMOIO BUIEO U JIETKO
YCTPAHSIOTCA MEXaHW3MaMU 3aIIUTHI OT OITMOOK Ha KaHAJIbBHOM YPOBHE;

Pom < 10— 06ecrieunBaeTcs MpeBOCXOAHOE KAUYECTBO BUAEONOTOKA;

104 <Py < 410 — obecreunBaeTcs Xopolee Ka9eCTBO BUAEONOTOKA;

410 < Poy < 8-10* — 06ecrieunBaeTcs y0BIETBOPUTENIBLHOE KAYECTBO;

8:10™* < Pow < 1073— moxoe kauecTBO BUEONOTOKA,

Pow > 1073 — oueHb TIIOXOE KA4eCTBO BUICOMOTOKA.

HeBo3moxkHOCTH 0OecrieueHrss TpeOyeMoro KadecTBa BHACONOTOKA TPH YBEIUYCHUH
BEPOSITHOCTH OWUTOBON OMMOKA OOOCHOBBIBACTCS TEM, YTO ECTECTBEHHAss HW30BITOYHOCTH
BHJICOJAHHBIX YCTPAHIETCS B TIpolecce ckatus (KOMIIPECCMH) W HE WCIOIb3YeTCs s
obecrieueHns UX JOCTOBEPHOCTH MPH Mepeavde 1o paauoKaHaly.

TodHOCTh M300paXKEHUI MOXKET OIICHUBATHCS YEpe3 CPEAHEKBAIPATHYCCKYIO OIIHOKY
(CKO, MSE), koropas paBHa CpeIHEMY KBaJpaTOB OIIMOOK (pa3HOCTEW NHKCee) ABYyX
N300paKeHUI

1a 5
CKO=—3%(4; - B,)", (D
n =1
rae A; — TUKCENW UCXOTHOTO N300paKeHUs; B; — MMKCEIN BOCCTAHOBIEHHOTO N300PaKECHHSI.

JInst  OLIEHKW pacXOoXXJCHUS BOCCTAHOBJICHHBIX M HCXOJIHBIX HW300paKCHUH MOXKET
HCITOJIH30BaThCSI METPUKA MTUKOBOTO OTHOIIEeHUs curHai/mym (PSNR):
max,-|A,-|, 2)

RMSE
rie RMSE — xopenp cpemHekBaapatnyeckord ommbOku MSE, KoTOpwlii paBeH cpeaHemy
KBaJIPaTOB OMIMOOK (pa3HOCTEH MUKCeNel) IBYX N300paKEeHHMIA:

RMSE = /li(Ai _B). 3)
n =1

Hanuume »tama kpuntorpadudeckoil 3amIUThl CKATOW BHAOBONM HWHOOpPMAIUU IS
of0ecrieueHrss €€ KOH(PHUICHUUAIbHOCTH TMPUBOAUT K  HEOOXOAMMOCTH MPUMEHEHUs
JOTIOJIHUTEIBHBIX MEp 3alluThl OT TMOoMeX B KaHaie CBs3u. OCHOBHBIM MEXaHHU3MOM
o0ecrniedyeHrs JOCTOBEPHOCTH BUIOBON MH(OpPMALIUU MO KPUTEPUI0 MUHUMHU3AIMU BEPOSATHOCTU
HEOOHAPYKUBAaEMOM  OMIUOKU  Pueogom  SABISETCA NPUMEHEHHE UUKIMYECKHX  KOJIOB,
0oOHapyKUBAIOLIUX OIIHUOKHU, U pelIaronield 00paTHOM CBS3H Ul MOBTOPA MCKAKEHHBIX MTAKETOB.

[Tpu ycnoBuM Prcosom = 0 OTCYTCTBYeT BEPOATHOCTH TpaHc(oOpMaInuu COOOIICHUM, U
MOJIHAS TPYIINAa BOZMOKHBIX COOBITHI OmpeiensieTcs Kak:

Prp+ Prog=1, 4)

rae Py — BEpPOSITHOCTh MPaBWIBHOTO IpHeMa BUAOBOM HHMopManuu; Prox — BEPOATHOCTD
MOJIaBJICHUS BUAOBON MH(POpMAIUH.

Takum  oOpa3zoMm,  pe3ynbTHpYIOIIEE  KAayecTBO  M300pa’KeHUs  ONpeAemsieTcs
3((PEeKTUBHOCTPIO METOJOB O0OOpaOOTKM U 3alUThl HWHPOPMAMM W MOXKET OIEHUBATHCS
nokasaresnsamu: CKO, PSNR, Pryp.

PaccmoTpenHas TumoBasi MojieIb CUCTEMBI 00paOOTKU M 3alIUThl BUIOBOM HH(pOpMAIUK B
komIuiekcax BJIA oTpaxkaeT ciemyroniyue npoTUBOPEUUS:

® MEXIy yBEIMYCHHEM 00beMa BUAOBOW MHPOPMAIIUNH, HEOOXOIUMOM ISl TOCTOBEPHOTO
OPUHATHS PEIICHUS O XapaKTepUCTHKaX OOBEeKTa MOHUTOPUHIA, C OJHOW CTOPOHBI, U
OTpaHWYEHHBIM BpeMeHEM Ha ee 00paboTKy U mepeaady, ¢ Ipyrou;

PSNR =201In
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® MeEXIy TpeOyeMoil CKOPOCThIO Tepenadi BUIOBON MH(OPMAIUHU, C OJTHONH CTOPOHBI, U
IPOMYCKHOW CHOCOOHOCTBhIO PAJMOJIMHUKA B YCIOBUSIX II€JIEHANIPABIEHHBIX BO3JECHCTBUN
MPOTUBHUKA, C IPYTOU;

® MEXKIy HEOOXOIUMOCTHIO OOCCTEUCHHsS] KPUINTO3aIIUThl BHUIOBOM WH(pOpMaIUH, C
OJTHOM CTOPOHBI, U «YYBCTBUTEIHHOCTHIO» KPUNTOAITOPUTMOB K OLIMOKAaM, BO3HHKAIOUINM B
KaHaJsle CBSI3U C IOMEXaMH, C APYTOil.

1. Mogeab cucTeMbl 00padOTKH M 321U THI BUA0BOH HHPOPMALIMH
Ilenpto cTaThu sABIAETCS pa3pabOTKa COTVIACOBAHHBIX METOJOB (CIIOCOO0B) 00pabOTKH H
3aIUTHl BUAOBOM WH(OpPMAIMU C LETbI0 HAXOXKICHUS OallaHca MEXAy €€ KadyeCTBOM H
BpeMEHEeM 00pabOTKU, KPUIITO3AMIUTHI U TIEPEIavH.
[ToctpouM MoOmenb CHUCTEMBI OOpaOOTKM M 3aIUTHl BHIOBOH WH(GOpMAIMM Ha OCHOBE
TEOPETHKO-MHOYKECTBEHHOTO TI0/IX0/Ia B BHJIC:

M: (VBX, VLll'l; VBHX7 Y; Y’a Ke,ﬁloyﬁm,ﬁ(p,ﬁ[K,ﬁ[K_l,ﬁ(p_l,ﬁm_l), (5)

rae Vex, Vi, Veux, Y, Y, Ke— KOHEUHBIE MHOXKECTBA:
BXOJTHBIX TIOTOKOB Vgx € Vex;
M300pKCHUH MENIeBBIX HATPY30K Viu € Vi
CKATBIX U300PAKEHUH Viux € Vanix;
3amu(poBaHHBIX H300paxeHui ye Y,
MTOMEXO03aIUIIECHHBIX H300paXkeHui y’e Y’
KJIFOYE KpUMNTO3AIIUTHI K. € Ke;
o — QYHKIIUS IPEIBAPUTEIBHON 00PaOOTKH , fro: Vex— Viw;
fex — QYHKIIAS OKOHYATEIIBHOU 00pa0OTKH, fox: Viw— V;
Jfrp — QYHKIUS KPUATO3ALIUTHL, fip: V—Y;
fux — QYHKIIHS TOMEXOYCTOMYMBOTO KOAUPOBAHUS, fuc: ¥ —Y;
fux! — QyHKIUMA nexoaupoBaHus, fuc 1 Y'—Y;
fip' — QYHKIUS CHATHSA KPUITO3AMIUTEL, fip ! 1 Y—V;
fox ! — QYHKIMSA IEKOMITPECCHH, fox s V — Vix.

O yHKIMOHATFHO-BPEMEHHAS TIOCIE0BATEIBHOCTD ATANOB 00pabOTKU U 3alIUTHI BUIOBOM
nH(opMaIuu mpeacTaBiIeHa Ha puc. 2.

BJIA
IIpenBapurenpHas OxoHyarenbHas Kpunro ITomexoycToiunBoe
> > - — Monynsarop
o0OpaboTka o0OpaboTka 3aImTa KOJMPOBaHKE
X
S0 V= Vi o VeV Jor V=Y fo Y=Y

S 3noymvluuneHHux

<”<O6’LGKT MOHI/ITOpI/IHFa%

77\'\7‘\\777/\‘7’/'ﬁ/

[TonmyuaTens napopmanuu

Puc. 2. @ynxyuonanvro-epemennas nociedo8amenbHOCHb SManos 0opabomxu
U 3auumol U080 UHDOPpMAYUU
(Fig. 2. Functional-time sequence of stages of processing and protection of visual information)

B paccmoTpeHHOW MMOCIEAOBATENLHOCTH OTaloB O0paOOTKM ¥ 3alluThl  BUIOBOM
uHpopmaruu (puc. 2) IPUHIUITHATILHO BAXXHBIM SIBJISIETCS BJIMSHHE Tpoliecca mudpoBaHus HA
ee TOMEXOYCTOWYMBOCTh. He3aBUCMMO OT TIepBOHAYAIIBHOW CTENEHH U30BITOYHOCTH
uH(pOpMally TPaAUIIMOHHBIE METO/bI MU(POBAHUS YCTPAHSAIOT BO3MOKHOCTh MCIOJB30BaHUS

BE30ITACHOCTb MUHOOPMAILIMOHHBIX TEXHOJIOTUI = IT Security, Tom 26, Ne 1 (2019) 49



Anexcanap B. BuHokypos, Asiekceii A. 3aIBIKKHH
I[NOBBIINEHUE 3AHIMINEHHOCTU BUAOBOU NHOOPMAILIUN ITYTEM
COI'JTACOBAHHOI'O [TPUMEHEHU A METOZIOB EE OBPABOTKI U 3AIIIUTHI

HUCXOJTHOW (€CTECTBEHHOH) W30BITOYHOCTH JUIsi OOECHEYCHHUS] IOMEXOYyCTOWYMBOCTH, T.€.
MOJICUCTEMa KPHUMTO3AIIUThl «pa3pyllaeT» CBA3b MEXAYy CTPYKTypoil (aiina BugoBoi
nH(OpMaInu 1oce ero cxatusi 1 GopMupoBaHUEM KaJpoB (TTAaKETOB).

B 3aBucumoctu oT TpeboBaHMi nuna, npuaUMaromiero pemenus (JIIIP), kotopeim MoxeT
aBisATbest onepatop BJIA wnu JOKHOCTHOE JIMIIO, B MHTEPECAX KOTOPOrO OCYIIECTBIISAETCS
skcruryatanust BJIA, 3akmiouyatromuxcsi B TMOBBILIEHUH JOCTOBEPHOCTH WM ONEPAaTUBHOCTH
MPOX0XKICHUS uH(popMaluy, BO3MOXKHa  IIOCTaHOBKa  JBYX COOTBETCTBYIOIINX
ONTUMU3AIMOHHBIX 3a1a4 (6) wiu (7):

P — maX‘AN ; (6)

AN — min|P (7

"p—const'
rae AN — mopor yBeIudeHHUs1 HCXOAHOTO pa3Mepa ¢aitina nHpopMaIum.

HezaBucumo oT Buja ONTUMU3ALMOHHON 3a]aui UCTIOJIb3YIOTCS CIEAYIONINE CTPATEruH X
pelIeHus:

1. YMmensbienne oobeMa n300pakeHU ¢ LETbI0 alanTallid K MPOIYCKHOM CTIOCOOHOCTH
KaHaja CBsI3M 0e3 CHI)KEHMsI MX LIEHHOCTHOro acnekra. [Ipu 3ToM coxpaHeHHass ecTecTBEHHas
U30BITOYHOCTh H300paKEHUI HUCHONB3yeTcsl Al 00ecredeHHus] MOMEXOYCTOWYMBOCTU TpU
nepegayde mno pagrokaHagaM HU3KOrO KayecTBa.

2. [IpuMeHeHue MOMEX0yCTOMUYHMBBIX METOAO0B KPUIITO3AIUTHI.

2. Ilapamerpuueckasi 00padoTka BUA0BOH HHpOpMaLMU

[Tpu ucnonb30BaHUM MEPBON CTPATETHH MPEATIATAETCS YUUTHIBATh CIEAYIOUIUE YCIOBHSL:

- OOBbEKTHl MOHMTOPHHIAa B OCHOBHOM MEHE€ NUHAMHMYHBI M0 CPaBHEHUIO CO CKOPOCTHIO
BJIA (mone3Hoit Harpy3km);

- s JIIIP TpeGyeTcsi HE BBICOKOE pa3pelieHHe HCXOTHOTO H300pakeHus (BUIELO), a
BBICOKasl CTENEHb AeTaan3aluu 00beKTa (11eJ1) MOHUTOPUHTA U OMIEPAaTUBHOCTD €T0 MOJy4YeHUs
3a BpeMsi, He MPEBBIIIAIONIEe AKTYaTbHOCTH HH(POPMAIIHIH.

MeTtononornyeckuM 0a3UCOM pEIIeHHs MOCTABICHHOW 3a/layu SIBISIETCS MpPUMEHEHHE
UCKYCCTBEHHBIX  HEWpoceTed, mepepacnpefieieHue pecypcoB  («HUHTEIIEKTa») MEXAy
nojcucteMamMu o0paboTKH, pacmiudpoBaHUs BUIOBOW MHGOPMAIMK W TIPUHSATHUS PEIICHUs Ha
HazemMHOM myHKTe ynpasienus (HITY) u moacucremamu 06paboTKH 1 3antuThl HHPOpMAIIUU HA
oopty BJIA, a Takke «mepepacnpeneieHne W30BITOYHOCTHY» BHAOBOW HWHMOpPMAIUU MyTEeM
COXpaHEHUsI €CTECTBEHHOW M30BITOUHOCTH U300paKEHUH U €€ UCIOJIb30BaHus Ul 00ecTieueHHs
MMOMEXO0YCTOMYNBOCTH.

Jlia peteHus 3aauu npeuiaracTcsi IpUMEHEHUE aJrOPUTMOB MapaMeTpUYECKOro MeToia
0o0paboTkn  wHpopMaruu  (CerMEHTamusl  W300paxeHus, UACHTU(UKAIUS  O0OBEKTOB,
napamMeTpHIecKoe MpeacTaBiIecHue n3oopaxkennii, pparmenrtanus) [9, 10].

Jl1g BeIIEe€HHS] KOHTYPOB H300pa)KeHUsI IPUMEHSIETCS TPAAUEHTHBIM METO], OCHOBAaHHBIN
Ha TMpoleaypax MPOCTPAHCTBEHHOIO AU(PQPepeHUnpOBaHMs IOCPEICTBOM HCIOJIb30BaHUS
pasnmuuHbiX auddepeHmanbHbIX onepatopos: Podeprca, Cobens, Kupma, [IpeBura u ap. [9].
s obGHapyXeHHsT M pacro3HaBaHUS 1EIM MOHUTOPHHIA, XapaKTepU3YIOLIEHCS SPKOCTHBIM
KOHTPaCTOM OTHOCHTEIbHO (OHa W 1O OCOOCHHOCTSAM BHEHMIHEH (GOPMBI, JIPYTUMH
XapaKTEepU3YIONIMMHU TMPU3HAKAMH U HUX COBOKYIHOCTBIO, OIpENETeHHs] MPUHAIICKHOCTH K
ONpeieIeHHOMY KJlaccy, HCIOJb3yeTcsl HEeWpOHHas ceTb ¢ OOpaTHBIM pPAaCIpOCTPaHEHHEM
omubOku. OCHOBY CTaTHCTUYECKOTO MOAXO0Ja K 3ajade Kiaccuukanuu oOpa3oB COCTABIISIET
OaiiecoBCKass TeOopwsl TMPUHATHS peEmIeHWd. Pe3ynpTaTom ycrnemHol HACHTH(UKAINKN IeJel
OyIoyT MacCcHBBl MHUKCEJEH, COOTBETCTBYIOIIME UX H300paxeHUs M. OTHUM MaccUBaM
PUCBANBACTCSI MAaKCUMAJIbHbIM KO3()(UIMEHT 3HAuMMOCTH, K OCTaBIIUMCA (pparMeHTam
M300paKeHHs] TPUMEHSETCS AITOPUTM OObEIMHEHUS MUKCEJIe M yMEHBIICHUS pa3pelieHus
HU300paKCHHUS.
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3. KomMOuHMpOBaHHAS KPUNTO3ALUTA

CoxpaHeHHE ©CTeCTBEHHOM HW30BITOYHOCTH HM300paX€HWW  pacmupsieT  o0JacTh
IPUMEHSIEMbIX METOJOB KpPHUIITO3AIIMTHl 33 CYET MOTEHIMAIbHO BO3MOXKHOTO IPUMEHEHUs
Henomexoycmouyugvlx wugpos, TAE TOI HOMeX0yCmouyu8ocmvp0 TIOHUMAETCS BIMSHUE
HUCKOKECHHM B OJoKe 3amm@poBaHHOTO TEKCTa HA MPOIEecC pacmu@poBaHUS MOCIETYIOIINX
OJIOKOB.

Ha BBIOOp THma mmdpa BIHSET €ro CBOMCTBO pacmpocTpaHeHUs HCKaxkeHHi. CoriiacHO
teopeme A.A. MapkoBa [11], B wiacce sHAOMOPGHBIX MHU(POB, HE HU3MEHSIOMMX IJIAHBI
COOOIIIEHUH, HE PACIPOCTPAHSIIOT UCKAXEHHHM TUIAa 3aMEHbl 3HAKOB MIU(PHI MEPECTaHOBKH,
MOTOYHbIE MH(PBI OTHO3HAYHON 3aMEHBI, a TAKXKE UX KOMITO3HIIUH.

PaccmorpuM  BapmaHT KpuUNTOrpadUYecKod 3amUThl BHAOBOM HMHGPOPMAIMH ITyTEM
UCIIONIb30BaHUsl ~ KOMOMHUpOBaHHOTo  mudpa.  DopMuUpoBaHHE  KPUINTO3AIMIIEHHON
uHpopmanuu E onpenensieTcs CIeayonuM 00pa3oMm:

E = fIMucx, K1, K3), (8)
rae Mucx — ucXomHas BujoBas wuHGopManwus; Ki — KIOY IEepecTaHOBKH; K> — KIIIOU
raMMUPOBaHUS.

[TocnenoBarenbHOE MpUMEHEHHE MIK(PPOB NEPECTAHOBKM M FaMMUPOBaHUs, B OTIHYUE OT
MPUMEHSEMBIX B HacTosmiee Bpemsi Oi1ouHbIX mudpoB [12 - 14], mo3BoMsIeT CHU3UTH 3arac
MOMEXOYCTOWYMBOCTH CHUCTEMbI MEpelayd JaHHBIX, TaK KaK HMCKa)XEHHE OTAEIbHBIX OuT
BHJIOBOM MH(OPMAIIMK HE IPUBOJIUT K MoTepe OJ10Ka (Takera).

Jns uccnenoBanus 3(H(GEKTUBHOCTH KOMOWHHUPOBAHHOW KPHUIITO3ANTUTHI HU300pasKCHUI
OBLITIO0 pa3zpaboTaHO MPOTrpaMMHOE CPEICTBO, OOecTieunBarolee mMu(poBaHrue TBOUYHBIX TaHHBIX
MyTEM I0CJIEIOBATEILHOIO IPUMEHEHHSI allTOPUTMA MTEPECTaHOBKU OJIOKOB U HAJIOKEHUS FaMMBbl
mudpa, nHTEpPEIc KOTOPOTO MPHUBEICH HA pHUC. 3.

com e T ot
e TR
2 ' 2

Puc. 3. Humepghetic npoepammnozo cpedcmea KOMOUHUPOBAHHO20 KPUNMONPEoOPaA3068aHUs
(Fig. 3. The interface of the combined encryption software)

[IporpammHOE cpencTBO MpeIyCMaTPUBAET BBITIOJIHEHUE CIICIYIOIIUX ITAIIOB!
- 3arpy3ka nzobpaxenus B Gopmare BMP;
BBIOOp pa3mMepa 0JI0Ka;
nepecTaHOBKa OJIOKOB;
BHIOOp W3 CHHCKA HEMPHUBOAMMOTO MHOTOWICHA, OOpa3yIoIIero ICEeBIOCTYYaiHYIO
nocienoBareabHoCcTh (I1CIT);
- Hanoxxenue Ha nzoopaxenue [ICII (rammupoBanue);
- BBIBOJI 3alI()POBAHHOTO N300paKEHUS Ha dKpaH U B (ailsl B BUC ABOUYHBIX TaHHBIX.
KagectBo kpumnro3amuTel WHPOPMALIUU OINPEICTSETCS BH3YAIBHBIM OTOOpaKCHHUEM
MOJTYYCHHOTO M300paKeHUSI K HA OCHOBAHUH KOPPEISIIMOHHOTO aHAIIN3A.
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Marpuria koppersiiuii s 3amuppoBaHHOTO TECTOBOTO U300PKEHHS UMEET CIICTY IO
BU/I:

1 -0,0017 -0,0341 0,0421 0,0097 0,0582 -0,0074 0,0172 0,0195 -0,0104 -0,0037 -0,0268
-0,0017 1 0,005 0,0047 0,0207 0,0045 0,0039 0,0017 0,0042 -0,0102 -0,0217 0,0237
-0,0341 0,005 1 -0,0437 0,0886 -0,0475 0,0037 0,0147 -0,0629 0,0289 -0,0766 -0,0322
0,0421 0,0047 -0,0437 1 -0,1151 10,0435 -0,0069 0,0009 0,043 -0,0475 0,0052 -0,0369
0,0097 0,0207 0,0886 -0,1151 1 -0,0192 -0,0029 0,0161 0,0213 0,0625 -0,0081 0,0301
0,0582 -0,0045 -0,0475 0,0435 -0,0192 1 -0,0068 0,0052 0,066 0,0113 0,106 -0,0092
-0,0074 -0,0039 0,0037 -0,0069 -0,002 -0,0068 1 -0,0059 0,0064 0,023 0,008 0,0813
-0,0001 0,0017 0,0147 0,0009 0,0161 0,0052 -0,0059 1 0,0172  -0,004 0,0398 0,0087
0,0195 -0,0042 -0,0629 0,043 0,0213 0,066 0,0064 0,0001 1 -0,0242  0,1446 -0,0448
-0,0104 -0,0102 0,0289 -0,0475 0,0625 0,0113 0,023  -0,004 -0,0242 1 -0,0158 0,1145
-0,0037 -0,0217 -0,0766 0,0052 -0,0081 0,106 0,008 0,0398 0,1446 -0,0158 1 -0,0005
-0,0268 10,0237 -0,0322 -0,0369 0,0301 -0,0092 0,0813 0,0087 -0,0448 0,1145 -0,0005 1

Koppensiuust kaxaoro 610ka UMeET ClIeayIolne CpeaHue apudmMeTndeckiue 3HaUeHUs
0,0093 0,027 0,0247 0,0101 0,0229 0,0151 0,0198 0,0287 0,0095 0,0188 0,0134 0,0187.

AHanu3 TOMYYEHHBIX 3HAYEHUN MOKA3bIBACT IMOBBIIIEHUE CIOKHOCTH 3aJlaud IOUCKa
KOppEeNUpYyIOIUX  OJOKOB ¥ BOCCTAHOBJIEHHMSI  MCXOJHOTO  HU300pa)kKeHHs  METOAO0M
KOPPEJSILIMOHHOTO  aHaiu3a. TakuM oOpa3oM, JABYXYpPOBHEBas KpPUIITO3AIIUTa BUIOBOMU
uH(pOpMallMK MO3BOJIAET 00ECeUnTh TPeOyeMyI0 KPUITOCTOMKOCTh MPH YCIOBUU IPUMEHEHUs
[1CII orpanrueHHOr0 MEPHOA, YTO SIBJISAETCS MPUOPUTETHHIM (AKTOPOM NPHU OIPAHUUYCHUSIX HA
pecypchl, BblAeIsieMble Ha 11eJIU 3alIUThl HHPOPMAIIIH.

4. UmuTanmoHHOE MOJeJMPOBAHHE CUHTE3a IapaMeTPoOB
NMOMeX0yCTOHYNBOr0 KOAUPOBAHUS
3aBUCHUMOCTh BEPOSATHOCTH MPAaBWIBHOrO npuema (aiina Py, OT BEpPOATHOCTH OLIMOKHU
cUMBoOJIa cooOmIeHus! (OUTOBOM OMNOKHU) Pow MPU UCIPABICHNUN BCEX OUTMOOK KPATHOCTH Eycrp U
MEHBIIEH Mpu UX OMHOMHUAIBHOM pacIipeielIeHHH onpeensercs no gopmyine bepaysmm:

Pnp — (ZG: C:;])Om[(l _ ])Om)n—i)N/n (9)
i=1

Ucxons u3 ¢opmynsl (9) pemieHre ONTUMHU3AMOHHON 3amadd (6) BO3MOXKHO IyTEeM
YMEHbBIICHUsI pa3Mepa OJoka COOOIICHHS 7 WIM YBEIWYEHHS KOJIMYECTBA HCIIPaBIIIEMbIX
o1InoOoK e.

Jlnst perieHrst ONTUMU3AIMOHHON 3a/1a4M (6) 1 BEIOOpaA TapaMeTPOB MOMEXOYCTOMYUBOTO
KO/Ia ITPOBEIEHO UMUTALIMOHHOE MOJICTMPOBAHUE MPHU CIETYIOIINX UCXOTHBIX JaHHBIX:

A = (Pow, N, n, €) — BEKTOp U3MEHSAEMBIX NapaMeTpoB, riae Poy=10*..10 — BeposTHOCTH
OUTOBOI OIINOKY;

N=0,2..5 M6 — ucxoanslii pazmep (aiina;

n=32..1024 6uta — pazmep uHhHOpMaIMOHHOTO OJIOKa;

e = 0..n/4 — KOMMYECTBO UCIIPABIISIEMBIX OIIHOOK.

Prpp= 0,999 — TpeGyemas BeposITHOCTh MPaBUILHOTO NpHeMa (aiina.

AJTOPUTM CHHTE3a NapaMeTpPOB IMOMEXOYCTOWYMBOTO KOJIMPOBAHUS MperycMaTpUBaeT
MOJIHBIA TIepebop mapaMeTpoB 4 TpH CIAEAYIOMIEH UTMHE IaroB, OMPEACISIONNX KOJIHMYECTBO
urepanuii BHyTpH mukiaa: AN = 0,2 M6; An = nmin-2’, tae 1 <i <5 — KOJIMYECTBO IaroB I[UKIIA;
Ae = 1; nns Poy npeuiaraioTcst JucKpeTHsle 3aagenus: 104, 5-1073, 1073, 1072,

Jlns  Bcex HaOOpoB mapameTpoB A’, yIOBJETBOPAIOMIUX YCIOBHIO Prpy > Pupap
3alKCHIBAIOTCS B MAacCHB JIaHHBIX M BBIBOATCS Ha 3KpaH. JlOMOJHUTENBHO MpeaycCMOTpeHa
3amuch BceX HAOOpOB JaHHBIX NpU IOJHOM Iiepedope mapaMeTpoB A B COOTBETCTBUH C
OTpaHUYEHUSMU M IIaroM M3MEHEHUs 3HaueHud ¢ 1enpo  (OPMUPOBAHUA TOJHOU
CTaTUCTUYECKOM COBOKYITHOCTH JaHHBIX.

brnok-cxema anropuTMa CHHTE3a [apaMeTPOB IOMEXOYCTONYMBOIO  KOJUPOBAHUS
NpuBeACHa Ha puc. 4.
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Ha4aJio

Puc. 4. Bnok-cxema aneopumma cunmesza napamempos HOMexoyCmouiugo2o KoOUpOoGaHus.
(Fig. 4. Block diagram of the algorithm for the synthesis of error-correcting coding parameters)

C uenbio aBTOMaTU3alUK cOOpa CTATUCTHUYECKUX JAHHBIX Ha OCHOBAHUHU NPEIOKEHHOTO
alropuT™Ma pa3paboTaHO MPOrpPaMMHOE CPEICTBO ISl BBIOOpa ONTHMANIbHBIX MapaMeTpoB
MIOMEXOYCTOMYMBOIO Koja B cpeae moaenupoBanust C# [15], 3apeructpupoBanHoe B Peectpe
nporpamMm i OBM. Ha ocHOBaHWMM HCHOJIB30BAHUSI MPOTPAMMHOIO CPEACTBA TMOJYYEHBI
CTaTHUCTUYECKUE JIaHHbIe, [O3BOJISIONIME pellaTh ONTUMHU3ALMOHHYI0 3amauy (7) ans
(buKCHPOBAHHBIX 3HAUYEHUN Pryp.

B T1abn. 1 oTpakeHBI 3aBUCHMOCTH MEXKIY MapaMeTpaMH IMOMEXOYCTOMYMBOTO KOJa M
yBenuuenueM pasmepa N = 200 K6 ucxoanoro daiina npu Pow= 10 npu ycnosun Prp>0,999.

Tabruya 1. 3asucumocmo ysenuuenus pazmepa ucxoounozo gaiiia N om pazmepa 61oka n u
ucnpasnaemvix ouubox e npu Po,=10"

JmHa 610Ka coobmeHus 1 (0uT)
32 64 128 256 512 1024
=0 B - - - - -
e=1 - - - - - -
e=2 225 225 - - - -
e=3 237,5 237,5 237.,5 237.,5 237,5 -
e=4 250 250 250 250 250 250

AHanmu3 3HA4YeHWH, TPEACTABICHHBIX B Ta0n. 1, TOKa3bIBaeT, YTO MHUHHUMAIBHOE
yBEIWYCHUE pa3Mepa UCXOAHOTO (ailia OCyImeCcTBISIETCS PH BHIOOpE MUHUMAJIBHOTO pa3Mepa
0JIoKa, a TaKKe BUIHO, a TAaK)KE YTO YBEJIMYEHWE HCIPABJISIONINX CIIOCOOHOCTEH Koja Mpu
3aJIaHHBIX YCIOBUAX Oosiee 4 OmMOOK SBISICTCS HEIEIECO0OPa3HBIM.
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AHAJIOTUYHBIM CIIOCOOOM BO3MOXKHO MOJYYCHUE CTATHCTUYCCKUX JTAHHBIX M OIPECIICHUE
ONTUMAJIBHBIX TI0 33JaHHOMY KPHUTEPHUIO MapaMeTPOB IMOMEXOYCTOHYMBOTO KOIUPOBAHHS IPH
JIPYTUX 3HAYCHUSX OUTOBOM OMIMOKH B KaHAJIE CBS3H.

3HaYeHUs MapaMeTPOB ONTUMAILHOTO IIOMEX0YCTOMYUBOTO KOJa IS Kaapa U300paKeHHsI
o6wemoMm 200 K6 nmpuBenens! B TaoI. 2.

Tabruya 2. 3nauenus napamempos onmuMAaIbHO20 NOMEXOYCMOUYU8020 K0Oa 0Jis Kaopa
uzobpasicenus obvemom 200 Ko

Pow n k e Pryp N’ xb
10+ 72 64 2 0,998 225
107 80 64 4 0,9994 250
5107 88 64 6 0,991 275
102 96 64 8 0,984 300

Kak BHIHO W3 pe3ylbTaTOB, MPEACTABJICHHBIX B TalOd. 2, Ui KOHKPETHOTO 3HAUYCHHSI
BEPOSITHOCTH OWTOBOW OMIMOKH Poy ONTUMAIBHBIM I10 BBHIOPAHHBIM KPUTEPUSM  SIBIISCTCS
MIOMEXOYCTOWYHMBBIA KOJ C COOTBETCTBYIOIIMMHU IapaMeTpaMH, YTO MOXKET YUYUTHIBATHCS
pa3paboTunKaMu CHCTeMbI 00OpaOOTKH W Tepenavyr BH3yaIbHOW WHGOPMAIMKM B PaTdOJIMHUN
BJIA.

3akiroueHue

[Ipn mepemaue BUAOBOW HH(POPMAMKM IO PAAMOIWHUAM B Komiuiekcax bBJIA mnpu
YXyAUIEHUH TIOMEXOBOM OOCTAaHOBKHM, MPUMEHEHHE CHUCTEM C OOpaTHOW CBSI3bI0 CTAHOBUTCS
Hed()(HEKTUBHBIM. OGecneyeHune TpeOyeMBbIX noKazaTeJen JIOCTOBEPHOCTH,
KOH(QUACHIIMATLHOCTU U ONEPATUBHOCTH BHJIOBOW WMH(GOpPMAalMK CTAHOBUTCS BO3MOXKHBIM 3a
CUeT  COIJIACOBAaHHOTO  TNPUMEHEHHs] METOJOB €€  O0palOTKH, KPUNTO3AUIUTHl U
MIOMEXOYCTOWYUBOTO KoaupoBaHus. [I[pumeHeHre NoMexXoyCTOMYMBBIX METOA0B KPUIITO3ALIUTHI
MO3BOJISIET UCIIOJIB30BATh €CTECTBEHHYIO M30BITOYHOCTH BUIOBOM MH(POPMAIUH AJIsl YCTpaHEHUs
OLINOOK, BHI3BAaHHBIX IOMEXaMHU B PAJAUOIMHHUM, YTO OOECIIeUnBAET aAanTaluio 00beMa BUIOBON
nHpopManuu K TPOIYCKHOW CHOCOOHOCTH pPaJAMOIMHUN TIpU TpeOyeMoil BEpOSTHOCTH €€
MPAaBWJIBHOTO IIpUEMa B yCIOBHUSIX MOMEX.
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