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E. B. Aleksandrova, E. A. Kuznetsova
User Revocation and Joining in the Lattice-based VLR Group Signature

Key words: lattice-based group signature, verifier local revocation, joining
Modified lattice-based VLR group signature is proposed, allowing user’s signature revocation and joining 
the new group member. This new scheme guarantees selfless anonymity and traceability.

Å. Á. Àëåêñàíäðîâà, Å. À. Êóçíåöîâà

ÎÒÇÛÂ È ÄÎÁÀÂËÅÍÈÅ ÏÎËÜÇÎÂÀÒÅËß Â ÐÅØÅÒÎ×ÍÎÉ VLR-ÑÕÅÌÅ 
ÃÐÓÏÏÎÂÎÉ ÏÎÄÏÈÑÈ

Â ðÿäå ïðèêëàäíûõ îáëàñòåé äëÿ çàùèòû èíôîðìàöèè òðåáóåòñÿ àíîíèìíîå ïîäòâåðæäåíèå åå 
äîñòîâåðíîñòè. Äëÿ ðåøåíèÿ ýòîé çàäà÷è èñïîëüçóþòñÿ ñïåöèàëüíûå ñõåìû öèôðîâîé ïîäïèñè, 
îáåñïå÷èâàþùèå àíîíèìíîñòü ïîäïèñûâàþùåãî,  ãðóïïîâûå ïîäïèñè [1].

Âàæíûìè ñîñòàâëÿþùèìè ïðîòîêîëà ãðóïïîâîé ïîäïèñè ÿâëÿþòñÿ ïðîöåäóðû îòçûâà 
ïðàâà ïîäïèñè è äîáàâëåíèÿ ïîëüçîâàòåëÿ â ãðóïïó. Íàèáîëåå ýôôåêòèâíûì âàðèàíòîì îòçûâà 
ÿâëÿåòñÿ îòçûâ, ëîêàëüíûé äëÿ ïðîâåðÿþùåãî (verifier local revocation, VLR). Â òàêèõ ñõåìàõ 
ñîîáùåíèÿ, ñîäåðæàùèå èíôîðìàöèþ îá îòîçâàííûõ ÷ëåíñêèõ ñåðòèôèêàòàõ, îáðàáàòûâàþòñÿ 
òîëüêî ïðîâåðÿþùèìè. Îñíîâíûì ïðåèìóùåñòâîì VLR-ñõåì ãðóïïîâîé ïîäïèñè ÿâëÿåòñÿ 



òî, ÷òî âûïóñêàåìûå çàïèñè îòçûâà íèêàê íå ïðèâÿçàíû ê èñïîëüçóåìûì êëþ÷àì. Òåì ñàìûì 
îíè ïîçâîëÿþò îòçûâàòü íå ïðàâî ïîäïèñè ó ÷ëåíà ãðóïïû, êàê ïðè îòçûâå ñ äèíàìè÷åñêèì 
íàêîïëåíèåì, à ñàìè ïîäïèñè, èì ñôîðìèðîâàííûå.

Îäíîé èç ïåðñïåêòèâíûõ àëüòåðíàòèâ «òðàäèöèîííûì» àëãåáðàè÷åñêèì ñòðóêòóðàì, 
èñïîëüçóåìûì äëÿ ïîñòðîåíèÿ ñõåì ãðóïïîâîé ïîäïèñè, ÿâëÿþòñÿ ðåøåòêè. Ïåðâàÿ ïîïûòêà 
èíòåãðàöèè ðåøåòîê â ìåõàíèçì ãðóïïîâûõ ïîäïèñåé áûëà ïðåäïðèíÿòà â ðàáîòå [2]. Ïðîòîêîë, 
ïîñòðîåííûé â öåëîì ïî øàáëîíàì ñõåìû BMW, èñïîëüçóåò ìîäåëü ñî ñëó÷àéíûì îðàêóëîì. 
Äàëüíåéøåå ðàçâèòèå äàííàÿ ñõåìà ïîëó÷èëà â ðàáîòå [3]. Îñíîâíîé îñîáåííîñòüþ ýòîãî ïðîòîêîëà 
ÿâëÿåòñÿ ìàëûé ðàçìåð öèôðîâîé ïîäïèñè. Ñõåìà îáåñïå÷èâàåò àíîíèìíîñòü (ïðè÷åì âîçìîæíî 
îáåñïå÷åíèå ïîëíîé CCA-àíîíèìíîñòè) è îòñëåæèâàåìîñòü.

Îäíàêî îáà ýòè ïðîòîêîëà íå ïðåäîñòàâëÿþò äîñòàòî÷íîé ôóíêöèîíàëüíîñòè, ïîñêîëüêó 
íå îáëàäàþò íàèáîëåå âîñòðåáîâàííûìè ñâîéñòâàìè ñõåì ãðóïïîâîé ïîäïèñè: âîçìîæíîñòüþ 
îòçûâà ïîäïèñè è äîáàâëåíèÿ íîâîãî ó÷àñòíèêà â ãðóïïó áåç èçìåíåíèÿ ñóùåñòâóþùèõ ïàðàìåòðîâ 
êðèïòîñèñòåìû. Ïîýòîìó îñíîâîé äàííîãî èññëåäîâàíèÿ ñòàë ïðîòîêîë, ïðåäëîæåííûé â  
ðàáîòå [4]. Óêàçàííûé ïðîòîêîë ïðåäîñòàâëÿåò âîçìîæíîñòü äëÿ îðãàíèçàöèè íåîáõîäèìûõ 
ôóíêöèé. Êðîìå òîãî, çàùèòà ñòðîèòñÿ íà çàäà÷å SIVP (short integer solution problem: äëÿ äàííîé 
m-ìåðíîé ðåøåòêè, îáðàçîâàííîé áàçèñîì, ðàâíîìåðíî ðàñïðåäåëåííûì íàä (Zq)

n×m, íàéòè 
êðàò÷àéøèé âåêòîð ñ p-íîðìîé), â îòëè÷èå îò áîëåå ðàííèõ ïðîòîêîëîâ, áåçîïàñíîñòü êîòîðûõ 
îñíîâàíà íà çàäà÷å LWE (learning with errors).

Îñíîâó ñõåìû ñîñòàâëÿåò èíòåðàêòèâíûé ïðîòîêîë, ïîçâîëÿþùèé ïðåäîñòàâèòü 
ïðîâåðÿþùåìó äîêàçàòåëüñòâî òîãî, ÷òî ïîäïèñûâàþùèé ÿâëÿåòñÿ ñåðòèôèöèðîâàííûì ÷ëåíîì 
ãðóïïû (òî åñòü âëàäååò êëþ÷îì ïîäïèñè) è ÷òî êëþ÷ îòñóòñòâóåò â ñïèñêå îòîçâàííûõ.

Äëÿ äàííîãî ïðîòîêîëà ìåõàíèçì îòçûâà áóäåò âûãëÿäåòü ñëåäóþùèì îáðàçîì. Äëÿ 
ñåêðåòíîãî êëþ÷à êàæäîãî èç ïîëüçîâàòåëåé ðàññìîòðèì ïåðâûé áëîê x0, ñîîòâåòñòâóþùèé êîðíþ 
«äåðåâà áîíñàé» (ñì., íàïðèìåð, ðàáîòó [5]), è ïîëîæèì ìàðêåð îòçûâà ðàâíûì A0x0 (mod q) èç 
(Zq)

n. Ïðè ïðàâèëüíîì âûáîðå ïàðàìåòðîâ çíà÷åíèå ìàðêåðà áóäåò ðàâíîìåðíî ðàñïðåäåëåíî íàä 
(Zq)

n. Ïîëüçîâàòåëþ ïðåäëàãàåòñÿ âû÷èñëèòü çíà÷åíèå ôóíêöèè c0 ïî ñõåìå îáÿçàòåëüñòâ COM 
[6] îò ñëó÷àéíîãî âåêòîðà r0 èç (Zq)

m. Äàëåå, â çàâèñèìîñòè îò öåëåé ïðîâåðÿþùåãî, ïîëüçîâàòåëü 
ïåðåäàåò ëèáî çíà÷åíèå r0, ëèáî r0 + x0. Â ïåðâîì ñëó÷àå ìîæíî ïðîâåðèòü ÷åñòíîñòü âû÷èñëåíèÿ 
çíà÷åíèÿ c0, âî âòîðîì – ñîäåðæèòñÿ ëè êëþ÷ ïîëüçîâàòåëÿ â ñïèñêå RL îòîçâàííûõ: äëÿ âñåõ 
ui èç RL äîëæíî âûïîëíÿòüñÿ íåðàâåíñòâî c0  COM(A0(r0 + x0) – ui mod q). Òàêèì îáðàçîì, 
åñëè ñåðòèôèêàò ó ïîëüçîâàòåëÿ îòîçâàí, òî íàéäåòñÿ òàêîå i, ÷òî A0x0 (mod q) = ui. Ïðîöåäóðà 
äîáàâëåíèÿ ïîëüçîâàòåëÿ â ãðóïïó ïî íîâîìó èäåíòèôèêàòîðó èçìåíÿåò êëþ÷ ïîäïèñè ïîëüçîâàòåëÿ 
è êëþ÷ îòçûâà ìåíåäæåðà ãðóïïû.

Ìîäèôèöèðîâàííàÿ ñõåìà îáëàäàåò ñâîéñòâàìè «÷óæîé» àíîíèìíîñòè, îòñëåæèâàåìîñòüþ, 
âîçìîæíîñòüþ îòçûâà ÷ëåíñòâà. Â òî æå âðåìÿ ÿâëÿåòñÿ ïðîñòîé, ïîñêîëüêó îñíîâûâàåòñÿ 
íà äîêàçàòåëüñòâå çíàíèÿ «âñå-â-îäíîì» ñ èñïîëüçîâàíèåì ïàðàäèãìû Ôèàòà – Øàìèðà, è 
ýôôåêòèâíîé: äëÿ ïàðàìåòðà áåçîïàñíîñòè n è ÷èñëà ïîëüçîâàòåëåé N îòêðûòûé êëþ÷ ãðóïïû è 
ïîäïèñü èìåþò äëèíó ïîðÿäêà O(n2 logN).
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Experiment-Calculated Estimate of a LSIC Operation Reliability in order to Ensure Safety 
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In this paper digital systems safety operation prediction methods under radiation influence, founded on Brower 
digital automate and a digital systems operation estimate topological probabilistic models, is considered.
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ÐÀÑ×ÅÒÍÎ-ÝÊÑÏÅÐÈÌÅÍÒÀËÜÍÀß ÎÖÅÍÊÀ ÍÀÄÅÆÍÎÑÒÈ 
ÔÓÍÊÖÈÎÍÈÐÎÂÀÍÈß ÁÈÑ ÄËß ÎÁÅÑÏÅ×ÅÍÈß ÈÍÔÎÐÌÀÖÈÎÍÍÎÉ 

ÁÅÇÎÏÀÑÍÎÑÒÈ ÏÐÈ ÂÎÇÄÅÉÑÒÂÈÈ ÐÀÄÈÀÖÈÈ

Ñîçäàíèå ñëîæíûõ ñèñòåì ÁÈÑ, óñòîé÷èâûõ ê âîçäåéñòâèþ ðàäèàöèîííûõ äåñòàáèëèçèðóþùèõ 
ôàêòîðîâ, íà ñåãîäíÿøíèé äåíü íåâîçìîæíî áåç àêòèâíîãî èñïîëüçîâàíèÿ ëîãè÷åñêîãî 
ìîäåëèðîâàíèÿ, îáåñïå÷èâàþùåãî íåîáõîäèìóþ àäåêâàòíîñòü îïèñàíèÿ è òî÷íîñòü ðàñ÷åòîâ. Ïðè 
ýòîì ðåàëüíûé õàðàêòåð ðàäèàöèîííîãî ïîâåäåíèÿ ñëîæíîé ýëåêòðîííîé ñèñòåìû îïðåäåëÿåòñÿ 
êîíêðåòíûì ñîîòíîøåíèåì ðàäèàöèîííî-÷óâñòâèòåëüíûõ ïàðàìåòðîâ åå ýëåìåíòîâ è ó÷åòîì 
âëèÿíèÿ èõ ñòàòèñòè÷åñêîãî ðàçáðîñà. Ñîîòíîøåíèå ìåæäó ôóíêöèåé ðàñïðåäåëåíèÿ ïëîòíîñòè 
âåðîÿòíîñòè ðàçáðîñà è êðèòåðèàëüíîé ôóíêöèåé ïðèíàäëåæíîñòè (ÊÔÏ) îïðåäåëÿåò, â êîíå÷íîì 
èòîãå, öåëåñîîáðàçíîñòü èñïîëüçîâàíèÿ ôóíêöèîíàëüíî-ëîãè÷åñêèõ ìîäåëåé ðàäèàöèîííîãî 
ïîâåäåíèÿ ÁÈÑ ïðèìåíèòåëüíî ê êàæäîìó êîíêðåòíîìó ñëó÷àþ [1].


