
Äëÿ ýòîãî, â îñíîâíîì, èñïîëüçóþò îïåðàòîðû ïîðÿäêîâûõ ìîäåëåé êà÷åñòâà ôóíêöèîíèðîâàíèÿ, 
êîòîðûå ïðèâåäåíû êàê ïðèìåð â òàáëèöå 1.

Èñïîëüçîâàíèå ìàòåìàòè÷åñêîãî àïïàðàòà òåîðèè íå÷åòêèõ ìíîæåñòâ ïîçâîëÿåò áîëåå 
êîððåêòíî è ïîëíî ñôîðìóëèðîâàòü îñíîâû òåîðèè êà÷åñòâà ôóíêöèîíèðîâàíèÿ öèôðîâîé ÁÈÑ 
ïðè âîçäåéñòâèè ðàäèàöèè [2].

Ïóñòü óðîâåíü ðàáîòû öèôðîâîé ÁÈÑ çàäàåòñÿ ôóíêöèåé                                    , òîãäà 
åå ôóíêöèîíèðîâàíèå ìîæíî çàäàòü ïîñëåäîâàòåëüíîé ñèñòåìîé, è 

                                  
, â ýòîì 

ñëó÷àå ôóíêöèîíèðîâàíèå îïèñûâàåòñÿ ïàðàëëåëüíîé ñèñòåìîé, ãäå iz  – ôóíêöèÿ ïðèíàäëåæíîñòè 
ýëåìåíòà ÁÈÑ. Ôóíêöèÿ ÿâëÿåòñÿ ñòðóêòóðíîé ôóíêöèåé ñèñòåìû S , à òàêæå ïîêàçàòåëåì 
êà÷åñòâà ôóíêöèîíèðîâàíèÿ ÁÈÑ íà ñòðóêòóðíî-ëîãè÷åñêîì óðîâíå åå îïèñàíèÿ [2]. Ñëåäóåò 
îòìåòèòü, ÷òî ôóíêöèÿ ïî ñâîåé ñóòè ÿâëÿåòñÿ àãðåãèðîâàííîé ôóíêöèåé ïðèíàäëåæíîñòè.

Ðàñ÷åòíî-ýêñïåðèìåíòàëüíîå ìîäåëèðîâàíèå íà áàçå àíàëèòè÷åñêîé ôîðìû àâòîìàòà Áðàóýðà 
è ðåçóëüòàòû ýêñïåðèìåíòîâ äëÿ ñòðóêòóð ÊÌÎÏ ÁÈÑ (òðèããåðíîãî ýëåìåíòà ñèíõðîííîãî 
âõîäíîãî óñèëèòåëÿ ñ÷èòûâàíèÿ) (ðèñ. 1–2) ïîêàçàëè ïðàêòè÷åñêè ïîëíîå ñîâïàäåíèå ðàñ÷åòíûõ 
è ýêñïåðèìåíòàëüíûõ ðåçóëüòàòîâ ôóíêöèîíàëüíûõ ðàäèàöèîííûõ îòêàçîâ ÁÈÑ.

Òàáëèöà 1. Îïåðàòîðû ïîðÿäêîâûõ ìîäåëåé êà÷åñòâà ôóíêöèîíèðîâàíèÿ
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Ïðè ýòîì àäåêâàòíîñòü ðàñ÷åòîâ ñâîäèòñÿ ê îïðåäåëåíèþ êðèòåðèàëüíûõ ôóíêöèé 
ïðèíàäëåæíîñòè (ðèñ. 3).

Ðèñ. 1. Òðèããåðíûé ýëåìåíò ñèíõðîííîãî 
âõîäíîãî óñèëèòåëÿ ñ÷èòûâàíèÿ

Ðèñ. 2. Íå÷åòêàÿ ôóíêöèîíàëüíî-
ëîãè÷åñêàÿ ìîäåëü òðèããåðíîãî 
ýëåìåíòà ñèíõðîííîãî âõîäíîãî 

óñèëèòåëÿ ñ÷èòûâàíèÿ

 
ni in zzzz

,121 min,...,,
 

ni in zzzz
,121 max,...,,

 xyyxxy
 

xyyx
xy  

xy
xyyx

1
2

 yx,min  yx,max
 

xyyxaa
xy

1  
xya

xyayx
11

2

21 zya , 221202201 )()( yzyyaz ;  
12 zyb , 112211212 )()( yzyybz . 



Ðèñ. 3. Ðàñ÷åòíûå çàâèñèìîñòè êðèòåðèàëüíûõ ôóíêöèé ïðèíàäëåæíîñòè òðèããåðà – 
ýëåìåíòà ñèíõðîííîãî âõîäíîãî óñèëèòåëÿ ñ÷èòûâàíèÿ ÊÌÎÏ ÁÈÑ ÎÇÓ 1617ÐÓ6 

ïðè ðàçíûõ ðåæèìàõ ðàáîòû îò ïîãëîùåííîé äîçû

Íåêîòîðûå ðåçóëüòàòû ðàñ÷åòà ïðèâåäåíû íà ðèñ. 3. Èç íèõ âèäíî, ÷òî âëèÿíèå ËÝ ñ  
íà ñòîéêîñòü âñåãî óñòðîéñòâà äîìèíèðóåò íàä îñòàëüíûìè ïðè ðåæèìå «çàïèñü-ñ÷èòûâàíèå»  
(ðèñ. 3à) íà âûõîäå òðèããåðà 1z , à íà âûõîäå òðèããåðà 2z  äîìèíèðóåò ËÝ ñ (ðèñ. 3á). Â 
ðåæèìå «õðàíåíèå» íà âûõîäå 1z  ñîñòîÿíèå óñòîé÷èâîå â çàäàííîì äèàïàçîíå äîç (ðèñ. 3â), à íà 
âûõîäå 2z  äîìèíèðóåò ËÝ ñ ÊÔÏ – (ðèñ. 3ã).

Äëÿ ñðàâíèòåëüíîé îöåíêè âëèÿíèÿ ñîñòàâëÿþùèõ óçëîâ òðèããåðà íà åãî ðàäèàöèîííîå 
ïîâåäåíèå íàéäåì ôóíêöèþ ðàáîòîñïîñîáíîñòè ïðè ðàçíûõ ðåæèìàõ ðàáîòû, êîòîðóþ ìîæíî 
ïðåäñòàâèòü â âèäå: zzzzzz _

~~~1 . 
Â çàêëþ÷åíèå ñëåäóåò îòìåòèòü, ÷òî ïðåäëàãàåìàÿ ïðîöåäóðà èñïîëüçîâàíèÿ òåîðèè íå÷åòêèõ 

ìíîæåñòâ îáîñíîâàíà è ïîêàçûâàåò, ÷òî îáëàäàåò óíèâåðñàëüíîñòüþ è ìîæåò áûòü èñïîëüçîâàíà 
â ìîäåëÿõ äëÿ ïðîãíîçèðîâàíèÿ ðàäèàöèîííîãî ïîâåäåíèÿ ÁÈÑ. Îïðåäåëåíà âçàèìîñâÿçü 
áåñêîíå÷íîçíà÷íîé è âåðîÿòíîñòíîé ëîãèê, ïîçâîëÿþùàÿ íàèáîëåå òî÷íî îöåíèâàòü êà÷åñòâà 
ôóíêöèîíèðîâàíèÿ öèôðîâûõ ÁÈÑ ïðè âîçäåéñòâèè ðàäèàöèè.
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A. I. Belozubova, K. G. Kogos
On the Limitation of Covert Channels Bandwidth in IP Networks

Key words: covert channels, bandwidth, IP networks
Features of packet switching networks and the blanket distribution of high-speed IP networks result in wide-
spread research of covert channels. Adversary’s possibilities used to build covert channels in IP networks 
were analyzed. Traffic encryption does not protect against a wide range of covert channels, and the presence 
of resistant to the detection encoding schemes makes necessary to introduce preventive countermeasures 
against to the potential covert channels. The compliance between the mechanisms of covert channels con-
struction in IP networks and the methods of eliminating and bandwidth limitation was matched

À. È. Áåëîçóáîâà, Ê. Ã. Êîãîñ

ÎÁ ÎÃÐÀÍÈ×ÅÍÈÈ ÏÐÎÏÓÑÊÍÎÉ ÑÏÎÑÎÁÍÎÑÒÈ ÑÊÐÛÒÛÕ ÊÀÍÀËÎÂ 
Â IP-ÑÅÒßÕ

Ïðîòèâîäåéñòâèå óòå÷êå èíôîðìàöèè ïî ñêðûòûì êàíàëàì â IP-ñåòÿõ ïóòåì îòïðàâêè ïàêåòîâ 
ìàêñèìàëüíîé äëèíû ÷åðåç ðàâíûå ïðîìåæóòêè âðåìåíè ïðèâîäèò ê ñóùåñòâåííîìó ïîíèæåíèþ 
ïðîïóñêíîé ñïîñîáíîñòè êàíàëà ñâÿçè. Àêòóàëüíûì îñòàåòñÿ èññëåäîâàíèå ìåòîäîâ îãðàíè÷åíèÿ 
ïðîïóñêíîé ñïîñîáíîñòè ñêðûòîãî êàíàëà äî êðèòè÷åñêîãî çíà÷åíèÿ, òàêîãî, ÷òî ôóíêöèîíèðîâàíèå 
ñêðûòîãî êàíàëà ñ ìåíüøåé ïðîïóñêíîé ñïîñîáíîñòüþ ñ÷èòàåòñÿ íåîïàñíûì. Êîëè÷åñòâåííûå 
õàðàêòåðèñòèêè òàêèõ ìåòîäîâ âûáèðàþòñÿ êàê êîìïðîìèññ ìåæäó îñòàòî÷íûìè ïðîïóñêíûìè 
ñïîñîáíîñòÿìè ñêðûòîãî êàíàëà è êàíàëà ñâÿçè.

Âûäåëåíû ñëåäóþùèå ñïîñîáû ïîñòðîåíèÿ ñêðûòûõ êàíàëîâ â IP-ñåòÿõ [1, 2]:
- Ê1 – èçìåíåíèå ïîëåé çàãîëîâêîâ ïåðåäàâàåìûõ ïàêåòîâ;
- Ê2 – èçìåíåíèå äëèí ïåðåäàâàåìûõ ïàêåòîâ;
- Ê3 – èçìåíåíèå äëèí ìåæïàêåòíûõ èíòåðâàëîâ;
- Ê4 – ïåðåóïîðÿäî÷èâàíèå ïàêåòîâ, ïîäëåæàùèõ îòïðàâêå.

Â òàáëèöå 1 ïðåäñòàâëåíû âîçìîæíîñòè íàðóøèòåëÿ, íåîáõîäèìûå äëÿ ïîñòðîåíèÿ ñêðûòûõ 
êàíàëîâ òèïîâ Ê1–Ê4.

Òàáëèöà 1. Âîçìîæíîñòè íàðóøèòåëÿ, íåîáõîäèìûå 
äëÿ ïîñòðîåíèÿ ñêðûòûõ êàíàëîâ

Âîçìîæíîñòè íàðóøèòåëÿ, íåîáõîäèìûå äëÿ 
ïîñòðîåíèÿ ñêðûòûõ êàíàëîâ

Ñïîñîáû ïîñòðîåíèÿ ñêðûòûõ 
êàíàëîâ

Ê1 Ê2 Ê3 Ê4
Èçìåíåíèå ñîäåðæèìîãî ïîëåé ïàêåòîâ Äà Íåò Íåò Äà
Èçìåíåíèå äëèíû ïåðåäàâàåìûõ ïàêåòîâ Íåò Äà Íåò Íåò
Ôîðìèðîâàíèå ôèêòèâíûõ ïàêåòîâ Äà Äà Äà Íåò

Áóôåðèçàöèÿ ïàêåòîâ, ïîäëåæàùèõ îòïðàâêå, è 
ïåðåäà÷à â îïðåäåëåííûé ìîìåíò âðåìåíè Íåò Äà Äà Äà

Äîáàâëåíèå ñëó÷àéíûõ âðåìåííûõ çàäåðæåê ïðè 
ïåðåäà÷å ïàêåòîâ Íåò Íåò Äà Íåò



Â òàáëèöå 1 «Äà» îçíà÷àåò, ÷òî äàííàÿ âîçìîæíîñòü íàðóøèòåëÿ ìîæåò áûòü èñïîëüçîâàíà 
äëÿ ïîñòðîåíèÿ ñêðûòîãî êàíàëà, «Íåò» îçíà÷àåò, ÷òî âîçìîæíîñòü íàðóøèòåëÿ íå ïîçâîëÿåò 
ïîñòðîèòü ñêðûòûé êàíàë.

Â òàáëèöå 2 ïðèâåäåíî ñîîòâåòñòâèå ìåæäó ìåõàíèçìàìè ïîñòðîåíèÿ ñêðûòûõ êàíàëîâ â 
IP-ñåòÿõ è ñïîñîáàìè óñòðàíåíèÿ è îãðàíè÷åíèÿ èõ ïðîïóñêíîé ñïîñîáíîñòè. Â òàáëèöå 2 ñèìâîëû 
èìåþò ñëåäóþùèå îáîçíà÷åíèÿ:

«+» – óñòðàíåíèå âîçìîæíîñòè ïîñòðîåíèÿ ñêðûòîãî êàíàëà;
«±» – îãðàíè÷åíèå ïðîïóñêíîé ñïîñîáíîñòè ñêðûòîãî êàíàëà;
«–» – ïðîïóñêíàÿ ñïîñîáíîñòü ñêðûòîãî êàíàëà íå îãðàíè÷åíà.

Òàáëèöà 2. Ñïîñîáû óñòðàíåíèÿ è îãðàíè÷åíèÿ ïðîïóñêíîé 
ñïîñîáíîñòè ñêðûòûõ êàíàëîâ

Ñïîñîáû óñòðàíåíèÿ è îãðàíè÷åíèÿ ïðîïóñêíîé 
ñïîñîáíîñòè ñêðûòûõ êàíàëîâ

Ñïîñîáû ïîñòðîåíèÿ ñêðûòûõ 
êàíàëîâ

Ê1 Ê2 Ê3 Ê4
Íîðìàëèçàöèÿ çíà÷åíèé ïîëåé çàãîëîâêîâ ïàêåòîâ + – – ±

Íîðìàëèçàöèÿ äëèí ïàêåòîâ – + – –

Íîðìàëèçàöèÿ äëèí ìåæïàêåòíûõ èíòåðâàëîâ – – + –

Ôðàãìåíòàöèÿ è àãðåãèðîâàíèå ïàêåòîâ – ± ± ±
Øèôðîâàíèå òðàôèêà + – – ±

Ãåíåðàöèÿ ôèêòèâíîãî òðàôèêà ± ± ± ±
Óâåëè÷åíèå äëèí ïàêåòîâ ñëó÷àéíûì îáðàçîì 
ïåðåä îòïðàâêîé – ± – –

Ââåäåíèå äîïîëíèòåëüíûõ ñëó÷àéíûõ çàäåðæåê 
ïåðåä îòïðàâêîé ïàêåòîâ – – ± ±

Èñïîëüçîâàíèå ïðîìåæóòî÷íûõ øëþçîâ + + ± +

Óñòàíîâëåíèå íåñêîëüêèõ äîïóñòèìûõ ñêîðîñòåé 
ïåðåäà÷è ïàêåòîâ – – + –

Â ðåçóëüòàòå ïðîâåäåííîãî èññëåäîâàíèÿ ñïîñîáîâ îãðàíè÷åíèÿ ïðîïóñêíîé ñïîñîáíîñòè 
ñêðûòûõ êàíàëîâ â IP-ñåòÿõ àêòóàëüíûì íàïðàâëåíèåì äàëüíåéøåé ðàáîòû áûëî âûáðàíî 
ïîëó÷åíèå êîëè÷åñòâåííûõ õàðàêòåðèñòèê âëèÿíèÿ ìåòîäîâ ãåíåðàöèè ôèêòèâíîãî òðàôèêà 
è ââåäåíèÿ äîïîëíèòåëüíûõ ñëó÷àéíûõ çàäåðæåê ïåðåä îòïðàâêîé ïàêåòîâ íà ïðîïóñêíóþ 
ñïîñîáíîñòü ñêðûòûõ êàíàëîâ òèïà Ê3.
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A. V. Beresneva, A. V. Epishkina 
Review and Analysis of Cryptographic Schemes Implementing Threshold Signature

Key words: digital signature, threshold signature, elliptic curves
This work is devoted to the study of threshold signature schemes. The systematization of the threshold 
signature schemes was done, cryptographic constructions based on interpolation Lagrange polynomial, 
elliptic curves and bilinear pairings were investigated. Different methods of generation and verification of 
threshold signatures were explored, e.g. used in a mobile agents, Internet banking and e-currency. The 
significance of the work is determined by the reduction of the level of counterfeit electronic documents, 
signed by certain group of users.

À. Â. Áåðåñíåâà, À. Â. Åïèøêèíà

Î ÑÈÑÒÅÌÀÒÈÇÀÖÈÈ ÊÐÈÏÒÎÃÐÀÔÈ×ÅÑÊÈÕ ÑÕÅÌ, 
ÐÅÀËÈÇÓÞÙÈÕ ÏÎÐÎÃÎÂÓÞ ÏÎÄÏÈÑÜ

Âîïðîñ î ïðèìåíåíèè ýëåêòðîííîé ïîäïèñè ÿâëÿåòñÿ êðàéíå àêòóàëüíûì. Ðàñòåò ÷èñëî ñèòóàöèé, 
êîãäà íåîáõîäèìî, ÷òîáû ñîîáùåíèå áûëî ïîäïèñàíî ãðóïïîé ïîëüçîâàòåëåé è âñå îíè îáëàäàëè 
ðàâíûìè ïðàâàìè ïî îòíîøåíèþ ê ïîäïèñè. Êðîìå òîãî, çà÷àñòóþ âîçíèêàåò çàäà÷à ðàñïðåäåëåíèÿ 
êðèïòîãðàôè÷åñêèõ êëþ÷åé ìåæäó ðàçëè÷íûìè óñòðîéñòâàìè, ïðèíàäëåæàùèìè îäíîìó ïîëüçîâàòåëþ. 
Â òàêèõ ñëó÷àÿõ íåîáõîäèìî ïðèìåíÿòü ïîðîãîâîå ðàçäåëåíèå ñåêðåòà, à èìåííî ïîðîãîâóþ ïîäïèñü.

Ïîðîãîâàÿ ïîäïèñü – ñõåìà ýëåêòðîííîé ïîäïèñè, â êîòîðîé ëþáûå t èëè áîëåå ó÷àñòíèêîâ 
ãðóïïû, ñîñòîÿùåé èç n àáîíåíòîâ (t  n), ìîãóò ôîðìèðîâàòü ïîäïèñü îò èìåíè ãðóïïû. Ñåêðåòíàÿ 
èíôîðìàöèÿ ðàñïðåäåëåíà ñðåäè âñåõ n ïîëüçîâàòåëåé. Ëþáîå ïîäìíîæåñòâî èç áîëåå ÷åì t 
ïîëüçîâàòåëåé ìîæåò âîññòàíîâèòü ñåêðåò.

Ñõåìà ïîðîãîâîé ïîäïèñè (t, n) ñîñòîèò èç òðåõ ïðîòîêîëîâ:
- ïðîòîêîë ãåíåðàöèè êëþ÷à;
- ïðîòîêîë ãåíåðàöèè ïîäïèñè, çàêëþ÷àþùèéñÿ â ãåíåðàöèè ÷àñòè÷íûõ ïîäïèñåé, âîçìîæíîé 
ïðîâåðêå ÷àñòè÷íûõ ïîäïèñåé è èõ îáúåäèíåíèè;
- ïðîòîêîë ïðîâåðêè ïîäïèñè.

Ïåðå÷èñëèì îñíîâíûå ìàòåìàòè÷åñêèå àïïàðàòû, ïðèìåíèìûå äëÿ ôîðìèðîâàíèÿ ïîðîãîâîé 
ïîäïèñè:
- èíòåðïîëÿöèîííûé ìíîãî÷ëåí Ëàãðàíæà;
- ýëëèïòè÷åñêèå êðèâûå;
- áèëèíåéíûå ñïàðèâàíèÿ.


