
Â íàñòîÿùåå âðåìÿ øèðîêî ðàñïðîñòðàíåíî èñïîëüçîâàíèå èíòåðíåò-ñåðâèñîâ, êîòîðûå 
ïîçâîëÿþò çàãðóæàòü è ñêà÷èâàòü íåïîäâèæíûå èçîáðàæåíèÿ. Íåêîòîðûå èç ýòèõ ñåðâèñîâ ïðè 
çàãðóçêå íà íèõ èçîáðàæåíèé ñòèðàþò âñþ ïîëüçîâàòåëüñêóþ èíôîðìàöèþ èç ôàéëà, ñëåäîâàòåëüíî, 
äëÿ ïîäòâåðæäåíèÿ àâòîðñêèõ ïðàâ íåîáõîäèìî ðàçðàáîòàòü àëãîðèòì, ïðè èñïîëüçîâàíèè êîòîðîãî 
âñòðîåííûé ÖÂÇ ñîõðàíèòñÿ â óñëîâèÿõ ñíèæåíèÿ êà÷åñòâà èçîáðàæåíèé ïåðåæàòèåì.

Áûëè ïðîàíàëèçèðîâàíû ñóùåñòâóþùèå àëãîðèòìû âíåäðåíèÿ ÖÂÇ â îáëàñòü ïðåîáðàçîâàíèÿ, 
èñïîëüçóåìîãî â ôîðìàòå JPEG [2], – äèñêðåòíîãî êîñèíóñíîãî ïðåîáðàçîâàíèÿ (ÄÊÏ). Âíåäðåíèå 
èíôîðìàöèè â êîýôôèöèåíòû ÄÊÏ õàðàêòåðèçóåòñÿ íàëè÷èåì çàìåòíûõ èñêàæåíèé èçîáðàæåíèÿ 
èëè, â ñëó÷àå íåçàìåòíûõ èñêàæåíèé, ìàëîé óñòîé÷èâîñòüþ ê âîçäåéñòâèÿì. Ó÷èòûâàÿ îñîáåííîñòè 
ôîðìàòà JPEG, ÄÊÏ, à òàêæå ñèñòåìû ÷åëîâå÷åñêîãî çðåíèÿ, ìîæíî âíåäðèòü ÖÂÇ â èçîáðàæåíèå, 
ñäåëàâ åãî áîëåå óñòîé÷èâûì è ìåíåå çàìåòíûì. 

Ìîäèôèöèðîâàí îäèí èç ìåòîäîâ âíåäðåíèÿ ÖÂÇ â îáëàñòü ïðåîáðàçîâàíèÿ – ìåòîä 
Êîõà è Æàî [3. Ñ. 130–135]. ÖÂÇ, âñòðîåííûé òàêèì îáðàçîì, èçâëåêàåòñÿ èç èçîáðàæåíèé ñ 
ðàçíîé ñòåïåíüþ ñæàòèÿ.

Ðàçðàáîòàííûå àëãîðèòìû ïîçâîëÿþò âíåäðÿòü â èçîáðàæåíèÿ èíôîðìàöèþ, ñîõðàíÿþùóþñÿ 
ïðè JPEG-ñæàòèè ñ íàèáîëåå ðàñïðîñòðàíåííûìè ïàðàìåòðàìè, ÷òî äàåò âîçìîæíîñòü èçâëåêàòü 
äàííûå îá àâòîðå èçîáðàæåíèÿ äàæå ïîñëå óõóäøåíèÿ åãî êà÷åñòâà è óäàëåíèÿ ìåòàäàííûõ.
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This article is about methods of information security. These methods are a part of the automated tools 
of ensuring the information security. It is offered to use a factographic information retrieval. The results 
are protected with patents.
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ÎÁÅÑÏÅ×ÅÍÈÅ ÈÍÔÎÐÌÀÖÈÎÍÍÎÉ ÁÅÇÎÏÀÑÍÎÑÒÈ 
È ÔÀÊÒÎÃÐÀÔÈ×ÅÑÊÈÅ ÑÈÑÒÅÌÛ

Â îáëàñòè èíôîðìàöèîííûõ òåõíîëîãèé ñïåöèàëèñòû ñðåäè èíôîðìàöèîííûõ ñèñòåì âûäåëÿþò 
êëàññ ñèñòåì, êîòîðûå ïîëó÷èëè íàçâàíèå àâòîìàòèçèðîâàííûå ôàêòîãðàôè÷åñêèå èíôîðìàöèîííî-
ïîèñêîâûå ñèñòåìû (ÀÔÈÏÑ) [1]. Äëÿ ïîâûøåíèÿ ýôôåêòèâíîñòè ðàáîòû àâòîìàòèçèðîâàííûõ 
ñðåäñòâ îáåñïå÷åíèÿ èíôîðìàöèîííîé áåçîïàñíîñòè (ÀÑÎÈÁ) ïðåäëàãàåòñÿ èñïîëüçîâàòü â ñîñòàâå 
ýòèõ ñðåäñòâ ôàêòîãðàôè÷åñêóþ èíôîðìàöèîííî-ïîèñêîâóþ ïîäñèñòåìó. Ñóùåñòâåííîå îòëè÷èå 
ÀÔÈÏÑ îò àâòîìàòèçèðîâàííîé èíôîðìàöèîííî-ïîèñêîâîé ñèñòåìû (ÀÈÏÑ) ñîñòîèò â òîì, 
÷òî ÀÔÈÏÑ ïîçâîëÿþò ïîëó÷àòü îòâåòû íà ôàêòîãðàôè÷åñêèå çàïðîñû. Îäíîé èç ãëàâíûõ çàäà÷, 
ðåøàåìûõ ýòîé ïîäñèñòåìîé, ÿâëÿåòñÿ îòâåò íà ôàêòîãðàôè÷åñêèå çàïðîñû ïîëüçîâàòåëÿ ÀÑÎÈÁ 
è ðåàëèçàöèÿ ñïåöèàëèçèðîâàííîãî ôàêòîãðàôè÷åñêîãî ïîèñêà ïî çàïðîñó îïåðàòîðà ÀÑÎÈÁ.

Ïðåäëàãàåòñÿ ââåñòè ñëåäóþùèå ÷àñòíûå ïîêàçàòåëè, ñâÿçàííûå ñ îöåíêîé ýôôåêòèâíîñòè 
çàùèòû èíôîðìàöèè â äàííûõ ôàêòîãðàôè÷åñêèõ èíôîðìàöèîííûõ ñèñòåìàõ: 

A1 – îöåíêà âåðîÿòíîñòè íåèñêàæåíèÿ èíôîðìàöèè îò âíóòðåííåãî çëîóìûøëåííèêà;
A2 – îöåíêà âåðîÿòíîñòè íåèñêàæåíèÿ èíôîðìàöèè îò âíåøíåãî çëîóìûøëåííèêà;
A3 – îöåíêà âåðîÿòíîñòè íåèñêàæåíèÿ èíôîðìàöèè îò âðåäîíîñíîãî ïðîãðàììíîãî 

îáåñïå÷åíèÿ (íàïðèìåð, âðåäîíîñíîãî êîìïüþòåðíîãî âèðóñà);
A4 – îöåíêà âåðîÿòíîñòè íåèñêàæåíèÿ èíôîðìàöèè îò âðåäîíîñíîãî àïïàðàòíîãî 

îáåñïå÷åíèÿ (íàïðèìåð, çàêëàäî÷íûõ óñòðîéñòâ, àïïàðàòíûõ çàêëàäîê, òî åñòü óñòðîéñòâ â 
ýëåêòðîííîé ñõåìå, ñêðûòíî âíåäðÿåìûõ ê îñòàëüíûì ýëåìåíòàì); 

A5 – îöåíêà âåðîÿòíîñòè íåèñêàæåíèÿ èíôîðìàöèè îò âíåøíåãî âðåäîíîñíîãî âîçäåéñòâèÿ íà 
àïïàðàòóðó, ïðîãðàììíîå îáåñïå÷åíèå, ôàêòîãðàôè÷åñêèå äàííûå (íàïðèìåð, ýëåêòðîìàãíèòíîå 
âîçäåéñòâèå).

Ñ îïîðîé íà ýòè ââåäåííûå ïîêàçàòåëè è íà ðàáîòû [2–6] áûëà ðàçðàáîòàíà àíàëèòè÷åñêàÿ 
ìîäåëü äëÿ îöåíêè ýôôåêòèâíîñòè ðàáîòû ÀÔÈÏÑ â ÀÑÎÈÁ.

Ïîäõîä ê îöåíêå èíôîðìàöèîííîé áåçîïàñíîñòè äëÿ ôàêòîãðàôè÷åñêèõ ñèñòåì ñ ïîìîùüþ 
íàáîðà ïîêàçàòåëåé {A1, A2, A3, A4, A5} ðàíåå íå èñïîëüçîâàëñÿ. Íà ïðàêòèêå çëîóìûøëåííèê 
ìîæåò ÷àñòè÷íî ðàçðóøèòü (èñêàçèòü) ñîäåðæèìîå çàïèñè äàííûõ â ôàêòîãðàôè÷åñêîé ÁÄ, 
ïðè ýòîì öåëü ÀÔÈÏÑ – íàéòè ôàêòîãðàôè÷åñêèå äàííûå, íåîáõîäèìûå äëÿ ýôôåêòèâíîãî 
ôóíêöèîíèðîâàíèÿ ÀÑÎÈÁ.

Â ïðîöåññå ðàáîòû ïîèñêîâîãî áëîêà ÀÔÈÏÑ ñðàâíåíèå ïîèñêîâîãî îáðàçà çàïðîñà è 
ïîèñêîâîãî îáðàçà îáúåêòà âûïîëíÿåòñÿ ñ ïðèìåíåíèåì àëãîðèòìà ðàñïîçíàâàíèÿ îáðàçîâ èëè 
íåéðîñåòåâîãî àëãîðèòìà [2, 6, 7, 8], êîòîðûé õàðàêòåðèçóåòñÿ âåðîÿòíîñòÿìè ïðîïóñêà öåëè è 
ëîæíîé òðåâîãè. Òàê êàê ýòî ñðàâíåíèå ïîèñêîâûì áëîêîì õàðàêòåðèçóåòñÿ ýòèìè âåðîÿòíîñòÿìè, 
òî ýòî ïîçâîëÿåò ó÷èòûâàòü ýôôåêòèâíîñòü çàùèòû èíôîðìàöèè â ôàêòîãðàôè÷åñêèõ äàííûõ 
â ÀÑÎÈÁ. Â ñîñòàâå ÀÑÎÈÁ åñòü ÷åëîâåê-îïåðàòîð, ýôôåêòèâíàÿ ðàáîòà êîòîðîãî ñèëüíî 
çàâèñèò îò ýôôåêòèâíîñòè ðàáîòû ÀÔÈÏÑ. Ðàçðàáîòàííàÿ àíàëèòè÷åñêàÿ ìîäåëü îïèðàåòñÿ íà 
òåîðèþ âåðîÿòíîñòåé [4, 5, 6] è ïîçâîëÿåò ó÷åñòü ýòîò ôàêò. Ýêñïåðèìåíòàëüíîå èññëåäîâàíèå 
ýòîé ìîäåëè ïîêàçàëî, ÷òî îíà àäåêâàòíà äëÿ âûáðàííîé ïðèêëàäíîé îáëàñòè. 

Ïî ðåçóëüòàòàì ïðîâåäåííûõ èññëåäîâàíèé íàìå÷åíû ïóòè ïðèìåíåíèÿ ôàêòîãðàôè÷åñêîãî 
ïîèñêà ñ ïîìîùüþ ÀÔÈÏÑ â ÀÑÎÈÁ. Áûëà êðàòêî ïðåäñòàâëåíà èäåÿ ÀÑÎÈÁ ñ ýëåìåíòàìè 
ôàêòîãðàôè÷åñêèõ ñèñòåì, ÷òî ñïîñîáñòâóåò ýôôåêòèâíîìó ðåøåíèþ çàäà÷è îáåñïå÷åíèÿ 
èíôîðìàöèîííîé áåçîïàñíîñòè. Ðàçðàáîòàíà àíàëèòè÷åñêàÿ ìîäåëü äëÿ îöåíêè (ïî ââåäåííûì 



ïîêàçàòåëÿì) ýôôåêòèâíîñòè ôàêòîãðàôè÷åñêîãî ïîèñêà â ÀÑÎÈÁ. Ïðîâåäåíî èññëåäîâàíèå 
ïîëó÷åííûõ îöåíîê è âûÿâëåíû èõ ñâîéñòâà. Â ïðîöåññå âûïîëíåííîé ðàáîòû è ïðîâåäåííûõ 
èññëåäîâàíèé áûëè óñïåøíî ïîëó÷åíû íåîáõîäèìûå îõðàííûå äîêóìåíòû Ôåäåðàëüíîé ñëóæáû 
ïî èíòåëëåêòóàëüíîé ñîáñòâåííîñòè (Ðîñïàòåíò).
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The knapsack problem is known to be used in numerous public key ciphersystems designs. These ciphersys-
tems have been receiving increased attention from analytics, resulting in many being compromised. Therefore, 
modern systems incorporate new algorithms making them at least partially immune to known attacks. In this 
paper, three types of knapsack ciphersystems are introduced. The difference between types is how the keys 
are generated and used. Classical systems, being the first type, use superincreasing sequences and low-density 
knapsacks and are therefore vulnerable. Modern cryptosystems are based on high-density knapsacks. That 
makes them difficult to analyze. Hybrid cryptosystems incorporate several security mechanisms (not only 
trapdoor knapsacks) that makes analysis, as well as implementation, even more complicated.


