
ïîêàçàòåëÿì) ýôôåêòèâíîñòè ôàêòîãðàôè÷åñêîãî ïîèñêà â ÀÑÎÈÁ. Ïðîâåäåíî èññëåäîâàíèå 
ïîëó÷åííûõ îöåíîê è âûÿâëåíû èõ ñâîéñòâà. Â ïðîöåññå âûïîëíåííîé ðàáîòû è ïðîâåäåííûõ 
èññëåäîâàíèé áûëè óñïåøíî ïîëó÷åíû íåîáõîäèìûå îõðàííûå äîêóìåíòû Ôåäåðàëüíîé ñëóæáû 
ïî èíòåëëåêòóàëüíîé ñîáñòâåííîñòè (Ðîñïàòåíò).
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M. A. Kupriyashin, G. I. Borzunov
Evolution of Knapsack Ciphersystems

Key words: knapsack problem, knapsack ciphersystems
The knapsack problem is known to be used in numerous public key ciphersystems designs. These ciphersys-
tems have been receiving increased attention from analytics, resulting in many being compromised. Therefore, 
modern systems incorporate new algorithms making them at least partially immune to known attacks. In this 
paper, three types of knapsack ciphersystems are introduced. The difference between types is how the keys 
are generated and used. Classical systems, being the first type, use superincreasing sequences and low-density 
knapsacks and are therefore vulnerable. Modern cryptosystems are based on high-density knapsacks. That 
makes them difficult to analyze. Hybrid cryptosystems incorporate several security mechanisms (not only 
trapdoor knapsacks) that makes analysis, as well as implementation, even more complicated.
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ÝÂÎËÞÖÈß ÐÞÊÇÀ×ÍÛÕ ÑÈÑÒÅÌ ØÈÔÐÎÂÀÍÈß

Çàäà÷à î ðþêçàêå – NP-ïîëíàÿ çàäà÷à, ïðåäñòàâëÿþùàÿ áîëüøîé èíòåðåñ â îáëàñòè ñîçäàíèÿ 
àñèììåòðè÷íûõ ñèñòåì øèôðîâàíèÿ. Èñòîðèÿ ðàçâèòèÿ ðþêçà÷íûõ ñèñòåì øèôðîâàíèÿ íà÷àëàñü 
âñêîðå ïîñëå çàðîæäåíèÿ àñèììåòðè÷íîé êðèïòîãðàôèè, â 1978 ãîäó. Íåñìîòðÿ íà òî ÷òî ìíîãèå 
ðþêçà÷íûå øèôðñèñòåìû îêàçàëèñü íåñòîéêèìè è íåïðèãîäíûìè äëÿ ïðàêòè÷åñêîãî ïðèìåíåíèÿ [1], 
èíòåðåñ ê íèì ñîõðàíÿåòñÿ è ñåãîäíÿ [2]. Ýòî ñâÿçàíî ñ òàêèì äîñòîèíñòâîì ýòîãî êëàññà ñèñòåì, êàê 
âûñîêàÿ ñêîðîñòü øèôðîâàíèÿ. Êðîìå òîãî, ðþêçà÷íûå øèôðñèñòåìû àêòóàëüíû â ïîñòêâàíòîâîé 
êðèïòîãðàôèè: âñëåäñòâèå ðåàëèçàöèè àëãîðèòìà Øîðà ñèñòåìû, îñíîâàííûå íà ïðîáëåìå äèñêðåòíîãî 
ëîãàðèôìèðîâàíèÿ, ñòàíóò óÿçâèìûìè, à ÷àñòü ðþêçà÷íûõ ñèñòåì îñòàíåòñÿ â ñòðîþ [3, 4]. 

Ñ ó÷åòîì îñîáåííîñòåé ðàçâèòèÿ ðþêçà÷íûõ ñèñòåì øèôðîâàíèÿ ìîæíî âûäåëèòü íåñêîëüêî 
ðàçëè÷íûõ òèïîâ òàêèõ ñèñòåì. Êëàññè÷åñêèå øèôðñèñòåìû – ðÿä ñèñòåì, ïðåäëàãàâøèõñÿ íà 
íà÷àëüíîì ýòàïå ðàçâèòèÿ àñèììåòðè÷íîé êðèïòîãðàôèè [1]. Îñíîâíàÿ èäåÿ, ëåæàùàÿ â îñíîâå 
ýòèõ ñèñòåì: ñîçäàòü äâå ñâÿçàííûå çàäà÷è î ðþêçàêå, îäíà ðåøàåòñÿ çà ëèíåéíîå âðåìÿ (äëÿ 
ðàñøèôðîâàíèÿ), à äðóãàÿ ÿâëÿåòñÿ NP-ïîëíîé. Ïåðâîíà÷àëüíî Ìåðêëü è Õåëëìàí èñïîëüçîâàëè 
ñâåðõðàñòóùèé ðþêçàê â êà÷åñòâå çàêðûòîãî êëþ÷à è ñâÿçûâàëè åãî ñ îòêðûòûì êëþ÷îì ïðè ïîìîùè 
ìîäóëüíîãî óìíîæåíèÿ (øèôðñèñòåìà Ìåðêëÿ – Õåëëìàíà, 1978). Â 1983 ã. Àäè Øàìèð íàøåë 
ñïîñîá âîññòàíîâëåíèÿ çàêðûòîãî êëþ÷à ïî îòêðûòîìó êëþ÷ó øèôðñèñòåìû Ìåðêëÿ – Õåëëìàíà: 
êàê âûÿñíèëîñü, âû÷èñëÿåìûé îòêðûòûé êëþ÷ îáëàäàë õàðàêòåðíûìè ñâîéñòâàìè, ñâÿçàííûìè ñ 
áûñòðûì ðîñòîì ýëåìåíòîâ çàêðûòîãî êëþ÷à. Àòàêà Øàìèðà èìåëà ïîëèíîìèàëüíóþ âðåìåííóþ 
ñëîæíîñòü. Áëàãîäàðÿ ðàáîòàì Ëàãàðèàñà, Îäëûæêî è äðóãèõ èññëåäîâàòåëåé áûë ðàçðàáîòàí 
óíèâåðñàëüíûé àëãîðèòì íàõîæäåíèÿ ñîêðàùåííîãî áàçèñà ðåøåòêè, èçâåñòíûé êàê LLL-ðåøàòåëü. 
LLL-ðåøàòåëü èìååò ïîëèíîìèàëüíóþ âðåìåííóþ ñëîæíîñòü, íî ÿâëÿåòñÿ ðåñóðñîåìêèì, òàê êàê 
åãî ñëîæíîñòü ïðîïîðöèîíàëüíà øåñòîé ñòåïåíè ðàçìåðíîñòè çàäà÷è [2]. Óñïåøíîñòü ïðèìåíåíèÿ 
ýòîãî àëãîðèòìà ïðè àíàëèçå ðþêçà÷íîé ñèñòåìû øèôðîâàíèÿ ñóùåñòâåííî çàâèñèò îò ïëîòíîñòè 
ðþêçàêà. Ïëîòíîñòü îïðåäåëÿåòñÿ ñîîòíîøåíèåì ìåæäó êîëè÷åñòâîì ýëåìåíòîâ ðþêçàêà è èõ 
ðàçìåðîì â áèòîâîì ïðåäñòàâëåíèè. Ïðè ïîðîãîâîì çíà÷åíèè ïëîòíîñòè 0,94 è íèæå LLL-ðåøàòåëü 
ñ÷èòàåòñÿ ýôôåêòèâíûì [2]. Â îòäåëüíûõ ñëó÷àÿõ óäàâàëîñü ýôôåêòèâíî ïðèìåíÿòü ýòîò ìåòîä ïðè 
ïëîòíîñòè äî 1,26 [5]. Âñå øèðîêî èçâåñòíûå ñèñòåìû êëàññè÷åñêîãî òèïà îêàçàëèñü â òîé èëè èíîé 
ñòåïåíè ïîäâåðæåíû àòàêàì ñ èñïîëüçîâàíèåì LLL-ðåøàòåëÿ. Ýòî ñäåëàëî èõ íå ïðèìåíèìûìè 
íà ïðàêòèêå. Ñëåäóþùèì øàãîì â ðàçâèòèè ðþêçà÷íûõ ñèñòåì áûëî èñïîëüçîâàíèå íîâûõ 
ïðèíöèïîâ ãåíåðàöèè êëþ÷åé, ïîçâîëÿþùèõ ïîâûñèòü ïëîòíîñòü ðþêçàêîâ. Âòîðîé òèï ðþêçà÷íûõ 
øèôðñèñòåì – ñîâðåìåííûå ñèñòåìû – èñïîëüçóåò ðàçëè÷íûå äîñòèæåíèÿ ñîâðåìåííîé ìàòåìàòèêè 
è òåîðèè ÷èñåë äëÿ ðåøåíèÿ ïëîòíûõ ðþêçàêîâ [4]. Åùå îäíî ñîâðåìåííîå íàïðàâëåíèå ðàçâèòèÿ 
ðþêçà÷íûõ øèôðñèñòåì ñâÿçàíî ñ ñîêðûòèåì óïàêîâêè ðþêçàêà ïðè ïîìîùè äîïîëíèòåëüíûõ 
àëãîðèòìîâ øèôðîâàíèÿ. Òàêîé òèï ðþêçà÷íûõ øèôðñèñòåì íàçîâåì ãèáðèäíûì. Íàïðèìåð, òåêñò, 
çàøèôðîâàííûé íà îòêðûòîì ðþêçàêå, âïîñëåäñòâèè øèôðóåòñÿ äðóãîé àñèììåòðè÷íîé ñèñòåìîé 
øèôðîâàíèÿ [6]. Ïðèìåíÿþòñÿ äîïîëíèòåëüíûå ïðåîáðàçîâàíèÿ äëÿ ñîêðûòèÿ èëè äèíàìè÷åñêîé 
ãåíåðàöèè îòêðûòûõ êëþ÷åé äëÿ øèôðîâàíèÿ [7, 8]. Àíàëèç òàêèõ ñèñòåì êðàéíå çàòðóäíåí, òàê êàê 
òðåáóåò ðåøåíèÿ íåñêîëüêèõ âû÷èñëèòåëüíî ñëîæíûõ ïðîáëåì. Íî èñïîëüçîâàíèå äîïîëíèòåëüíûõ 
ìåõàíèçìîâ øèôðîâàíèÿ óñëîæíÿåò ãåíåðàöèþ êëþ÷åé è ïðîöåäóðû øèôðîâàíèÿ è ðàñøèôðîâàíèÿ. 
Ýòî ñóùåñòâåííûå íåäîñòàòêè, òàê êàê áûñòðàÿ ïðîöåäóðà øèôðîâàíèÿ ÿâëÿåòñÿ îäíèì èç ãëàâíûõ 
äîñòîèíñòâ ðþêçà÷íûõ øèôðñèñòåì.

Òàêèì îáðàçîì, ñðåäè èçâåñòíûõ ðþêçà÷íûõ øèôðñèñòåì âûäåëåíî òðè òèïà. Êëàññè÷åñêèå 
ñèñòåìû ìàíèïóëèðîâàëè êëþ÷àìè-ðþêçàêàìè íèçêîé ïëîòíîñòè è óÿçâèìû ê àòàêàì ñ 



èñïîëüçîâàíèåì LLL-ðåøàòåëÿ. Ñîâðåìåííûå ñèñòåìû ðàáîòàþò ñ ðþêçàêàìè âûñîêîé ïëîòíîñòè – 
èõ ïðèìåíèìîñòü íà íàñòîÿùèé ìîìåíò ïîä âîïðîñîì. Íàêîíåö, ãèáðèäíûå øèôðñèñòåìû íàèáîëåå 
ýôôåêòèâíî ïðîòèâîñòîÿò âñåì èçâåñòíûì àòàêàì, íî îêàçûâàþòñÿ áîëåå ìåäëåííûìè.
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V. S. Makeev, A. S. Zaytsev
Research of IT-sabotage Problem

Key words: IT-sabotage, insider, fishbone diagram
This article presents a research of the threat of IT-sabotage with the use of information resources of an 
organization. Based on statistical information and relevant research, a scheme and a fishbone diagram 
of insider were designed here.


