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nokasateram) sgdextusHocTH (Paxtorpapuueckoro noucka B ACOWD. I'lposeseno uccaegosanue
TMIOAYYeHHbIX OLIEHOK M BbIIBAEHbI X CBOHCTBa. B mpomecce BbIMoAHEHHOH paboThl U MPOBEZEHHBIX
HCCAEZI0BAaHHH GbIAM YCIIEIITHO MOAyYeHbI Heo6X0oAuMbIe oxpaHHble ZoKyMeHTbl (DezeparbHoit cAy2K6bI

0 UHTeANeKTyaAbHOH cobetBenHoctd (PocnaTent).
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M. A. Kupriyashin, G. I. Borzunov
Evolution of Knapsack Ciphersystems
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The knapsack problem is known to be used in numerous public key ciphersystems designs. These ciphersys-
tems have been receiving increased attention from analytics, resulting in many being compromised. Therefore,
modern systems incorporate new algorithms making them at least partially immune to known attacks. In this
paper, three types of knapsack ciphersystems are introduced. The difference between types is how the keys
are generated and used. Classical systems, being the first type, use superincreasing sequences and low-density
knapsacks and are therefore vulnerable. Modem cryptosystems are based on high-density knapsacks. That
makes them difficult to analyze. Hybrid cryptosystems incorporate several security mechanisms (not only
trapdoor knapsacks) that makes analysis, as well as implementation, even more complicated.
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Matepwnarnsi XXl Bcepocenickor Hay4YHO-MPpakTUHeCKOV KOHEPEHLMN

M. A. Kynpuswun, I'. H. Bopsyros

IBOAIOLIMA PIOK3AYHBIX CMCTEM LIMMPOBAHKMA

Bazaua o proksake — NP-noanas sazaua, npezacraBasonas GOAbIIOH HHTepeC B 0OAACTH CO3JaHHs
acHMMMeTPHYHbIX cucTeM ImHppoBanus. Vcropus pasBuTHs prOK3auHbIX CHCTEM HIH()POBAHUs Hadaach
BCKOpe TI0CAE 3apOxK/eHHsl acummeTpuuHoH kpurrrorpaduu, B 1978 roay. Hecmorpst Ha To uto MuOrme
PIOK3aYHble MHPPCUCTEMbI OKa3aAUCh HECTOMKMMU M HETIPUTOZHbIMU JIASI TIDAKTHYECKOTO Mpumenenus [ 1],
HHTEpeC K HUM coXpaHsieTcs ¥ cerozus [2]. Do cBA3aHO ¢ TaKUM ZOCTOMHCTBOM 3TOTO KAAcca CHCTeM, Kak
BbICOKasl CKOPOCTb MM@poBanus. Kpome Toro, proksaunble MM(PCHCTEMbI aKTyaAbHbI B TIOCTKBAHTOBOH
KPMITTOrpaguu: BcAeACTBHe pearnsaluu aaroputma Ll lopa cuctempr, ocHoBanHbie Ha Ipob.AeMe AUCKPETHOrO
AOTapH()MHPOBAHMS, CTAHYT YsI3BUMbIMH, a 4aCTb PIOK3a4YHbIX CHCTEM OCTaHeTcsi B cTpoio [ 3, 4].

C yuetom ocobeHHOCTEH pasBUTHSI PIOK3aYHbIX CUCTEM LITH(POBAHHS MOKHO BbIZIEAHTb HECKOABKO
Pa3AMYHBIX THIIOB TaKMX cHcTeM. Kiaccuueckue mm@pcucTeMbl — psiZ CUCTEM, HpeJAaraBIIMXCSl Ha
HayaAbHOM dTare pasBuTHs acummeTpudHon kpunrorpaguu [1]. OchoBhas uzes, Aexamas B ocHOBe
STHX CHCTEM: CO3ZaTb /B CBsI3aHHbIE 3a/la4M O PIOK3aKe, OZHA pellaeTcsi 3a AMHeHHoe BpeMsi (aAs
pacimgpoBanus ), a apyras aasercss NP-noanoi. I lepponauarbno Mepkab u Xeaaman ucrioabsoBaiu
CBEPXPACTYIIHH PIOK3aK B KAYECTBE 3aKPbITOr0 KAIOYA U CBSI3bIBAAH €T0 C OTKPbITHIM KAKOYOM IIPH TIOMOILH
MozayAbHoro ymHozkenus (mmgpcucrema Mepkas — Xeaamana, 1978). B 1983 r. Aau [lamup narmen
C11oco6 BOCCTaHOBAEHHSI 3aKPbITOTO KAIOYA 0 OTKPbITOMY KAlouy miuppcuctembl Viepkas — Xeaamana:
KaK BbISICHUAOCD, BbIHUCASIEMbIH OTKPBITbIH KAIOY 06AaZ1an XapaKTePHbIMH CBOHCTBAMH, CBA3AHHBIMH C
6bICTPbIM POCTOM IAEMEHTOB 3aKpbIToro kAroda. Araka [llamupa umera nmoaunomuarbhyto BpemenHyto
crozkHOCTh. DAarozaps paboram Aarapuaca, Oarbrkko ¥ apyrux uccaezoBaTeAedl 6bIA paspaboTaH
YHUBepCaAbHbIH aATOPUTM HaXO:K/IeHHs COKPAILIEHHOro 6asKca pereTky, usecTHbid kak LLL-permarean.
LLL-pemmareab umMeeT MOAMHOMHAABHYIO BPEMEHHYIO CAOKHOCTb, HO SIBASIETCS PECYPCOEMKHM, TaK Kak
€ro CAOKHOCTb IPOIOPIMOHAABHA LIIECTOH CTeNeHH pasMepHOCTH 3azaul [2]. Yenemroctb npumenenus
3TOTO aATOPUTMA MPU AHAAM3€ PIOK3aYHOH CHCTEMbl IM(PPOBAHHUsS CYIIECTBEHHO 3aBHCUT OT MAOTHOCTH
proksaka. | [roTHOCTD ompeseasieTcst cooTHOIEHHEM MerKZy KOAMYECTBOM 3AEMEHTOB PIOK3aKa M HX
pasmepoM B 6utoBom npezctaBaeHuu. | [pu noporosom snauenuu naotuoctu 0,94 u mke LLL-pemmarean
cuuraercs appextusHbM [ 2]. B oraeabHbIx cAyuasx yaaBaroch 3)PEKTHBHO IPUMEHATb STOT METO, IIPH
maotHocT 20 1,26 [5]. Bee mmpoko usBecTHble cucTeMbI KAACCHYECKOTO THIIA OKA3aAHCh B TOH HAH MHOM
CTereHH TI0/IBep:KeHbl aTakaM ¢ ucroAbsoBanueM LLL.-pemarersa. dto czeraro ux He mpuMeHHMbIMH
na npaxTuke. Caeaylomum 1marom B pasBUTHH PIOK3aYHbBIX CHCTEM ObIAO HCIOAb30BaHHE HOBBIX
TIPUHLIMIIOB FeHEPALIMH KAIOUeH, TI03BOASIONINX MOBbICHTb IIAOTHOCTb PIOK3aKkoB. BTopoii Tum proksaunbix
IIU(PPCUCTEM — COBPEMEHHDIE CUCTEMbI — UCTIOAb3YET Pa3AHYHbIE JOCTHKEHHS COBPEMEHHOH MaTEMaTHKH
U TEOPHHU YHCEA JAs PelleHHs TAOTHBIX proksakos [4]. Eiue oano coBpemennoe HanpaBaenue passuTus
PIOK3a4HbIX MIM(PCHCTEM CBASAHO C COKPbITHEM YIIAKOBKHM PIOK3aKa MPU TOMOIIM ZOTIOAHHUTEAbHbIX
aArOPHTMOB IMU(POBaHKs1. |aKoH THIT pIOK3aYHbIX IH(PCcHCcTeM HasoBeM rubpuaubiM. Hanpumep, Tekcr,
3aIIU(PPOBAHHbIA Ha OTKPbITOM PIOK3aKe, BIIOCAEACTBHU MIHPPYETCs APYTOM aCUMMETPHIHON CHCTEMOH
mmgposanust [6]. [ Ipumensorea gonoannTeAbHbIE Tpe06pasoBaHus AN COKPBITHS HAH JHHAMHYECKOH
reHepalMy OTKPbITbIX KAIoUeH Zast mugpoBanus | 7, 8]. Anaaus Takux cucteM KpaiiHe 3aTpyAHeH, TaK Kak
TpebyeT pelteHHs HECKOAbKHX BbIMHCAUTEABHO CAOKHBIX TIpobaeM. Ho ncnoabsosanue gomnoanutebHbIx
MeXaHU3MOB NIM(POBAHHUs YCAOKHSET FeHepalltio KAKOUeH U IPOLIeAypbl IMPPOBAHHsI M paCIIH(PPOBAHHUS.
ITo cylecTBeHHbIE HEJOCTATKH, TaK Kak GbICTpas Mpolie/lypa IH(POBaHHsT IBASETCS OJHHM U3 IAABHbIX
ZIOCTOMHCTB PIOK3a4HbIX IH(PPCUCTEM.

Takum o6pasoM, cpesy H3BECTHBIX PIOK3Aa4HBIX IMU(PCHUCTEM BblZeAeHo Tpu THa. Kaaccuueckue

CHCTEMbI MAaHHUIITYAHPOBAAH KAIOYaMHU-~PIOK3aKaMH HHM3KOH IIAOTHOCTH H YA3BHMbI K aTaKaM C
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ucrioabsoBanuem LLL-pematers. Copemennbie cuctembl paboTaloT ¢ prok3aKaMH BbICOKOH IIAOTHOCTH —
X IPUMEHHMOCTb Ha HACTOSAIMH MOMEHT 110z Boripocom. Hakower, rubpuzmbie mudpcucrembr Hanboaee

3(P@EKTUBHO IIPOTHBOCTOSIT BCEM H3BECTHbIM aTaKaM, HO OKa3bIBalOTCs 6oree MEJAAEHHDbIMH.
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V. S. Makeev, A. S. Zaytsev
Research of IT-sabotage Problem
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This article presents a research of the threat of I'T-sabotage with the use of information resources of an
organization. Based on statistical information and relevant research, a scheme and a fishbone diagram
of insider were designed here.
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