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The article is focused on the search of the random data in the file system, which is an important step 
in digital forensics in case of detecting encrypted data. Encryption is widely used today, as well as by 
malefactors to conceal data, suggesting that encrypted information can be hidden in the file system. There 
are means of detection of encrypted files, but they have significant limitations. Statistical tests can also 
be used for this purpose but they are resource and time consuming. Therefore, the article proposes a 
new criterion to searching for random data, based on the assessment of uniformity of data on the special 
plane, with the ability to localize the heterogeneity, which reduces the type I error to zero.
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ÊÐÈÒÅÐÈÉ ÎÖÅÍÊÈ ÑÎÄÅÐÆÈÌÎÃÎ ÔÀÉËÎÂ ÐÀÇËÈ×ÍÛÕ 
ÔÎÐÌÀÒÎÂ ÍÀ ÏÐÅÄÌÅÒ ÈÕ ÁËÈÇÎÑÒÈ Ê ÑËÓ×ÀÉÍÛÌ ÄÀÍÍÛÌ

Ïîèñê ôàéëîâ ñî ñëó÷àéíûìè äàííûìè ìîæåò îñóùåñòâëÿòüñÿ ïðè ïðîâåäåíèè êîìïüþòåðíûõ 
èññëåäîâàíèé è ñóäåáíûõ êîìïüþòåðíî-òåõíè÷åñêèõ ýêñïåðòèç ñ öåëüþ âûÿâëåíèÿ ñêðûâàåìûõ 
çàøèôðîâàííûõ äàííûõ, çàøèôðîâàííûõ âðåäîíîñíûõ êîìïîíåíòîâ ïðîãðàìì. Â ðàáîòå 
ïîä çàøèôðîâàííûìè äàííûìè ïîäðàçóìåâàþòñÿ äàííûå, ñòàòèñòè÷åñêèå ñâîéñòâà êîòîðûõ 
áëèçêè ê ñâîéñòâàì ñëó÷àéíûõ ÷èñåë [1], êîòîðûå, â ñâîþ î÷åðåäü, ïîíèìàþòñÿ êàê âûõîäíàÿ 
ïîñëåäîâàòåëüíîñòü ãåíåðàòîðîâ ïñåâäîñëó÷àéíûõ ÷èñåë.

Òàêèå ôàéëû â ïåðâóþ î÷åðåäü îáëàäàþò âûñîêîé ýíòðîïèåé. Òàê êàê ðàñ÷åò ýíòðîïèè 
îñíîâûâàåòñÿ íà âåðîÿòíîñòÿõ âîçíèêíîâåíèÿ ñèìâîëîâ, òî åñòü íå ó÷èòûâàåòñÿ âíóòðåííÿÿ 
ñòðóêòóðà ôàéëà, çíà÷åíèÿ, áëèçêèå ê 8, ìîãóò ïðèíèìàòü íå òîëüêî ôàéëû ñî ñëó÷àéíûìè è 
çàøèôðîâàííûìè äàííûìè, íî è ôàéëû ñëîæíûõ ôîðìàòîâ äàííûõ: âèäåî- è àóäèîôàéëû, ôàéëû-
àðõèâû, èñïîëíÿåìûå ôàéëû è ò. ä. [2, 3, 4].

Êðîìå ýòîãî, äëÿ âûÿâëåíèÿ ñëó÷àéíûõ äàííûõ ìîãóò èñïîëüçîâàòüñÿ ñòàòèñòè÷åñêèå òåñòû, 
ïðèìåíåíèå êîòîðûõ öåëåñîîáðàçíî òîëüêî â ñîâîêóïíîñòè äëÿ ïåðåêðûòèÿ îøèáîê äðóã äðóãà. 
Ïðè ýòîì çàäåéñòâóåòñÿ çíà÷èòåëüíîå êîëè÷åñòâî ðåñóðñîâ äëÿ ïîèñêà ôàéëîâ ñ çàøèôðîâàííûìè 
äàííûìè è âðåìåíè íà ïîäñ÷åò ñòàòèñòè÷åñêèõ çíà÷åíèé â êàæäîì òåñòå.

Âñå ñóùåñòâóþùèå òåñòû ïðèìåíÿþòñÿ íà îñíîâàíèè ïðåäñòàâëåíèÿ ôàéëà f â âèäå êîíå÷íîé 
ïîñëåäîâàòåëüíîñòè áàéò {x1, x2, …, xN} äëèíû N, ãäå xi  X = {0, 1, …, 255}, |X| = k = 256 – 
ìîùíîñòü ìíîæåñòâà X, à N – ðàçìåð ôàéëà. Òàêàÿ ïîñëåäîâàòåëüíîñòü àíàëèçèðóåòñÿ áàéò çà 
áàéòîì èëè ïî áëîêàì ñëåâà íàïðàâî äëÿ ïðîâåðêè ðàâíîìåðíîñòè è íåçàâèñèìîñòè ýëåìåíòîâ 
ïîñëåäîâàòåëüíîñòè îòíîñèòåëüíî äðóã äðóãà.

Ðàññìîòðèì ýòó ïîñëåäîâàòåëüíîñòü èíà÷å. Íàíåñåì ïîñëåäîâàòåëüíîñòü íà ïëîñêîñòü, ïî 
îñè àáñöèññ êîòîðîé îòëîæåíû çíà÷åíèÿ îò 0 äî N, à ïî îñè îðäèíàò – îò 0 äî 255. Çàïîëíèì 
ýòó ïëîñêîñòü òî÷êàìè P(x,y), òàêèìè, ÷òî x – íîìåð áàéòà â ïîñëåäîâàòåëüíîñòè áàéò ôàéëà, à 
y – çíà÷åíèå ýòîãî áàéòà.

Ëîãè÷íî ïðåäïîëîæèòü, ÷òî äëÿ ñëó÷àéíûõ äàííûõ òî÷êè íà ýòîé ïëîñêîñòè áóäóò íàíåñåíû 
ðàâíîìåðíî. Ýòî ñëåäóåò èç òîãî, ÷òî ïîäïîñëåäîâàòåëüíîñòü ñëó÷àéíîé ïîñëåäîâàòåëüíîñòè òàêæå 
ñëó÷àéíà, à çíà÷èò, èìååò ðàâíîìåðíîå è íåçàâèñèìîå ðàñïðåäåëåíèå ïî âñåì ñâîèì çíà÷åíèÿì. 
Òàê êàê ýëåìåíòû íàíîñÿòñÿ íà ïëîñêîñòü â ñîîòâåòñòâèè ñ èõ ïîëîæåíèåì â ïîñëåäîâàòåëüíîñòè 



è çíà÷åíèåì, òî íà ýòîé ïëîñêîñòè îíè äîëæíû ðàñïîëàãàòüñÿ ðàâíîìåðíî. Ïðèìåð ôðàãìåíòà 
òàêîé ïëîñêîñòè ïðèâåäåí íà ðèñ. 1.

Ðèñ. 1
Ðàçîáüåì ýòó ïëîñêîñòü íà ôðàãìåíòû ðàçìåðîì W x H. W è H çàäàþòñÿ ïðîèçâîëüíî, ñ 

ïîìîùüþ ìåòîäà ñêîëüçÿùåãî îêíà.
Åñëè ðàñïðåäåëåíèå íà ïëîñêîñòè ðàâíîìåðíîå, òî è ïëîòíîñòü ðàñïðåäåëåíèÿ ýëåìåíòîâ 

â êàæäîì îêíå îäèíàêîâà.
Äëÿ êàæäîãî ôðàãìåíòà ïðîèçâîäèì ïîäñ÷åò ïëîòíîñòè ðàñïðåäåëåíèÿ òî÷åê â ôðàãìåíòå 

îòíîñèòåëüíî ðàçìåðà ôðàãìåíòà, òî åñòü 
i =                                                            , 

ãäå i  [1,L], L – êîëè÷åñòâî ïîëó÷èâøèõñÿ ôðàãìåíòîâ â ðåçóëüòàòå ïðîõîæäåíèÿ ïî 
ñîäåðæèìîìó ïëîñêîñòè ìåòîäîì ñêîëüçÿùåãî îêíà ðàçìåðîì W íà H.

Îñóùåñòâëÿÿ ïîäñ÷åò ïëîòíîñòè êàæäîãî ôðàãìåíòà, ìîæíî ñôîðìèðîâàòü âåêòîð 
ïëîòíîñòåé, òî åñòü âûïîëíèòü ïðåîáðàçîâàíèå:

S: f  { 1, 2, …, L}.
Â ðàìêàõ òåñòèðîâàíèÿ ôîðìàòîâ ôàéëîâ ñ âûñîêîé ýíòðîïèåé, íå ãîâîðÿ óæå îá îñòàëüíûõ 

ôîðìàòàõ ôàéëîâ, âûÿâëåíî, ÷òî â ðàñïðåäåëåíèè ïëîòíîñòåé èìåþòñÿ âûðàæåííûå âñïëåñêè, 
êîòîðûå è ïðåäëàãàåòñÿ îòñëåæèâàòü äëÿ âûÿâëåíèÿ çàøèôðîâàííûõ äàííûõ.

Ïîýòîìó â ðàáîòå ïðåäëàãàåòñÿ ïîäõîä äëÿ âûÿâëåíèÿ òàêèõ âñïëåñêîâ íà îñíîâàíèè âåéâëåò-
àíàëèçà. Äëÿ ýòîãî âûäâèãàåòñÿ è ïðîâåðÿåòñÿ ãèïîòåçà:

Çíà÷åíèÿ ìîäóëåé âåéâëåò-êîýôôèöèåíòîâ, ðàññ÷èòàííûõ äëÿ ñëó÷àéíûõ èëè çàøèôðîâàííûõ 
äàííûõ, íå ïðåâûøàåò çíà÷åíèÿ , êîòîðîå ïîëó÷àåòñÿ ýêñïåðèìåíòàëüíî.

Ïðîâåðêà ãèïîòåçû çàêëþ÷àåòñÿ â ïðîâåðêå êðèòåðèÿ:
Åñëè âåéâëåò-ïðåîáðàçîâàíèå ïîñëåäîâàòåëüíîñòè ïëîòíîñòåé äëÿ ôàéëà óäîâëåòâîðÿåò 

òðåáîâàíèþ:

ãäå Wab – âåéâëåò-êîýôôèöèåíò ñ ïàðàìåòðîì ñäâèãà b è ïàðàìåòðîì ìàñøòàáà a, à  îïðåäåëÿåòñÿ 
ýêñïåðèìåíòàëüíî, òî ôàéë ïðèçíàåòñÿ íå ñîäåðæàùèì äàííûå, áëèçêèå ê ñëó÷àéíûì.

Òåñòèðîâàíèå ïîäõîäà ïîêàçûâàåò íóëåâóþ îøèáêó ïåðâîãî ðîäà è âîçìîæíîñòü ëîêàëèçàöèè 
îòêëîíåíèé â ðàñïðåäåëåíèè áàéò â ôàéëå.

(      i  )
(     i   =  W   H)  

| | > 0,  , 
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A. P. Mikhalkova, A. S. Zaytsev
The Baysean Approach Appliance for Early Detection of Insider Threat 

Key words: insider, Bayesian network
Purpose of report is to increase the information security level of an organization from insider threats. The 
report presents the method of detection and determination of the type of supposed insider threat with 
the help of the Bayesian approach.
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Î ÏÐÈÌÅÍÅÍÈÈ ÁÀÉÅÑÎÂÑÊÎÃÎ ÏÎÄÕÎÄÀ 
ÄËß ÐÀÍÍÅÃÎ ÎÁÍÀÐÓÆÅÍÈß ÂÍÓÒÐÅÍÍÈÕ ÍÀÐÓØÈÒÅËÅÉ 

ÈÍÔÎÐÌÀÖÈÎÍÍÎÉ ÁÅÇÎÏÀÑÍÎÑÒÈ

Â íàñòîÿùåå âðåìÿ ñóùåñòâóåò ìíîæåñòâî èññëåäîâàíèé, ïîñâÿùåííûõ ïðîòèâîäåéñòâèþ âíåøíèì 
óãðîçàì ÈÁ, ðàçðàáîòàíû ïîëíîöåííûå ìåòîäîëîãèè è ñïåöèàëèçèðîâàííîå ïðîãðàììíîå 
îáåñïå÷åíèå. Âîïðîñ ïðîòèâîäåéñòâèÿ âíóòðåííèì óãðîçàì ÈÁ ïðîðàáîòàí íå íàñòîëüêî õîðîøî, 
íî â òî æå âðåìÿ 77,6 % ðóêîâîäèòåëåé ÈÒ è ÈÁ çàÿâëÿþò, ÷òî îñíîâíàÿ îïàñíîñòü äëÿ 
îðãàíèçàöèé ñâÿçàíà ñ âíóòðåííèìè óãðîçàìè, à èìåííî ñ óòå÷êîé èíôîðìàöèè îãðàíè÷åííîãî 
äîñòóïà, íåëîÿëüíûì èëè ïðåñòóïíûì ïîâåäåíèåì ñîòðóäíèêîâ è ïð. [1]. Îñíîâà óñïåøíîãî 
ïðîòèâîäåéñòâèÿ èíñàéäåðó – åãî ðàííåå âûÿâëåíèå. Ââèäó ýòîãî êðàéíå àêòóàëüíîé çàäà÷åé 
ÿâëÿåòñÿ ðàçðàáîòêà ýôôåêòèâíîãî ìåòîäà îáíàðóæåíèÿ âíóòðåííèõ íàðóøèòåëåé íà ðàííåì ýòàïå 
ðåàëèçàöèè óãðîçû ÈÁ.


