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OnbIT PEAINSALN TTMJTIOTHOI O MPOEKTA EBPOMEVICKON CUCTEMBbI
OMNoOBEWEHWA N OBMEHA NH®OPMAUWMEW NO MHPOPMALNOHHOW

BE3OINMACHOCTN*
DOI: http://dx.doi.org/10.26583/bit.2018.1.01

AnvoTauna. PopmMupoBaHMe rnobasbHOro MHGOPMaLUMOHHOIO 06LLECTBA C 0COO0M OCTPOTOW
CTaBUT nNpobniemMy pasBUTUA KynbTypbl WMHGOPMAaLMOHHON 6e3onacHocTM. B [JokTpuHe
NHOPMaLMOHHOI 6e3onacHOCTY Poccuiickoin deaepaumn, NpUHATON B Aekabpe 2016 roga, Kak
OfHa M3 OCHOBHbIX Yrpo3 OMpeaenseTca HW3Kas OCBEAOM/IEHHOCTb FpakaaH B BOMpocax
obecneyeHns IMYHOM MHPOPMALMOHHON 6e30MacHOCTM.

OfHMM 13 Hambonee BaXHbIX MEXaHW3MOB MOBbILLEHWS KOMMNETEHTHOCTU W (POPMUPOBAHUSA
Ky/IbTYpbl MH(OPMaLMOHHOM 6e30MacHOCTM, NMOMMMO MacCOBOro O6yYeHWs MOfeR, ABNAKTCA
MeToAbl nponaraHfbl W CO3[4aHUS  «TOPAYMX  NMHWIA».  OHM  MO3BONAIOT  LUMPOKONA
06LecTBEHHOCTN 6paTb Ha Cebs MHMUMATUBY B HAOMOAEHUN U YBELOMIEHUN O KOMMbIOTEPHbIX
MHUMAeHTaxX. PassuTve nofo6HbIX MOAXOA0B LienecoobpasHO OCYLIeCTB/IATb C  YYETOM
HaKOM/IeHHOr O CerofHs MeXAyHapoAHOro OnbITa.

C o9aTOM Uenbl0 B CTaTbe paccMaTpvBaeTCs €BPOMECKUA  ONbIT  CO3[4aHUA  CUCTEMbI
NHOPMAaLNOHHO-KOHCY/TbTAaTUBHON MOMOLLM B 061aCTV NpeaynpexaeHns yrpo3 6e30macHoCcTu
MCNONb30BaHWSA 0OLLEAOCTYNHLIX W KOPMNOPaTUBHBLIX WH(OPMAaLMOHHBIX CUCTEM, a TakXXe
NNKBUAAUMN NOCNEACTBUN MPOSIBMEHUA Yrpo3 B MH(OPMALMOHHOW ciepe. AHanmM3 onbiTa
peannzaumm NUIOTHOIO NPOEKTa eBPOMNECKOM CUCTEMbI OMOBELLEHUS U 06MeHa MH(opMaLmeit
BbISIBU/ Lie1eC006pa3HOCTb MPOEKTUPOBAHMS MOJAO6HbIX CUCTEM HA OCHOBE MOAENW YMpaB/ieHUs
C YeTbIpbMsA WUrpokamu, O0ObeAMHSIOLLEN OnepaTtopoB CETW, MPOM3BOAUTENEN WHDopMaLUn
(KoTOpble ABNAIOTCA MOCTaBWMKamMu WT-NpoaykToB wnu crneuuanuctamn B obnactm UT-
6e30MacHOCTH), NIOKa/IbHbIX UH(OPMALMOHHBIX MOCPEAHUKOB U NoTpebuTeneit nHgopmauyun. B
KayecTBe MOAeN MH(OPMALMOHHOIO MOTOKa MOXET ObITb BblOpaH Y3es, KOTOpbIA 3anycKaeT
NOKa/IbHbIA  Be6-nopTasl, NPeAOCTaB/AIOWMA UHDOPMaLMIO AN KOHEYHbIX MO0Nb30BaTeNEN,
(hopMuMpyeT HOBYHO WMH(OPMALMIO, afanTupyeT MH(OPMaUMo K OrpaHuYeHnsM pas/iyHbIX
KaHa/l0B PacnpoCTpaHeHMsi 1 K XapaKTepUCTUKaM LiefieBbIX FPYnn KOHEYHbIX MO0/b30BaTesieil.
MeTofonornsa nNWIOTHOTO MPOeKTa MOXeT OblTb MCMOo/b30BaHa MNPU  MPOEKTUPOBAHUN U
pa3BepTbIBAHUM CUCTEMbl OMOBELLEHUS U O6MeHa WH(opMauuen, OpPUEeHTUPOBAHHOW Ha
KOHEYHbIX MNO/b30BaTe/Iell HECKO/IbKUX PErvoHOB WM CTpaH, COTPYAHMYaoWMX B 06/1acTu
NHHOPMALIMOHHO 6e30MacHOCTW.

KnwouyesBble cnoBa: I/IH(*)OpMaLI,I/IOHHaH 6630I'IaCHOCTb, OCBEAOM/NIEHHOCTDb no Bonpocam
MHDOpMaLNOHHON 6e3onacHOCTM, CUCTemMa OMNOBeleHUA U ob6MeHa uMHDoOpMaunei, KyabTypa

MHOpMaLMOHHON 6e30nacHOCT L.

Ans umTuposanna. MAJTHOK, AHaTonuii A.; MONAHCKASA, Onbra FO. OMbIT PEANT3ALV MNNOTHOIO
MPOEKTA EBPOMENCKOW CUCTEMbI OMOBELLEHUA 1 OBMEHA MH®OPMALIMEI NO
NH®OPMALIMIOHHOW BE30MACHOCTW. Be3onacHOCTb MHAOPMALMOHHbIX TexHonoruid, [S.1], v. 25, n. 1, p.
6-18, 2018. ISSN2074-7136. jocTynHo Ha: <https://bit.mephi.ru/index.php/bit/article/view/1089>. laTa
pocTtyna: l4feb. 2018. doi:http://dx.doi.org/10.26583/bit.2018.1.01.

*

EI'IarO,EI,apHOCTI/I. Pa6oTa BbIMo/HeHa nNpu (GUHAHCOBOW noaaepxke PP DU (oTaeneHuve 06WECTBEHHbIX W
rymaHuTapHbiX Hayk), npoekT Ne 15-03-00248: T[lpoBefeHWe Hay4HbIX WCCNeAOBaHWUA NO HanpaB/ieHU
«dDopmupoBaHue B 06l ecTBe KybTypbl UHOPMaLMOHHOM 6e30MacHOCTMY.
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Experience of the pilot implementation
of the european information sharing and alerting system in the field

of information security
DOI: http://dx.doi.org/10.26583/bit.2018.1.01

Abstract. The formation of a global information society poses a particular challenge to the
development of an information security culture. In the Doctrine of Information Security of the
Russian Federation, adopted in December 2016, one of the main threats is the low awareness of
citizens in matters of ensuring personal information security.

One of the most important mechanisms for increasing competence and forming an in-formation
security culture, in addition to mass training of people, are methods of propaganda and creation
of "hot lines". They allow the general public to take the initiative in monitoring and reporting
computer incidents. The development of such approaches should be carried out taking into
account the international experience accumulated today.

To this end, the article examines the European experience of creating a system of information
and advisory assistance in the field of preventing threats to the security of public and corporate
information systems, primarily information and telecommunications networks, as well as
eliminating the consequences of threats in the information sphere. The analysis of the experience
of implementing the pilot project of the European Information Sharing and Alert System has
revealed the advisability of designing such systems on the basis of a management model with
four players that unites network operators, information producers (who are IT product suppliers
or IT security specialists); local information intermediaries and consumers of information. As a
model of the information flow, a node can be selected that runs a local web portal that provides
information to end users, generates new information, adapts information to the constraints of
various distribution channels, and to the characteristics of end-user target groups. The
methodology of the pilot project can be used in the design and deployment of a notification and
information exchange system aimed at end-users of several regions or countries cooperating in
the field of information security.

Keywords: information security, information security awareness, information sharing and

alerting system, culture ofinformation security.
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BBepgeHune

Pa3BuTMe rnobasbHOro MHGOPMaUMOHHOIO OO6LLEeCTBA BbIABMraeT Ha nepefHUiA nnaH
3agadyy  (hopMMpoBaHUA  CMEUU(UYECKMX OOLLECTBEHHbLIX OTHOLIEHWA W HOBbIX  (HOpM
MEX/MYHOCTHOIO W KOPropaTMBHOro B3aMMogencTeus. OCO6eHHO 3TO KacaeTcs BOMPOCOB
obecrneyeHns NYHON, OOBLLECTBEHHOW W  rOCYAapCTBeHHOW 6e3onacHocTU. HoBU3Ha
MOCTaB/IEHHOW 3afayn OnpefenseTcs TeM, YTO B HACTOsLLUee BpPeMsi HeAOoCTaTOYHO Hay4HbIX
paboT no npuHuMnam opMUPoBaHNSA KynbTypbl MHGOPMaLMOHHOK 6e30MacHOCTN, OCOGEHHO B
Poccuu.

Mo MHEHWIO aBTOPOB MHOIMX Hay4HbIX CTaTeil B 3aTO obnactu [1-4], hopmupoBaHMe B
o6LecTBe Ky/bTypbl MH(OPMaLMOHHOA 6e30nMacHOCTM NpeAnonaraeTt, npexae BCero, cosjaHue
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MEeXaH13MOB, C MOMOLLbIO KOTOPbIX rOCYAapCTBO MOXET MOBAMATL HA MPOLECChbl PasBUTUSA
NHHOPMaLMOHHOIo 06LLecTBa 1 NepenTy OT AeKnapauuy OCHOBHbIX HanpasieHUA NOUTUKA B
3TON cdhepe K pa3paboTKe KOHKPETHbIX NporpamM M MaccoBOMY OOYYEHWMIO LUMPOKUX CIIOeB
nonb3oBatenein. Cpean nepBooyepefHbIX 3afady 3KCMepTbl B CBOMX paboTtax [5-9] BblaenstoT
CliefyroLme: paclumMpeHne BKada CPefcTB MacCoBOW WMHopMauuy B mponaraHay KynbTypbl
NH(OPMaLMOHHON  6e30MacHOCT, COBEPLUEHCTBOBAHME TUMOBbLIX HOPM MO  06ecneyeHunto
6e30MacHOCTN UCMO0/b30BaHNA 0OLLEAOCTYMHbIX 1 KOPMNOPaTUBHBLIX MHPOPMALMOHHBLIX CUCTEM Y
NHOPMaLNOHHO-TENIEKOMMYHUKALMOHHbIX CETEN, peansaums CUCTEMbl MACCOBOro 06y4YeHus B
06nactTn KynbTypbl WH(OPMALMOHHON 6e30MacHOCTU C  MCMOJ/b30BaHMEM BO3MOXHOCTEMN
rnobasibHbIX  MHOPMAaLNOHHO-TEIEKOMMYHUKALUMOHHBIX — CeTeld,  pa3paboTKa  OCHOBHbIX
06pazoBaTeNibHbIX NPOrpamMmM Mo YOPMMPOBaHUIO KY/bTYPbl MH(POPMAaLLMOHHON 6e30MacHOCTW.

B 3TOM nepeuyHe 3agay, Kak oTMe4yaeTcd B psige pabot [10-15], ogHO U3 rnaBHbIX MECT
3aHMMalOT BOMPOCHI CO3AaHUA CUCTEMbI MH(OPMALMOHHO-KOHCY/IbTATUBHOM NOMOLLY B 06/1aCTK
npegynpexaeHns yrpo3 6e30nacHOCTM UCMO/b30BaHNA OO6LLEAOCTYMHLIX WM KOPopaTUBHbIX
MNH(OPMaLMOHHBIX CUCTEM, B MepBYHD Oyepedb MH(OPMALMOHHO-TENEKOMMYHUKALNOHHBIX
CeTell, a TaKxe NMKBMAALMW MNOCMeACTBUMA MPOABMEHMS YIpo3 B MH(OPMaLMOHHONW Ccdepe.
MpeacTaBnsieTcs, 4YTO OCHOBHOE BHMMaHWe TMpyY OpraHu3auMm Takon WH(OPMaLMOHHO-
KOHCY/IbTaTUBHOM MOMOLUM [AO/MKHO ObITb COCPEAOTOYEHO Ha psfe ChefyrolmX K/UeBbIX
npo6nem:

e CO3daHMe MOpPTa/ioB W CalTOB, COAENCTBYHOLUMX OKa3aHWK  MH(OPMaLMOHHO-
KOHCY/IbTaTUBHOM  NOMOWM  NO/b30BaTeNssM  OOLLEAOCTYMHbIX M KOPMOPaTUMBHbIX
NHOPMaLMOHHBIX CUCTEM, N MH(OPMALMOHHO-TENEKOMMYHUKALMOHHBIX CETEN;

e paspaboTka W  peanm3auMsi  MEPCrEeKTUBHLIX  MPOEKTOB  HErocyAapCTBEHHbIX
OpraHu3aLuin, HanpaBneHHbIX Ha OKa3aHWe MH(OPMaLMOHHO-KOHCY/IbTaTUBHON MOMOLLK;

* COBEpPLUEHCTBOBAHME MPaBOBbIX MEXaHW3MOB OpraHu3auuMm LUIMPOKOro obMeHa
NHopMaumner N B3aMMOJENCTBUA Ha MeXAyHapo4HOM YPOBHE B LeNsX MpeaoTBpalleHuns
HOBbIX Yrpo3, NpMobpeTatoLLMX TPaHCTPaHUYHBIA XapaKTep;

*  COBEpPLUEHCTBOBaHME B3aMMOAENCTBUS YMOTHOMOYEHHbIX FOCYAapPCTBEHHbLIX OPraHoB
Ha MeXayHapOoAHOM YpPOBHe.

Ha cerogHslUHWA AeHb OONbLUIOW MNPaKTUYECKUIA WMHTepec NpeAcTaBnseT 3apyOeXKHbil
(Npe>xxge BCero, eBpOMeCKMiA) OMbIT CO3J4aHWA Takoro poja CUCTEM  WH(OPMaLMOHHO-
KOHCY/IbTaTUBHOM MOMOLLUM, KOTOPbIA W  SBNSETCA NPeAMETOM  Aa/lbHEMLero  Haulero
paccMOTpeHUs.

1. Nctopusa sonpoca (npoekT FISHA)

[o Hauana 2000-x rofoB pa3BUTble EBPOMENCKME FOCyAapCTBa He Oblv 06ECMOKOEHbI
OTCYTCTBMEM Y rpaxaaH 3HaHWi B 06/1aCTN CETEBOI N MHPOPMALMOHHON 6e30MacHOCTU, 3HAHWIA
0 TOM, YTO TakOe PUCKM W Yrpo3bl B 3TOM clepe M Kak 3almTuTb cebs OT HMX. Ho, B KOHLE
KOHLUOB, B cTpaHax EC nosBunocb MOHMMaHWe, 4YTO 6e3 OnpefeneHHONW KynbTypbl W
Hag/iexallero B  CMbIC/Ie  MH(OPMAUMOHHOM  6e30MacHOCTM  MOBEAEHUA  TpaxjaHe W
npeacTaBuTeNM MasbIX W CPeAHMX NpeanpuaTuid, nonb3ytowmecs WKT-ycTpoiicTBamu,
MOAK/MOYEHHbIMA K VIHTEpHETY, MpPefCTaBAlT  Yrposy A1  KPUTUYECKM  BaKHbIX
VNHOPMaLMOHHBIX MHPPACTPYKTYp CBOMX CTpaH. MHoruve akcnepTtbl [16-20] nonaratoT, 4To 6e3
ONpeAeneHHOro YpPOBHS MOArOTOBKWM W MH(OPMMPOBAHHOCTM pPabOTHMKOB MO BOMpOCaM
NHOPMaLMOHHOM  6e30MacHOCTM  HEBO3MOXHO 06ecneunTb Ky/nbTypy 6e3omacHOCTM B
opraHusaumsx. OCHOBOW A5 (POPMUMPOBaHUA Ky/bTypbl WMHHDOPMaLMOHHON 6e30MacHOCTU B
PasBUTbLIX CTpaHax CTaJiM PeKOMeHJauuu W aHaInMTuyeckue MaTepuanbl  OpraHusaumn
39KOHOMWYECKOro CcoTpyAHuyecTBa M passutna (O3CP) [15, 21-23], a TakKe OOKYMEHTbl U
pesontoummn Esponerickort komuceumn 1 Esponeiickoro Cotrosa [24-26, 28]. B psife LOKYMEHTOB
[29-32] EBponeiickasi KOMUCCUA MPU3HaNa BaXXHOCTb r106a/bHbIX MEP MO MOBLILIEHNHO YPOBHS
NH(OPMMPOBAHHOCTN  [JOMALLUHUX MOMb30BaTeNed W NpefcTaBuTeniel MablX W CPefHUX
npegnpuatuin (MCI) no BonpocaMm MH(OPMaLMOHHOM 6e30MacHOCTX M OTBefa B 3TOM Jefe
K/IHOYEeBYHO ponb rocygapcrteam-yneHam EC. B uensx NOBbILEHMS €BPOMENCKOro noteHumana
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pearvpoBaHus Ha ceTeBble Yrpo3bl 6e3onacHocTy B 2006 rogy Komuccusi B cBoeit «CTtpatermm
Ans 6e30nacHoro MHMOPMaLMOHHOro 06LLEeCTBa» MPeAnoXunna co3aaTb €BPOMENCKYHD CUCTEMY
obmeHa MHgopmaumein n onoseweHns (EISAS - European Information Sharing and Alerting
System) [27].

Mpegnonaranock, 4to cuctema EISAS fomkHa:

e CnocobCcTBOBaTH COBEPLUEHCTBOBAHMIO Y BCeX rpaxaaH EC, a Takxke npeacTaBuTenen
MCI1 3HaHWIA 1 HaBbIKOB, HEOOXOAUMbIX ANA 3alUWTbl CBOMX UT-CUCTEM U MH(OPMALMOHHBIX
Pecypcos;

e chenatb AOCTYMHOW MHOpPMaLMIO MO 6€30MacHOCTU NS BCEX EBPOMENCKUX FpaXxKaaH v
npegcrasuteneit MCI Ha UX pogHOM $A3bIKe;

* ONUPaTbCA Ha HaLMOHa/IbHbIe BO3MOXHOCTW rocyapcTB-yseHoB EC;

* aKTVMBM3WPOBaTb  COTPYAHWYECTBO  MeXAy  HauMOHa/IbHbIMWU/TOCYAapCTBEHHLIMU
rpynnaMu pearmpoBaHuna Ha KoMnbtoTepHble nHUnaeHTbl CERT B rocygapcteax-yneHax EC.

EBponelickas Kommccus obpaTwunacb K areHTCTBYy MO CETEBOM M MH(OPMaLVOHHOM
6e3onacHocTn EBponelickoro coto3a ENISA ¢ npocb60i «M3y4nTb BONPOC O Lie/1ecoobpasHoCTU
€BPOMENCKON MHOTMOSA3bIYHOW CUCTEMbI MO 0OMEHY WH(oOpMauuen 1 onoseweHus» [27]. o
nHMuMaTBe EBPOMENCKON KOMMUCCUMM Obl HayaT pacCUMTaHHbI Ha [0/roe BPems MpPOeKT
EISAS. OH npowen MHOro 3TanoB OT MepPBOHAYA/IbHOIO TEXHUKO-3KOHOMWUYECKOIO
o6ocHoBaHus B 2007 rogy A0 NepBOro KpyrnHomacLTabHoOro NnoTHOro npoekta B 2012 rogy.

B cootBeTcTBUM C pekomeHpaumsmn EISAS Roadmap [33] B 2009-2011 rogax 6bina
paspaboTaHa CTpyKTypa Ans obmeHa nHgopmaumein n onoseweHns FISHA (The Framework for
Information Sharing and Alerting). MpoekT FISHA [34] Hauancd B 2009 rogy C Uuenbio
peanunsaummn mogenmn EISAS. B LeHTpe BHUMaHWA NpoekTa 6b110 TPY OCHOBHbIX Harnpas/ieHus:

e  TEXHMYECKOe pelleHne ana obmeHa nHhopmauuer: P 2 P AN 1 ceTb NOKa/bHbIX Y3708,

* MOMMUTUYECKAs CTPYKTYypa, BKAHOUAOLLaA KOHUEMUMI0 pacnpocTpaHeHUs MHgopmamu
1 PeKOMeHAaLMM Mo CO3AaHNI0 YCTOMUMBOI MOLENN YIPaBNEHNS;

* MfaH KOMMYHMKaUWIA, BK/IOYAKOLWWUIA MaTpULy KOMMYHUKALMIA M XapaKTepUCTUKY
OCHOBHbIX LiefIeBbIX rpynn 411 MH(HOPMUPOBaHWS.

B HacToslLLee BpeMsi M3BECTHbI PasHble MOAX0Abl U MOZENIN CUCTEM 06MeHa MH(opMaLmei
Nno UHMOPMaLMOHHON 6e30MacHOCTH, OMucaHHble B page Hay4dHbIX paboT [35- 41]. KoHcopuuym
FISHA npegnoxun Mmofenb ynpaeneHns Ans Yetbipex urpokos (Mogens FISHA) [34]:

* OpraHuM3auumn ceTeBoi 6e30NacHOCTHU;

* MPOV3BOANTENN MH(OPMALK,

* /I0KaJIbHble H(OPMALMOHHbIE MOCPeHMKM (BpOKepbI);

* noTpebuTenn nHpopmaumn (T.e. rpaxaaHe n npeacrasutenn MCrT).

OpraHuzaumn ceteBoil 6€30MacHOCTM 3aHUManM LeHTPa/IbHOE MECTO B 3TOM MOAEM,
MOCKONIbKY OHW CTai  Obl OCHOBHbIMW CTOPOHaMK, 3aMHTEPecOBaHHbIMW B  3anycke
HaLMOHaNbHbIX CUCTEM OMoBeLLeHNs 1 obmeHa WHhopmauyein. K kateropum opraHusauuii
ceTeBOM  6e30MacHOCTM  OblIM  OTHECEHbl  HaUMOHa/IbHblE  FOCYAapCTBEHHbIE  FPYMMbl
pearMpoBaHus Ha KOMMblOTepHble uHUMAeHTbl CERT, a Takke [pyrue opraHusaumu,
3aHVMatoLyecs Mnofo6HOM [eATeNbHOCTbIO B rocypapctsax-uneHax EC. TMpoussogutenu
NHopMaLumM 1 NHGHOPMAaLMOHHbIE MOCPEAHUKN, 6e3YCNOBHO, CUUTAINCL KPUTUYECKN BaXKHLIMU
Cy6beKTaMu, HO BbINMOMHANN NNLLb AONOMHUTESNIbHbIE (DYHKLMN.

MpoekT FISHA npeanoxun aga Buaa y3nos Ans ynpaBneHUss COBMECTHOW paboTon 3aTuUX
WIPOKOB: LIEHTPa/bHBIN Y31 U HECKO/IbKO 6a30BbIX Y3108 [34]. C TOUKM 3peHns TEXHWUYECKOrO
aAMUHUCTPUPOBaHWS, OpraHM3auns CeTeBOW 6e30nacHOCTW, NpeAcTaBnAoWas LeHTpasbHbI
y3en, MOMUMO BCEro MpoYero, A0/HKHa Oblfa HeCTU OTBETCTBEHHOCTb 3a YMpaBfieHWE CETbio
6a30BbIX Y3/10B. C 3TOI Lenbio B npoekTe FISHA 6bi1 paspaboTaH NpoToOTUN BEBG-NPUNOXKEHNS
(cuctema FISHA), KoTopblil Obln OCHOBaH Ha TexHonorun P2P ans obmeHa MHgopMauvein B
ceTn. LleHTpanbHbIil y3en [OMKEH 6bl1 BbIMNOMHATL (PYHKUMM MHTepdeiica C LeHTpabHbIMM
y3namu B Apyrux crtpaHax. O6beAMHeHHble BuAbl [OeATeNbHOCTM,  OCYLLECTBsSieMble
LEHTpa/ibHbIM  Y3/10M M 6a30BbIMW  Y31aMW, OMUCLIB/INCL KaK HalMOHa/bHas CcucTema
ornoseLleHns 1 obmeHa MHgopMaumed. HesaBMCMMO OT TOrO ABAANACA /N LEHTPabHbIA y3en
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rpynnoit CERT, v HeT, 3Ta posib npeanosnarana B3sTve Ha cebs OTBETCTBEHHOCTM 3a paboTy u
KOOpAUHALUMIO HALMOHA/IbHOW CUCTEMBI OMOBELLEHMSt U 0OMeHa MHoPMaLMen.

"naBHbIM pe3ynbTaToM npoekTa FISHA 6bIn0 co3gaHue NpoToTuna Be6-NPUNOXEHUS ANs
ornoseLLeHns 1 obmeHa uHgopmMaumer. Mpoekt FISHA vHuUMMpoBan co3faHue ceTu rpynn
NH(OPMaLMOHHON 6e30NacHOCTW, Cpean TeX HauMOoHa/bHbIX/rocyaapcTBeHHbIX rpynn CERT,
KOTOpble  cornacunucb MNpPeaocTaBnsaTb B CTAHOAPTHOM  hopmarte  MHQOpMauuo Mo
6e30MacHOCTW, O0ObIYHO WCMOMb3YEMYHO [N WMH(POPMUPOBAHUA U OMOBELLEHUS KOHEYHbIX
nonb3oBatenein. B npuHumne, kaxpas rpynna CERT ucrnonb3yeT OAHM U Te XK€ WUCTOYHUKM
NH(OpMaLMN 1N NOAMUCLIBAETCA HA OLHU W Te XKe CMUCKWU paccbliKM 1 RSS-KaHabl gns Toro,
4TOObI CMeAnTb 3a MHUMAEeHTaMK 6e30MacHOCTY B VIHTepHeTe B Lie/IOM. 3TV BUAbI AeATeNIbHOCTH
npegnonarasiocb pasfenTb Mexay Heckosbkumuy rpynnamu CERT, 1 Takum 06pa3om AoCTUYb
CUHepreTnyeckoro agdekTa. B pesynbtaTe npoekTa 6bl1a co3gaHa MoLesb NPOTOTUMNA CUCTEMBI,
cornacHo kotopoi rpynnbl CERT pa3gensitoT 3Tu "06beKTbl MHpopMaLmn'” 1 NyOANKYHOT UX Ha
POAHBIX A3blKaX Lie/IeBON ayAUTOPUM - TPaXK4aH 1 Masioro 1 cpefiHero 6usHeca.

MpoekTt FISHA cTapToBan ¢ gestenbHocTn EISAS no céopy, 06paboTke (KoHConngauum v
(hopMaTMPOBaHMIO) M PaAcMpPOCTpaHeHNo uHpopmMaumun (NPefoCTaBeHNIO MHGopMauun) B
pamKax npouecca nepegayv MHGopMaumn, UMerLLEen OTHOLEHMe K 6e30nacHOCTM, MO CeTU OT
NCTOYHMKA [0 KOHEYHOro nosb3oBatens. Pafg aKcneptoB OTMETWAM, 4TO cuctema FISHA
NOTEHUMA/IbHO MOXET ObITb OYeHb MOMIE3HON, €CIM UCNOMb3YeTCs 15 «COBMECTHOIO aHa/in3a»
nHpopmauum  [34]. Mpoekt FISHA 6bin 3aBepweH B 2011 rogy, [oOKasaB MNpaBUIbHOCTb
KoHUenuun. OH Mpessiokun COBMECTHYHO TEXHUYECKYH MnatgopmMy And  obecrneyeHus
3(heKTMBHOrO 0OMeHa M pacrnpocTpaHeHUs MHQOPMaLUMX MO MOBbILLEHNIO OCBELOM/IEHHOCTM
rpaxkaaH 1 npeanpuaTUiA Masnoro u cpefHero 6usHeca. B KavecTBe nMAOTHOrO npoekTta EISAS
cuctema FISHA obecneunBana TeEXHUYECKME CPeLCTBa A8 PacnpocTpaHeHust HGopmayumn no
NH(OPMaLMOHHON 6e30MacHOCTV Cpean MPOU3BOAUTENEN W NoTpebuTenein MHpopmauun. 3TO
No3BO/INII0 YYaCTHUKaM CTPYKTYpbI:

e co3faTb 00Wy 6azy [aHHbIX WMEHLWMXCS MaTepuasioB  [ANd  MOBbIEHMS
0CBeZIOM/IEHHOCTY M0 BOMpocaM MH(OPMaLMOHHON 6e30MacHoCTH;

e npocMaTpmBaTb MHOPMALMIO B 3TON 6a3e AaHHbIX;

* YBeLOMNATbL APYr Apyra O HelaBHO NOSABMBLLMXCA MaTepuanax;

* 00MeHVBaTbCA 00LLEAOCTYMHLIMU MaTepuasiaMmn 1 y4acTBOBaTb B UX CO3[4aHNN;

* MpenocTaBnAaTb JIOKa/IbHbIM WH(OPMALMOHHLIM MOCPefHNKAM [OCTYMN K JIOK&/1bHO
a[anTMpoBaHHbLIM MaTepuaiam.

ENISA npeactaBuna nnaH  cuctembl  EISAS, cornacHo  KOTOPOMY — OCHOBHble
(hYHKUMOHaIbHbIE BO3MOXHOCTM M ycnyrn EISAS  pomkHbl 6bliM 6bITb  paspaboTaHbl U
BHefpeHbl B BMAE pervoHasbHoro npototuna EISAS Basic Toolset 8 2011 roay [42]. 3aTem
3TOT NPOTOTMN A0/MKEH BblN ObITb pacnpoCTpPaHEH Ha 6onee KpynHble coobulecTsa B 2012 rogy
B paMKax KpynHOMacluTabHOro nWIOTHOMO MpPOeKTa €BPOMEeNCcKo CUCTEMbI  OBMeHa
NHopMaLMeld N ONOBELLEHNS.

B 2011 ropgy areHTtcTBO ENISA passuno nogxosd EISAS B skcneprmeHTa/IbHOM MPOeKTe
MO MOBbILEHNIO WH(OPMALMOHHOW OCBELOM/IEHHOCTM FpaXaaH W NpPeanpuAaTAA Masiioro wu
cpefHero ©OmM3Heca B paMKax OfAHOro rocypgapcrea-dneHa EC. Cnabas noarotoBka u
MH(OPMMPOBAHHOCTL 3TUX LENEBbIX TFPYMnn Mo BOMpocaM WHHOPMaUMOHHON 6e30MacHOCTM
NpU3HaeTcd MHOTMMK aBTopamMun [43-47] cepbe3HOM Yrpo3on [ANd KPUTUYECKM BaXKHbIX
NH(OPMALMOHHBIX MHPPACTPYKTYpP MHormx crpaH. EISAS Basic Toolset paspabaTbiBasicsi Kak
meTofonorus, obneryarowas MHMOopMUpoBaHue LenesbiX rpynn EISAS 06 mHhopMaLOHHOW
6e30MacHOCTU 1 paclumpsaowas Ux BO3MOXHOCTM 3a CYET MNpPeAocTaBeHns HeobXOAUMbIX
CPeACTB 3alUTbl MX KOMMbIOTEPOB WM MH(OPMALMOHHbLIX aKTUBOB M MOMOLUX B OB/aJeHUM
Heo6X04MMbIMM HaBblKaMn [42]. Tpeanonaranocb CBA3bIBATLCA C  LENEBbIMW  FpynnaMu
rpaxgaH yepes npeanpusaTrs, Ha KOTOPbIX OHW paboTanu, 1 pacnpoCTPaHATb CPean HUX:

* OMoOBeLLeHUs 1 NpeaynpexneHns;

* pexkoMeHaaLuu;

* nepefoBble MPAKTUKN W WMHHOPMALMOHHO-MponaraHANCTCKME Martepuanbl, B Buie
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NIMCTOBOK, BMAEO, MY/IbT(OUIbMOB W T.A,

TexXHNKO-3KOHOMMYECKOE MCCnefoBaHne pasBepTbiBaHUA cucTteMbl EISAS nokasano, 4o,
ncnonb3ya nogxof EISAS Basic Toolset, MOXHO 3HAUMTENbHO MOBbLICUTH WUH(OPMALMOHHYHO
6e30MacHOCTb KOHEYHbIX M0/b30BaTeNell 1 UX KOMMbIOTEPHOIO 060pYyLOBaHNA B AOMaLUHUX
ycnosuax [48]. KnwoueBbiMM  (pakTOpaMn ycnexa CTaM  WUH(OPMMPOBAHME  KOHEYHbIX
nonb3oBaTenien 06 NMHHOPMAaLMOHHON 6e30MacHOCTM B COOTBETCTBMM C UX MOTPEOHOCTAMU U
NMOHUMAaHNEM, a TaKXKe MpefoCTaB/IeHMe UM CTPYKTYPbl MOAAEPXKKM ANS OKa3aHWs orepaTUBHOM
MOMOLLM B C/ly4ae HeO6XOAMMOCTW.

2. PeanM3zayms 0CHOBHbIX MPUHLMNOB MH(POPMUPOBaHNSA MO/1b30BaTe el

YnowmsHyTbId  Bblle nogxod Basic Toolset onpegenun ocHoBy 605ee  KpYMHOro
3KCMEepPUMEHTa/IbHOr0 pa3BepTbiBaHNA C Yy4aCTUMeM HeCKO/IbKMX rocyAapCcTB-U/IeHOB, KOTOpoe
OblNO OCYLLECTB/IEHO B BUAe KpynHoMacliTabHOro nuMnoTHoro npoekta EISAS Large-Scale
Pilot, peanusosaHHoro B 2012 rogy (3to 6bi10 onpefeneHo B nnaHe EISAS Roadmap [49]).
KpynHomacLuTabHbIi MANOTHBIA NPOEKT pa3BepTbiBaHMS Obl1 COCPEAOTOYEH Ha [BYX OCHOBHbIX
acnekTax: COTPYAHMYECTBE MeXay COOTBETCTBYHOLMMW K/IHOYEBLIMU UrpoKaMu, a TakKxke
COBMECTHO 06paboTke M pacnpocTpaHeHUn MHGopmaumn (cm. puc. 1). B pamkax nNuaoTHOrO
npoekTa EISAS HaluMoHa/bHbIe NMPaBUTeNLCTBEHHbIE TPYNMbl pearnpoBaHna Ha KOMMbIOTEPHbIe
nHumaeHtol CERT u apyrue nopo6Hble coobllectsa B epmaHumn, BeHrpuwn, MopTyranuu,
Hopserun, WcnaHum 1 [ofblie  06bEAMHUAM  YCUIMA  C L/l MOBbILLIEHNS
MH(OPMMPOBAHHOCTN  [JOMALLHUX Mofb3oBatenied 1 npeactasuteneii MCIT no Bonpocam
NH(OPMaLMOHHOI 6e30MacHOCTW.

Puc. 1. Ponu n BuAbl 4eSTEeNbHOCTU y4aCTHUKOB MUIOTHOIO NpoeKTa
(Fig. 1. Roles and activities ofparticipants in the pilotproject)

Mposaigepamu MHGopMaLun 6b1u:
+ HeMeukas komnaHus Deutsche Telekom AG (DTAG);
* HOPBEXCKWIA LEHTP MH(opMaLnoHHon 6e3onacHocTn NorSIS, rocyfapcTBeHHbIA opraH

Hopseruu.

B uncno pacnpocTpaHuTenein MHpopMaLm BXOLNIN:
e areHTCTBO npaBuTenbCTBa KartasioHuw, oTBevatoLlee 3a obecrieveHve 6e30MacHOCTM
NHOPMaLNOHHO-KOMMYHUKaLMOHHBLIX TexHonornii (MKT) CESICAT. (CESICAT Takxke
[EeCTBYET KakK LEHTP pearMpoBaHMs Ha KOMMbOTEPHble WHUMAeHTbl CERT ans
KaTa/IoOHCKOr0 Ma/loro W cpefHero 0Ou3Heca, rpaxpjaH, YHWBEPCUTETOB W OpraHoB
rocyflapCTBEHHOr 0 ynpas/ieHuns);
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* BEHIEPCKMI LIEHTP pearvpoBaHMsi Ha KOMMbOTEpHble uHUMAeHTbl CERT Hungary
(Biztonsagosinternet hotline);

* MOMbCKUIA LEHTP pearMpoBaHns Ha KOMMbIOTEPHbIE MHUMAEHTbI CERT Polska;

e 0fHa M3 KPYMHenLwmnx hMHaHCOBbIX opraHu3auunin McnaHum la Caixa.

VIHHOBaUMOHHbIE  MH(OPMaLUMOHHbIE  MaTepuanbl  OblM - MOMYyYeHbl OT  OCHOBHBIX
Y4YaCTHMKOB MWIOTHOrO NpoekTa. bblna co3gaHa MexayHapofHas KomaHfa A1t COBMECTHOM
06paboTKN 1 aganTauum MaTepranoB K NOTPEOHOCTSIM U OCOBEHHOCTSIM HACENEHUS KaX4oW 13
CTpaH-y4yacTHuU, pu noucke n o0T6ope MHHPOPMALMOHHLIX MATEPUASIOB YUUTbIBA/ICA XapaKTep
npeLCcTaB/eHNs maTepuana, MOCKO/SbKY 3TO B/IMSIET Ha ero NpvB/EKaTeNbHOCTb ANA LieNeBOu
rpynnbl  HaceneHns. s pacnpocTpaHeHUs  UCMO/b30BaslaCb  BbICOKOKAYeCTBEHHas,
npeaBapuTesisHO CHOPMUPOBaHHAsA MH(OpMaLus, KoTopas Kacasiacb 6e30nacHoro VIHTepHert-
ceptmHra 1 60THEeTOB (BEG-CNPABOYHMK), KPaXKM MMYHBIX AaHHbIX U QulnHra (obydaroulas
BUKTOPMHA), a TaKXKe W COuMaibHOM MHXeHepun (MHTepakTUBHOe BUAEO). Bce 3T matepuansl
pacrnpocTpaHa/IUCb MO COOTBETCTBYIOWMM KaHalaM CBA3W  (COuMasbHble CEeTW, KPYMHble
06LLeaoCTyNHblIE  BeO-caiiTbl,  CNeLuMann3npoBaHHbIE  CAWCKM  pacCbiikKm 1 T.M.),
npefgHasHauYeHHbIM 415 rpakaaH v npeAcTaBuUTeNeld Maiioro u cpegHero 6usHeca EC.

3. B3aumogeiicTBme ¢ ydaCTHUKaM1 MHGOPMaLMOHHOI0 06LLecTBa

OueBMAHO, 4TO 0COOble YCMNOBUA KPYMHOr0 MeXAyHapoAHOro COBMECTHOIO MPOeKTa,
OCHOBaHHOIO0 Ha [A06pOBOMLHON paboTe pasHbIX YYaCTHWMKOB, CO3AaBa/iM  3HAUUTENbHbIE
TPYLHOCTW B YNpaBieHMn npoekToM (cm. 1abn.l) [50]. TpyaHOCTU BO3HMKAIM U3-3a MPOGeM ¢
HaX0X/eHNEM «O0OLLEro A3blka» (C YY4eTOM Ky/bTypbl, YaCOBbIX MOSCOB, MECTHOrO KOHTEKCTA,
A3blKa 06LLEHNA), a TaKKe C KOOpAMHaUMeR rpynnoBoii paboTbl, MOTUBALMEN COTPYAHMUKOB U UX
FOTOBHOCTbIO K COBMECTHOM paboTe.

Tabnuuya 1. XapakTepucT KN B3anmogeincTema yyuacTHUKoB npoekTa EISAS Large-Scale Pilot
Table 1. Characteristics ofinteraction between EISAS Large-Scale Pilot project participants

Brnstouve Konnyectso Copep>xaHne (hakTopos
(hakTopbl

CrpaHbl 6 JanHna (2), Fepmanusa (11), Mpeuus (2), Benrpusa (3),
Hopserusa (2), Monbwa (2), icnaHna n KatanoHus (3)

A3bIKM 8 KaTa/IoOHCKWI,  (DpaHLUY3CKWIA,  OATCKUA,  HEMELLKMNA,
BEHIePCKUiA, HOPBEXCKMIA, MONbCKUIA, UCMNAHCKMNIA

BpemeHHbIe 30HbI 3 GMT+0, GMT+1, GMT+2

KoopavHauus TecHast MnaHMpoBaHWe BbIMOIHEHWS TEXHWYECKON HaCTPOMKW,

rpynnoBovi paboTbl CTporoe CcoO6MOAEHVME  NOCNefoBaTe/IbHOCTN  3aaad
(Hanpumep, nporpammMpoBaHNe BbIMOMHAIOCH TOJSIbKO
rnocsie 3aBepLUeHNs MnepeBosa TEKCTOB, pacrnpocTpaHeHue
MaTepuasioB Ha4YMHaIOCh TOMLKO Moc/e 6e30Wnbo4HOro
BbIMO/IHEHWS TEXHNUYECKOW HACTPONKM)

COTOBHOCTb CpepHss OTHOLUEHMe K [OUCTAHLMOHHON KOMMYHMKaUMUM Kak K

Y4aCTHMKOB K pabouMM  coBelaHuWsM;  ObICTpOe  YCTaHOB/eHWe

COTPYAHWYECTBY [OBEPUTE/IbHBIX OTHOLLEHI

[OTOBHOCTb CpeaHss MpYMeHeHWe TPaAMUMOHHBIX CPEeACTB KOMMYHMKALWK:

YYaCTHNKOB 3N1EKTPOHHOM noyThl, KOH(epeHLICBA3M Skype.

1NCNosb30BaThb Mnatgopma  ynpaeneHns  npoektamn  Web 2.0

COBPEMEHHbIe 1CMO/b30Ba/1aCh TO/bKO ABYMS YYaCTHUKAMU.

TEXHOMOrNK ans
COBMECTHO# paboThbl
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BbiBOAbI

MMoaBogs  MTOr, MOXHO  KOHCTaTMpoBaTb, YTO Ha OCHOBE  TpaHCrpaHW4YHOro
COTPYAHMYECTBA U rOCYyAapCTBEHHO-4YaCTHOIO MapTHepcTBa Oblna JOCTUMHYTa Lefb NUIOTHOMO
npoekta EISAS Large-Scale Pilot: wecTb pasfMuHbIX CyO6LEKTOB B YETbIPEX roCyfapcTBax-
yneHax EC coTpygHuyany Ha MOCTOSIHHOM OCHOBE B paMKax COBMECTHOW WH(OpMaLMOHHO-
NPOCBETUTENbCKON KamnaHun. KpynHomacliTabHbIin MUIOTHBLIA NPOEKT paboTas B TeueHue
OTHOCUTENIbHO KOPOTKOIO BPEMeHW, TeM He MeHee, OH MO3BOMIN BblBUTb PA4 (DAKTOPOB,
KOTOpble HeoOXO0AMMO MPUHMMATb BO BHMMaHWe Mpy Pa3BepTbiBAHUM MEXrocyAapCTBEHHOM
CUCTeMbl 06MeHa MHJ(OpPMaLIME 1 OMOBELLEHUA NO BONpPocaM UHHOPMaLMOHHON 6e30MacHOCTM
[50].

BaxHbiM akTopoM B KoHuenuuu EISAS aBnseTca Hanvyune matepuasoB Mo
NH(OPMaLMOHHON 6e30MacHOCTI, KOTOpble MOTYT ObITb UCMO/b30BaHb! A4/ MHPOPMUPOBAHNS
uenesbix rpynn. MNpoekt EISAS Large-Scale Pilot ACHO NPoAeMOHCTPUPOBaAsI, YTO YHACTHUKM,
roToBble MPeAOCTaBUTb MH(OPMaUMIO, AOMKHbI ObITb NOALEPXKaHbI HEKOTOPOW CTPYKTYPOM
LIeHTPa/IbHOr0 YNpas/ieHNs - MHPOPMALMOHHLIM NOCPEAHNKOM, KOTOpbIA 6epeT Ha cebs 3agady
06paboTKM  MHOpMauuM Mocne ee MNOJy4YeHWss OT MocTaBliMka W [0 ee  nepefaym
pacrnpoCTPaHUTENO, BbIMOMHASA CleAYyHoLLmMe (YHKUNN:

* OMOraet Npov3BOANTENAM OPUrMHAIbHON MH(OpPMaLMM peKOMeHaUMsMI M0 NOBOAY
CO3[laH1s MaTepuasioB, PacrpoCTpaHAeMbIX Ha MeXayHapo4HOM YPOBHE,

e CO3[aeT CUCTEMY CTUMY/IOB [AJ19 NPOW3BOAMUTENEN OPUIMHATIBHON WMHGOpMaLmu,
nobyXgawwmx ux craTb  MNoCTaBlUMKamy  MHopMauuy  (Hanpumep,  NOOLLPSHOLLMX
rocyflapCTBEHHO-4aCTHOe MapTHEPCTBO);

* 00beauHseT BMeCcTe B KOMaHAabl (rpynnbl) NapTHEPOB, NPeAOCTaBAWMX U
PacrnpoCcTpaHALLMX UH(OopMaLIO;

* OKasblBaeT yc/nyru no npogeccMoHasibHOMy MepeBofy W fioKanmsalumnm MaTepuanos, Nno
PeLLEHNIO TEXHUYECKUX NPOo6em;

e COXpaHsEeT MepeaoBoM OMbIT, C TeM, YTOOblI CO BPEMEHEM OTMafa HeobXoAuMMOCTb B
NH(OPMaLMOHHOM MOCPeSHUKE.

C yueTom 3aTpar BpPEMEHW W YCWIUIA Y4YaCTHUKOB MUW/IOTHLIA MPOEKT MokKasan, 4To
KOOpAMHaUMa 1 NocpefHUYecKas AedTeNlbHOCTb M0 06MeHY MH(opMaLmein mexay cyobekTamm
npoeKkTa SABNAOTCA pewlarowymn - 6Gonee 80% paboT, HEOBXOAUMbIX ANS OCYLLECTB/IEHUS
EISAS B 3TOM npoekTe 6bIN0 BbINOMHEHO MH(OPMaUMOHHBLIM nocpeaHnkomM [50]. Kpome Toro,
HECMOTPS Ha TO, YTO TPYAHO ObINO HaWTWU BbICOKOKAYEeCTBEHHbIE MaTepuasibl, NPUroAHbIe 415
COBMECTHOr0  pacrnpoCcTpaHeHWs, WMEHHO OHW  SBAKOTCA  HEOO6XOAWMMbIM  YCNOBUEM
MOTMBMPOBaHMS PacnpoCTpaHuUTeNeid MHGopMaummK, A1 TOro 4tobbl OHM B3SIM Ha Cebs
Heob6XoAMMYI0 HarpysKy Mo rnosiyd4eHuto matepuana B VIHTepHeTe.

Hanbonblumin  yaenbHbIA BeC paboT npuLlenca Ha 3agadv  YnpasfieHWUs MPOEKTOM.
YnpasfieHne NPOeKTOM 34eCb 3aKIYaoCb He MPOCTO B €XeAHEBHbIX aAMWHUCTPATUBHbIX
YyCUIMAX Mo peasim3aumny NpoeKTa B CKaTble CPOKW, a B MOALEPXaHUN MOTUBALMMN YYaCTHUKOB
NPOAOIKaTb COBMECTHYHO paboTy Ha PacCTOSHUM U UX YOEXAEHWUW, YTO CTOUT NATY fasibLue.

PesynbTaTbl MUMIOTHOMO NPOeKTa CBUAETENLCTBOBA/IM O TOM, YTO XXM3HEHHO BaXKHbIM
BONPOCOM B CYLLECTBOBaHUM CeTn EISAS SBNAOTCA YCTONUYMBLIE MOAENW (PUHAHCUPOBaHUA.
Camas 6onbwas npobnemMa COTPYAHUYECTBA 3akntoyasnacb B 6anaHce 3KCryaTaumoOHHbIX
pacxofoB U CTOMMOCTM yyacTua B ceTW. [pOoeKT noAtsepauns, 4to (yHKunoHuposaHme EISAS
He MOXET OblTb OCHOBaHO Ha [0OPOBO/ILHOM Y4YacTUWM, OCODEHHO TeX 3aUHTEpPeCcOBaHHbIX
CTOPOH, OCHOBHOI BWf, AeATEeNbHOCTU KOTOPbIX He cBA3aH ¢ 6e30macHOCTbi0 VIKT. OCHOBHbIM
CTUMY/IOM /11 Y4aCTHUKOB SIBNSETCA NpPeAocTaB/ieHne (PMHAHCOBOM MoAdepkKu. [ocTaTovHo
BbICOKMMM OKasa/iMCb pacxodbl Ha MporpaMMupoBaHVe, ajanTtauuio U JIOKansaumio
NHOPMaLNOHHBIX MaTepuanoB [50]. Hanbonee 3aTpaTHOW MO BPeMEHW aKTUBHOCTHIO B LIMK/IE
npouseoacTea MHopMaumm EISAS 6blna HasBaHa 06pab0oTKa MMERLLENCA MHGOopMaUmmK, TO
ecTb MpoLecc ee KnacCUuKaumm u LJIMTENIbHOrO MepeBofa Ha eBpOMnenckme S3blKU. Ycrex
EISAS 3aBMCUT OT KayecTBa MHGopMauun, KOTOPOM OOMEHMBAKOTCA YYaCTHUKM U KOTOpas
pacrnpocTpaHseTcsd Mo LeneBbiM rpynnaMm. OTOT MoKasaTe/lb [JO/DKeH ObiTb  A0CTATOYHO
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BbICOKMM, 4TOObI 06ecneunTb CTUMY/bl ANa yyacTus. Hambonee BaXKHbIM MTOMOM MUIOTHOMO
npoeKTa CTa/10 NOATBEPXKAEHME TOro, YTo cucteMa EISAS ocyulecTBrMa B 60MbLUMX MaclLTabax
1N MOXeT ObITb peKOMeH/0BaHa A/1 BHeApeHWs Nno Bcein EBpone.

Pe3ynbTartbl 3TOr0 MUIOTHOIO NPOEKTa CBMAETE/NIbCTBYIOT O TOM, 4TO noaxof EISAS k
€BpOMencKoMy COTPYAHMYECTBY B 00/1aCTU  MOBbILWEHNS OCBEAOMIEHHOCTM B  BOMpoOCcax
obecrieyeHmss MHGopMaLMOHHOW 6e30MacHOCTU (M He TONbKO, HO 1 B BOMee LUMPOKOM acrekTe
(hopMMpoBaHMS  MH(OPMaLMOHHOrO 06LecTBa) paboTaeT U npegsiaraeT  3KOHOMUYECKM
3peKTMBHOE peLleHne A/ COBEPLUEHCTBOBaHMS 3HAHUIN 1 HaBbIKOB rpaxaaH EC B ycnoBusx
MOCTOAAHHO HapacTaroLLMX Knbepyrpos.
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Abstract. Current computer operating systems architectures are not well suited for the coming
world of connected objects, known as the Internet of Things (loT) for multiple reasons: poor
communication performances in both point-to-point and broadcast cases, poor operational
reliability and network security, excessive requirements both in terms of processor power and
memory size leading to excessive electrical power consumption. We introduce a new computer
operating system architecture well adapted to 10T, from the most modest to the most complex,
and more generally able to significantly raise the input/output capacities of any communicating
computer. This architecture rests on the principles of the Von Neumann hardware model, and is
composed of two types of asymmetric distributed containers, which communicate by message
passing. We describe the sub-systems of both of these types of containers, where each sub-
system has its own scheduler, and a dedicated execution level.

Keywords: Internet of Things (l1oT), architectures, operating systems.
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What is the Architecture of an Operating System?

There are a number of general theories on “systems”, each giving its own definition of
what a “system” is. We will be using the simple definition stating that: a *“system” is a “set of
entities talking through interfaces (and according to protocols)”. We will consider here, that in
the case of a computer operating system, what are respectively called “entities” and “interfaces”
in that definition are what are usually called “sub-systems” and “APIs” in computer speak. What
we will be calling “architecture” is a description of these sub-systems and of their APIs. The
description of a sub-system will be that of its scheduler, of the scheduler's modes of context
switching, of its performance, but also of the services provided by the sub-system. The interfaces
between the different sub-systems will be “procedural” or using “message passing” (Fig. 1).

Why introduce a new architecture?

The architecture of the Multics system was among the most ambitious computer operating
system architectures. Its definition started in 1964, and it can be considered to have finished in
1972, the year of the publication of an article titled M ultics - thefirst sevenyears (we are leaving
out the implementation of the system, which went on after the article was published). The
following sentence comes from the article's conclusions [1]:

In closing, perhaps we should take note that in the seven years since Multics was
proposed, a great many other systems have also been proposed and constructed; many o f these
have developed similar ideas. In most cases, their designers have developed effective
implementations which are directed to a different interpretation ofthe goals, or to a smaller set
ofgoals than those requiredfor the complete computer utility.
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Fig. 1L The “System ”AP1 organization

This sentence turned out to be prophetic, because well after 1972, numerous computer
operating system architectures were still influenced by Multics, to such a point that certain
architectural traits will be passed down from generation to generation, although their use will be
long gone due to the evolution of the hardware and of the use of computers.

Recall that the first machine used to develop Multics, the General Electric Model 654, had
at most 1024 kilo-words of central memory, with each word being 36 bits (for a total of 4.5
megabytes), had up to 4 processors, each capable of executing 500,000 instructions per second.
It was the size of a very large room. By comparison, a modern smartphone has 500 times more
memory, and 1000 times more processing power. The smallest systems-on-a-chip for 10T are the
size of the smallest coins, have 0.5 megabytes of memory and can run 2,000,000 instructions per
second. The use of a smartphone, or of any 0T has therefore nothing to do with that of the
General Electric 654, which allowed a few tens of users to perform scientific computing, or to
develop Multics using slow and loud teleprinters [2].

In the following paragraphs, we will analyze some of the downsides of the architectural
traits inherited from a time long ago, and ill-suited to modern communicating machines. We
cannot overemphasize the fact that the consequences are not the result of a particular
implementation, but rather of the architectures themselves. The past decade has seen a number of
projects coming from developers whose aims were to rewrite part or all of existing architectures,
without achieving significant gains. We will end the article by introducing a new operating
system architecture meant for 10T and for communicating computer machines. In the following
of this text we will use the term of “communicating machine” for machines using richer 1/Os
than a simple 10T device, that is to say using communication links, but also being able to process
and store real time data flows.

Telecommunication and Input/Output Problems

We will distinguish three types of data flows which often exhibit telecommunication
performance problems: high bandwidth point-to-point flows, high bandwidth broadcast flows,
and low bandwidth flows of infrequent broadcast messages. In a more general manner, all
input/outputs of our loTs and computers are suffering serious performances issues, more
specifically in their file systems. We will proceed by pointing out five architectural deficiencies
which account for the performance problems. Some of these deficiencies are so prevalent that
they have driven the introduction of palliative hardware solutions, which are often expensive.

Almost all existing operating systems exhibit poor performance as soon as protocol stacks
such as HTTP/TCP/IP meet sustained flows nearing half of the transmission bandwidth. To see
this, one only needs to start streaming an HD video through a broadband Internet connection to a
PC. When the streaming is started, a waiting animation is always shown, for up to a few seconds,
even though the video should start playing instantly. Then, sometimes the video will pause,
which should not occur. When this happens, novices blame the PC, the network or the server of
being too slow. Actually, the terminals' operating systems are to blame for these hiccups; that
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can easily be proved by replacing the terminal by a device with a suitable operating system.
Now, on the same connection, the same files located on the same server can be played without
problems. For a number of users however, DSL TV is not good enough, driving the
telecommunications operators to replace copper wire infrastructure by fiber too early given the
investments made.

Set-top box operating systems also show poor performance when receiving broadcast
streams, both by cable or from terrestrial and satellite antennas. If it is possible to record on a
hard drive a single TV program, without experiencing too many glitches, recording 7 or 8 is nigh
impossible. The total data flow of 8 high definition videos is only 16 megabytes per second, and
the slowest of disks, at 5400 rotations/minute, have a data rate of 80 megabytes per second when
correctly used. To cope with these deficiencies of the terminal operating systems, hard-drive
manufacturers sell highly expensive models whose rotation speed is of 10,000 rotations/minute
or more, and whose firmware is specially modified for video recording.

The most energy efficient home-automation radio protocols use small broadcast messages,
which are not repeated. For instance, there are small electrical switches which broadcast exactly
one small message over the radio. Although the speed is only 115,200 bauds, some systems can
sometimes randomly lose a few bytes of the message making it unusable, even though the
hardware is fully able to receive them without any loss. Although the radio protocols were
specially designed to limit the electronics for a modem directly connected to an asynchronous
serial port, the radio modems manufacturers are driven to add a small system-on-a-chip, whose
sole purpose is to store the bytes received for the few milliseconds that are sometimes required
by the operating systems.

These problems are caused by multiple architectural weaknesses, which combine and add
up. Among them, the five most egregious are the high context switching times, the useless data
copies, the excessive data buffering, overly general file systems, and lastly, inappropriate
hardware interruption handling mechanisms. Once again, these are not implementation problems
of these operating systems, but rather problems of the architectures themselves. The five issues
are presented in further detail bellow.

Excessive Context Switching Times

The context switching time is the time spent at every transition from one activity to
another: the time needed by the operating system to perform ad-hoc actions [3]. The architectural
choices of what has to be done at every context switch determines the time it takes: whether to
change the address space or not, whether to change the stack or not, and the extent of the
modifications to the internal tables of the system. We purposefully use the term of “activity”,
rather than “task” or “thread”. In fact - and this is an important architectural design decision -a
technique called finite state automaton engine [4] exists but is not very widespread in the
software world because it is difficult to master, but which nonetheless allows for context
switching in virtually no time by eliminating the notions of task and threads. We will see later
how to use it gainfully.

Useless Data Copying

Useless copies in the central memory of the machine can occur with certain operating
systems because, as a result of the isolation mechanisms of the tasks and the system itself,
copying is the only data transfer method between two tasks or between a task and the system
itself. Architectural design decisions are the sole cause.

Excessive Data Buffering

Buffering consists of accumulating an amount of data before even starting processing.
Often, these buffers are found to be 200 to 10,000 times too large and are in the megabytes or
tens of megabytes rather than kilobytes. That's why users who start streaming must wait multiple
seconds before seeing the first image even appear: the data begins to arrive from the server as
soon as the request is made, but only when megabytes of video data have arrived does the video
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decoding begin. One may ask why such large buffers are used, causing such long wait times.
There are in fact two causes for this. The first is the operating system context switching times;
using buffers a thousand times smaller means a thousand-fold increase in number of context
switches by unit of time, which leads to a system collapse as soon as the activities are organized
as tasks, no matter how “lightweight.” The second is an implementation issue. Many binary data
flow parsers are unable to stop their work at any point in the input flow, but only at certain
points, such as at the beginning of a new image. These parsers can only be started when a buffer
contains an amount of data at least equal to the largest possible compressed image size. This
second point is not an architectural defect in and of itself. The architect having identified that the
overly coarse parsers are a cause of system collapse can choose to integrate critical features in
the system itself or in its libraries, so that they can be well implemented and optimized. With
this, it is clear what the benefit is obtained by specializing an operating system: providing
optimized business-specific functionality to developers, which they cannot optimize sufficiently
due to a lack of time. Moreover, modern hardware sometimes comes with hardware parsers
which developers don't use or under-use because of the complications this entails. The
integration of all the parsers for high bit rate flow allows for the use of such hardware support. It
is important to realize that using more powerful processors would not solve anything, because it
would not diminish the context switching costs by a factor 1000 or 10,000, and would do nothing
to reduce the number of bytes needed before starting these parsers. This last point is of utmost
importance, because it explains why it is absurd to always increase the processing power of our
smartphones: this extra power is of no use, because it was never the source of the sluggishness.
And because of it, the battery life goes down. In fact, video decoding is the only reason why
there are 8 cores in a cell phone using dedicated processors (DSPs) which can reduce the power
requirement by a factor ten compared to software decoding on an eight-core processor.

II-Suited File systems

From a strict point of view, the term “file system” refers to the organization of data on a
physical support. A file system is labeled “general file system” when it is both capable of
containing a large number of small files as well as large files. In its general acceptation, which
we will use, “file system” also refers to the operating system components which implement and
maintain this organization. For the same disk data organization specification, such as FAT32,
there are multiple ways to maintain this organization, and the methods chosen will have impacts
greater than the organization itself. Depending on the use-case, file system strategies will favor
small files by allow fast creation and destruction, or will benefit the throughput for large files. In
the case of communicating machines simultaneously receiving large bit rate data flows, it will be
necessary to use file systems that are well adjusted to that use case, where the movements of the
disk's read-and-write head are minimized.

Poor interrupt handling

Modern electronics, including the smallest Systems On a Chip used for loT, all have
interrupt controllers allowing nested interrupts [5]. Software can configure the priority of each
interrupt, and when two interrupts arrive nearly at the same time, the handling code for the first
can be interrupted if the priority of the second is greater. The software must assign the greatest
priorities to the shortest and most frequent handlers, and the lowest priorities to the longest and
rarest handlers. That way a long handler will be interrupted by short ones, and no latency is
induced in the handling of the frequent interrupt, which leads to the maximum speeds. A short
handler cannot be interrupted by a long one, but this is of no importance. Of course, the short
handler codes must be carefully optimized, and will not perform slow calls to the system. No
interrupt handling can call a blocking function, such as grabbing a semaphore. Certain architects
consider that the considerable power afforded by the modern processors eliminates the need to
make use of the interrupt priorities, and that it is not a problem to call slow system procedures
from interrupt handlers even though simple order of magnitude computations prove the contrary.
This is the reason why certain operating systems, even when run on powerful processors lose the
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last bytes of small radio messages transmitted at 115,200 bauds: if a UART has a 16 byte deep
FIFO, it can be filled in 1.5 milliseconds, and the following bytes will be lost if the interrupt
handler is not run during this time period. In the case of a communicating operating system,
which because of its job, is exposed to sustained high interrupt rates, the interrupt handling must
be performed swiftly and cannot be postponed and placed on a run queue, because doing so only
increases the amount of ineffective activities in the system, increases the latencies, and worsens
the problems due to interrupt misses.

Safety problems

In the case of developer workstation operating systems, the system must be fully protected
from application bugs during the testing phase, no matter how expensive the protections are.
Certain systems go so far as to protect components of the operating system or the drivers by
automatically stopping the failing piece of software. An operating system meant for
communicating machines is not designed to be used for its own development as was Multics, or
to run text editors and compilers. In addition, in embedded communicating objects, it would be
absurd to stop the software components allowing the communication itself, thereby isolating the
device. It is in fact better to restart the system. Most importantly, what matters in the end is the
safety of the operation of the whole communicating machine, which is a combination of
hardware, operating system and application software.

As far as the operating system is concerned, the safety of its operation is guaranteed by a
large number of automated, off-line checks. Each component of the system must be submitted to
checks called “unit tests”; the component is tested alone and in isolation of the other
components. A major issue is the comprehensiveness of the test coverage, that is the guarantee
that all possible code paths have been explored at least once during the tests. For this last point,
the architecture chosen for the operating system is not without consequence. In particular, the
use of the previously mentioned finite state automaton engine technique lets one automatically
detect if test coverage is complete or not.

As far as the applications are concerned, the choice of suitable architectures can also be
essential, especially for the smallest of 10T devices. Let's consider two examples: when the
language used to implement an application is compiled to machine code, it is impossible to
prevent the application from inappropriately accessing its own data, and it is expensive to limit
its address space in order to isolate the code, the system data and the peripheral registers. With
“language-based computers” architecture [6], the combination of the hardware and its operating
system do not offer any other choice than a single interpreted language for the development of
the applications. It becomes impossible for an application to overwrite its own data, the code or
data of the system, and it cannot access the peripheral registers.

Security problems

The protection of the data collected or stored on 10T devices, but also the integrity of the
software of the object makes up what we will call the “security”. Surprisingly, certain architects
consider that security is not an architectural concern. It is as if it were possible to secure an
operating system after the fact, by adding “security layers” whose implementation as also outside
the scope of the architect's responsibility. To illustrate, it is as if it were possible to draw up the
plans for a building without taking account its security, to finish the construction, and only then
try and achieve a high level of security by adding surveillance systems and access controls.
When building a bunker or simply a locker room, the architect must from the design stage ban
windows, add sufficiently thick walls, and use strong materials.

It behooves the architect to design a system which can start without relying on a shell. The
architecture should by design prevent the execution of unauthenticated contents, prevent a user
from consenting to disable the security mechanisms. And of course, the architecture should allow
for the replacement of open source telecommunications stacks by proprietary codes, all of which
must be required to come with automated test with extensive coverage.
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Frugality and Scaling Problems

loT must be frugal, both in terms of its energy consumption as well as its communication
bandwidth. The architecture of the operating system impacts the power consumption, from the
moment it allows a reduction in required memory sizes, and when it lets the processor clock
remain low and even stop completely, which is only possible if the system can restart quickly,
typically in less than a millisecond. For IoT of the smaller kind, communicating using a low
bandwidth radio, software updates can be realized on a component by component basis in order
to reduce the update sizes, which is only possible if the architecture was designed for this. From
this point of view, the Language-based Computer architecture is particularly well suited. Indeed,
the natural functional decoupling is strong in that case: the interpreter itself is an independent
component, each library is an independent component, and the interpreted application is another.
It is easy to add an independent version number to each of the blocs, allowing true upgrade of a
single component, without needing to upgrade the others, which tends to happen with compiled
languages. Because of a single function address table, it is possible to upgrade the functions of a
library one by one, without needing to change more than one address in all the code, the address
in the function table of the interpreter.

The capability of an operating system to both shrink in the smallest of objects and make
use of the most complex is what we call its “scalability”. The amount of necessary code must be
minimal, while allowing more code be added so as to provide more features. For this also, a
Language-Based Computer architecture turns out to be very efficient. The interpreter code is
only a few tens of kilobytes, and the number of functions it can call can be updated thanks to the
use of an indirect call table. This then requires the P-codes of the instructions be at least 16 bits
long, ruling out those whose instruction size is only 8 bits.

Fleet of Objects Management Problems

The deployment of large quantities of small objects in homes poses three problems of fleet
management: the management of the fleet of objects inside one home, the management of
objects of the same type across homes, and finally the management of the data which we allow
to leave the premises.

Management of the Objects in one Home

The reason for adding communication abilities to small objects is first and foremost a local
one: the objects in one home must interact with and receive commands from the residents. Some
standards such as EnOcean [7] allow controller type objects to discover locally sensors and
actuators, and to create links with them. Specific IP protocols such as Simple Service Discovery
Protocol (SSDP) also allow the discovery of local equipment [8]. Even if they are simple
compared to TCP/IP, these protocols are nonetheless too complex to be used by application
software. It is therefore desirable to integrate them in the operating system.

Object Maintenance

The software upgrades in the case of 10T, where we only have low bandwidth radio
channels occurs through gateways which have an Internet connection as well a connection to the
radio channel. If we compare the total embedded code sizes, with the bandwidths of the radio
channels, it become obvious why partial updates are required for code embedded in objects.
From this point of view also, Language-based Computer type approaches are beneficial because
the part of the application most often upgraded, the application, is wholly separated from the rest
of the code, because it is written in a different language. It is highly desirable, and it may be
required that all modifications to the code be authenticated by the operating system.

Exported Data Management and Permissions

The personal data collection and their mining has become a source of profit. Google for
instance, to better sell targeted advertising, is increasing the sources of collection and cross-
matching of our personal data, in particular the contents of our mails (Gmail) which are
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systematically analyzed by artificial intelligence software called “bots.” All of the manufacturers
of loT products also wish to collect and store the data collected in our homes for their own
benefit. To do so, the collected data are directly transmitted using the Internet to back-end
servers under the control of the manufacturers of objects, and only through these servers can
users access their own data. Even if end users are doubtlessly ready to let this silent data
collection happen, if they even realize it is going on at all, the same cannot be said of the
managers of industrial sites, or of housing domains, who are justifiably afraid of security
breaches. The operating systems of 10T controllers will have to offer the means to encrypt the
transmitted data, but also to block confidential data from getting out.

Hardware input/output architectures

Historians generally consider that the first machine deserving to be called a computer is the
ENIAC (Electronic Numerical Integrator and Computer) [9]. This computer was designed at the
Ballistic Research Laboratory of the US Army, at Aberdeen in Maryland. This machine was
designed by John Presper Eckert, based on ideas of John William Mauchly professor of physics,
who had realized that computation of ballistic tables could be performed electronically. Before
the ENIAC was fully functional, a second project called EDVAC (Electronic Discrete Variable
Automatic Computer) [6] was launched in 1946 also under the direction of Eckert and Mauchly,
based on a document written in 1945 by John Von Neumann: First Draft of a Report on the
EDVAC. As the name suggests, the document is a first draft, and is very incomplete. The subject
of the document is in no way the description of a computer architecture, but does have an
explanation of how to use vacuum tubes to increase the speed of computation. The central
chapter in this document, 6.0 E-Elements provides a model of the “elementary electronic
neuron”, and the following chapters describe how to build an adder, a multiplier, and a
subtractor, binary floating points, and central memory using this elementary building block. By
way of introduction, the document starts with a paragraph called 2.0 Main subdivisions o f the
system, which is, without saying so, a simplified functional description of the ENIAC. But
because this article was published in 1945, before the 1948 article “The ENIAC”, and because
achievements were considered more important than publications in these final years of World
War Il, the historians mistakenly both attribute the invention of the architecture to John Von
Neumann and tie it to the EDVAC [9].

The two fundamental points of the architecture of a computer are on one hand the
description of its buses and of its instruction set, the two being closely tied. The 1945 article by
Von Neumann does not address the notion of a bus at all, and only defines the different classes
and sub-classes of instructions. Bear in mind that the article contains no architectural diagram.
Nonetheless on-line literature is filled with diagrams entitled “VVon Neumann architecture,” most
of which do not contain a bus, which is a central element without which the understanding of a
computer is impossible, and which both the ENIAC and the EDVAC had. The following
architectural diagram was draw by ourselves from the February 1948 article. The ENIAC (J.G.
Brainerd et T.K. Sharpless), in particular the chapter Machine Components (Fig.2):

Fig. 2. A universal bus o fENIAC Machine
It is important to realize that the four rectangles at the top of this diagram have little to do

with the physical architecture of the ENIAC which is found in Figure 2 ENIAC Floor Layout Of
the same article. What is called Arithmetic Component is a set of electronic bays which deal with
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addition, subtraction, and division, but also include some memory; 20 accumulators and 3
function tables. The set of bays corresponding to the Memory Component also contains 20 other
accumulators and 3 function tables identical to the previous ones. The Input and Output Devices
rectangle represents a set of various hardware setups among which are card readers, a card
puncher, indicator and button panels, each of them directly connected to the bus, which is made
up of coaxial cables.

It is essential to remember that both the ENIAC and the EDVAC were machines meant for
performing computation - for ballistic trajectory computation to be precise. In no way were these
machines meant for data processing in the modern sense of the term. They were computers in the
sense of automatic electronic calculators. Only ten years later would the distinction between
computer and calculator disappear for good. All the attention and energy of the ten or so
engineers working on building the ENIAC was concentrated on the creation of the electronic
bays of the Arithmetic Component, Memory Component, and Control Component. All the Input
and Output Devices were well tested devices bought “off the shelf’ from different companies.
For example, the card readers and punches were from IBM, these types of devices having been
used for 30 years at that point (IBM was founded in 1911) [10]. Plugging these devices to the
computer was a minor issue: little thought and effort was given to the problem. In 1948, in a
famous article called The Eniac, two engineers who took part in the project, J.G. Brainerd and
T.K. Sharpless, wrote the following: “Current developments in large-scale general-purpose
digital computing devices are devoted to a considerable extent to obtaining speedier input and
output mechanisms.”

These developments bore fruit. In 1978, Hewlett-Packard started selling a machine
considered to be one of the first “workstations”, meant for a single user [11]. The HP 9845A
comprises a graphical screen, a keyboard, a printer, and a tape reader. Like all Hewlett-Packard
hardware, it is very easy to use and perfectly well built, making it a subject of envy and
admiration. In the design of its architecture, the effort spent on input/output goes far beyond
what was done for the program execution sub-system (Fig. 3).

Fig. 3. Thefirst “workstation”principal construction

The LPU executes a BASIC interpreter. The BASIC program is stored in memory with two
access ports for the LPU and PPU. When the BASIC program requests an input/output, a request
is written in the two port memory, and is executed by the PPU. While the PPU executes the
input/output, the LPU can proceed with the execution of its BASIC program.
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A new architecture for communicating machines

The remarkable hardware architecture of the HP 9845A of 1978 described above had only
one important problem, and that was its cost because it used two 16 bit processors, the LPU and
PPU running at 5.7 MHz. By comparison, the first micro-computers IBM PC 5150 of 1981 only
had a single Intel 8088 processor running at 4.77 MHz. But both the removal of the processor
dedicated to the input/output and the design of the BIOS low-level software layers which did not
expose the hardware interruptions, gave the IBM PC 5150 poor input/output performance. Only
with OS/2 (1987) and Windows NT (1993) did decent input/output handling systems emerge,
and they were still far from the true capabilities of the hardware devices. In 1999, in an article
entitled Introduction to “The Eniac” (referencing the 1948 article The Eniac), W. Burks (one of
the main designer of the electronics of the ENIAC) and E. Davidson wrote:

”.. and once again, as with the ENIAC, computation rate is not the performance-limiting
factor, rather it is still the communication, the 1/0, the setupfor the computation. It seems that
communication science may be at the heart oftheproblem after all."

In reference to this still relevant observation, we introduce a new distributed operating
system architecture meant for 10T and communicating machines. It is based on the notion of
“containers”, that is a set of self-sufficient codes that can either run on bare metal without any
other software, or on top of any third-party operating system. The architecture introduced is
composed of two types of containers which talk only by messages, the app containers and the 1/O
containers.

Every time it needs to perform input/output an app container sends one and only one
request message to the 1/0O container, which will return exactly one response message. We have a
client/server relationship, the app container being the client, and the 1/0O container being the
server. A single machine can host either only an app container, only an 1/O container, or both.
Every machine in the same local network has a unique number called its node number.

The request and response messages have exactly the same structure, called an event. An
event carries two addresses, one for the recipient and one for the sender. An address is a triple of
integer numbers: node number, automaton number, and way number. The automaton number
designates a functionality of a container, while way numbers distinguish the different instances
of the same software functionality.

An app container can contain an RTOS, C applications, interpreters, an HTML renderer or
even another operating system. In the latter case, the container must include a software
component for that system to convert all the input/output commands to request messages.

An /O container contains drivers, protocols, services, and file systems. When a message
reception requested, it can stack a protocol or a file system on top of a driver. It is also able to
create pipes which are unidirectional data flow within the container. It has two schedulers called
VMIT and VMIO. The first preempts the second with no latency, with the very next instruction
running the VMIT.

The following diagram represents one communicating machine and two 0T devices on the
same local network, typically Ethernet and WiFi (Fig.4).

Node 1 will typically be a router, or a NAS (Network Array Storage) file server. It can
have a display, such a TV or a set-top box. It contains four sub-operating systems, each having
their use and a different latency. The VMIT responds to hardware interrupts, with a response
time much less than the microsecond. The VMIO receives /O requests, and has an average
response time of less than 100 microseconds. The VMK is a non-preemptive RTOS which
allocates time to the Linux kernel. The Linux kernel is stripped of any driver, protocol, network
service or file system. All of the input/output requests coming from the Linux applications are
transformed into request events which are directly deposited to an I/O container, which can be in
any of the nodes 1, 2, or 3. For a Linux binary, all the devices of the three nodes are seen as local
devices. Without any modification, the Linux kernel benefits from distributed system features.
We therefore have four sub-systems, where each has a specific role for which it is specialized,
and from the architecture of its scheduler has a different response time.
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Local network

Fig. 4 Communication ofseveral 10T devices

Of course, the most feature-rich sub-system will be the slowest, and conversely the most
lightweight will be the fastest.

Node 2 will typically be equipped with a 4 MHz processor, with 16 kilobytes of RAM and
128 kilobytes of code, which gives it capabilities equivalent to that of the 1978 HP 9845A. Like
this machine, node 2 is a Language-based Computer; its programming language, in this case
ECMA 262 (also called JavaScript) is interpreted. Like the HP 9845A, it is responsible for all the
input/output. Unlike the 9845A, a single processor is used. The VMIT preempts the VMIO and
the VMK with zero latency, and the VMIO preempts the VMK with zero latency.

Node 3 is a small sensor which does not contain an application container. It behaves like
an input/output server; it handles requests which can come from the other nodes.

Application Containers

Like the Language processing Unit of the HP 9845A, an application container contains
everything that allows an application to run, except for the input/output. What constitutes the
application itself will be there, be it C code, JavaScript code, but there is also be HTML files.
The container also includes the necessary code for that code, such as mathematical functions, an
JavaScript interpreter or an HTML renderer. It contains an RTOS which will support the
application written in C, the interpreter or the HTML renderer.

The VMK

The features that the RTOS must provide are very limited, because all of the input/output
will be transferred to the I/O container. We call VMK this simplified RTOS. It must provide
primitives for task handling, for semaphores, and for event queues. Every task of the VMK has a
stack, and a message queue of its own events, and optionally its address space. Finally, the VMK
must have the means to send events to the nodes, so that the I/O requests can reach the various
recipient container nodes.

HTML renderer

The code bases of many large software projects such as HTML renderers usually have
abstraction layers for all of their input/output: telecommunications, files, and graphics. They are
therefore easily embeddable in application containers, using a conversion layer that transforms
all procedural input/output calls to request events. Furthermore, experience shows that 90% of
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what is believed to be part of the HTML rendering in itself is actually code used by the various
abstraction layers meant for the various operating systems, and the remaining size will go down
from 200 to 20 megabytes of code.

Application-Oriented Operating System

An application-oriented operating system such as Unix or Linux can easily be embedded in
an app container. It is easy to strip them of all of their drivers, protocols, network services, and
file systems and to create once and for all, a conversion layer like with the HTML renderer,
which turns the procedural input/output requests to request event deposits. Having done this, the
size of the kernel is only a few hundreds of kilobytes. In this way, we have as a single VMK
task, a Unix/Linux kernel where almost all security flaws have disappeared, because the weakest
components have been replaced. Previously unobtainable throughputs are achieved, and the data
flows inside pipes within the 1/0O containers. Finally, the strict separation between the kernel and
the 1/0 located in distinct containers and communicating by passing messages, makes using
hardware peripheral register access controls (a trusted zone) easy, further increasing the security
of the data.

One should note that the client/server model used between applications and for
input/output means that the requests made by the application does not need to go through the
VMK, and are directly sent to the recipient input/output container. The same is true for the
response events.

Input/Output Containers

An input/output container is the equivalent of the Peripheral Processing Unit of the HP
9845A. It receives input/output and pipe configuration requests. It contains drivers, protocols,
network services, and file systems. It is composed of two subsystems which are: VMIT, an
interrupt handler, and VMIO, a monolithic input/output monitor.

Interrupt handler

At the lowest level is a sub-system called VMIT, whose role is to handle hardware
interrupts with different priorities and which can therefore be nested. To each hardware interrupt
priority corresponds one and only one stack. The address space in unique, and is that of the
input/output monitor. This sub-system handles the low-level drivers, that is all the code which
depends on the peripherals. For every type of device or peripheral, there is a specific Hardware
Abstraction Layer, that is a specification of both the interface of the procedure meant to control
the type of device, and the events submitted by the interrupt handlers. These messages can only
be deposited to the local input/output monitor, located in the same address space. All of the code
of the VMIT depends on the specific hardware, including the scheduler which depends on the
CPU and the interrupt crossbar wiring.

Monolithic Input/Output Monitor

Above the VMIT is a monolithic input/output monitor called the VMIO, which executes
high-level drivers, the protocols, the services, and the file systems, all implemented as automaton
transition tables. There is no notion of a task at this level, nor of semaphores which makes going
from one function to the next a latency-free operation, which in turn allows for high bit rates
even with multiple concurrent flows. In order to achieve zero-latency, the VMIO uses a single
stack for itself and all its automatons, a single address space and a single set of registers. Every
driver, protocol, service or file system component is composed of a transition table (state, event)
and of a set of C procedures, which are all transactional handlers for a transition. These C
procedures, these automaton transition handlers, when they need to send commands to a device
under their control, will use directly call without any context switching the C procedures which
implement the Hardware Abstraction Layer for the device. There is a one to one correspondence
between high-level drivers and the specifications of the low-level drivers. All of the code for the
VMIO, including the scheduler, is written in C, and is strictly portable without any modification
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or conditional compilation. The VMIO has a pipe mechanism, which allows a unidirectional data
transfer from automaton to automaton. A pipe is configured and started using request events, and
then the client does not need to intervene anymore for the data to flow from automaton to
automaton. Thus, the various data flows occur without any context switching, and in particular
no copy and no address space change. If for instance the application configures a pipe
ETHERNET —»TCP —HTTP —»FAT32, a high speed download feature is realized.

In this example, the TCP protocol, the HTTP service and the FAT32 file system are
executed within the monolithic monitor, and not within the RTOS, which runs in the app
container. This is a major trait of the architecture we introduce. Some have noted that the
RTOSes are two slow for demanding I/O tasks and have tried to develop faster RTOSes by
reducing the context switching time. This is pointless, as it reduces the functionality of the
RTOS, without even truly reaching the goal of a sufficient speed-up. By having both an
input/output monitor and separately an RTOS, we can both perform 1/O faster than an RTOS
would, while also having a feature-rich RTOS if needed.

Media Home Gateway Example

A Media Home Gateway will typically have a hard-drive, and an Internet connection be it
Ethernet or WiFi. It hosts an application container and an input/output container (Fig.5).

r WEBKIT N r LINUX KERNEL #

LinuxA

App Container |  Webkit APl | | Linux driver APl 1

Driver/protocol/serviceffile system Message API

VMIO
oS I/0

I/O Hardware

I/O Container

Fig. 5. Home media Gateway device software organization
The application container embeds a first application operating system VMOS which
contains interpreters built as finite state automatons. The VMOS executes the middleware of the
Media Home Gateway. Second, there is a HTML Tenderer, for which an abstraction layer was

BE30MACHOCTb MH®OPMALIMOHHbIX TEXHOMOMAN = IT Security, Tom 25, Ne 1(2018) 30



Jean Y. Astier, Igor Y. Zhukov, Oleg N. Murashov, Alexey P. Bardin
A NEW OS ARCHITECTURE FOR IOT

implemented, which the input/output requests of the renderer are converted in events deposited
to the 1/0O container. Third is a Linux kernel stripped of all of its drivers, protocols, services, and
file systems. An abstraction layer converts all Linux input/output requests to request event
deposits.

The 1/0 container has two low-level drivers, that is hardware-specific code, one for the
Ethernet controller and one for the ATA disk. The two interrupt handlers are called by the
VMIT. Each low-level drivers needs to follow the specification for the type of hardware, the
low-level Ethernet driver must implement an Ethernet AP I which is not the same as the ATA
API. The VMIO input/output monitor is a finite state automaton engine, which executes the
automatons that are independent of the hardware. It contains the “high-level” drivers for Ethernet
and ATA, but also the TCP/IP and TLS protocols, the HTTP service, and the FAT32 file system.

An loT with Application Example

An 10T Language Based Computer Will typically have an Ethernet connection and multiple
radio modems such as Bluetooth Low Energy or EnOcean. It hosts an application container and
an 1/0O container (Fig.6).

Fig. 6. The example ofloT device software with Application level

The app container embeds a JavaScript interpreter and an application written in JavaScript.
An abstraction layer converts the JavaScript input/output request to request events.

The input/output container has three low-level drivers, that is hardware dependent code,
the one for the Ethernet controller, the one for the Bluetooth Low Energy modem and the one for
the EnOcean modem. All three interrupt handlers are called by the VMIT. Each low-level driver
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must implement a specification specific to the nature of the hardware, the low-level Ethernet
driver must follow the ethernetAP1, which is not the same as the bleAP1 (Bluetooth API), or the
enoAP1 (EnOcean API). The VMIO 1/0 monitor executes six automatons which are independent
of the hardware: the high-level drivers for Ethernet, BLE and EnOcean, but also TCP/IP and
TLS, the the HTTP service.

A Basic 10T Example
A basic l1oT device will typically have an EnOcean radio modem, and binary 1/O using
GPIOs. It only contains an 1/O container (Fig.7).

Fig. 7. The basic software setfor 10T device

The input/output container has two low-level drivers, one for the EnOcean radio modem,
another one for the digital and analog GPIOs. The two interrupt handlers are called by the
VMIT. The VMIO input/output monitor executes three automatons which are independent of the
hardware; the high-level EnOcean and GPIO drivers, but also a micro-application called app.

The small application called app is written as a finite state automaton and is inside of the
input/output container. Typically, the app automaton receives remote requests and exerts
elementary command control logic. This is an additional feature afforded by this architecture,
allowing to further shrink of the code by eliminating the application container and the VMK.

The basic 10T can simultaneously behave like a remove device in the case of a distributed
system, being an input/output server, but also as an 10T able to handle messages which are not
events thanks to the small app automaton which can contain a small message parser of another
format, and simple application logic.

Conclusions

In a world where hardware technologies have long followed Moore's law, the principles of
operating system design evolve at an entirely different pace, where the major traits of the
architectures of the systems such as Windows, iOS, and Linux are derived from three decades of
work dating back to 1964 (Multics architecture).

The study of the new architecture introduced here started with the need to implement a
distributed satellite image processing system. In order to chain transparently, processing
performed on one hand on a mini computer running FORTRAN code, and on the other on a
image processing machine (the two being connected by a high speed interface) the software was
split in an application container, and two image processing containers. The first container
comprised a FORTRAN interpreter, which made requests to the image processing software
located on the same computer and also to the container for the image processing machine.
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All of the architectural traits described here have been validated separately through the
implementation of various projects between 1986 and 1999. From 1999 to 2008, an operating
system has been implemented following all of the architecture, proving that it is indeed a very
efficient solution to all of the problems identified at the start of this article. This culminated in
real projects, delivering consumer electronics that reached the market.

The architecture is based on concepts and ideas which all existed previously. We did not
invent the notions of container, of Language-based Computer, Of finite state machine engine, of
input/output monitor, of interrupt dispatcher, of abstraction layers, of sub-system separation, of
preemption, or of execution levels. We did not invent a model for hardware architecture such as
the one attributed to Von Neumann, nor did we discover the importance of logical automatons of
which Alan Turing has shown are a model of any machine capable of computation.

We did combine all of these concepts and have thus obtained a new architecture and thanks
to this we believe we have solved the major problem of input/output for which W. Burks
observed (as late as 1999) a lot remained to do from a conceptual point of view. Moreover, this
architecture allows improvements in machine to machine relationships, in operational safety, in
security, in frugality with regards to hardware resources and electrical power, in scalability, and
in deployed fleet management. The use of finite state automaton in the input/output container,
allowing both greatly improved performances and the comprehensiveness of unit tests, is an
essential aspect.

This architecture can be used fully or partially according to need. It is first and foremost
meant for true 10T. It is also applicable to all systems doing input/ouput whatever they are. But it
can also be used in hybrid objects, that is objects which both communicate while also performing
more complex software functionality: control systems, data collection and storage, or local
artificial intelligence.

The integration of small rule-based programming, also called “artificial intelligence”,
inside our home clouds seems essential in order to use all the hardware capabilities of our
communicating machines. These will have to be installed and configured in as fully automated
manner as possible, be able to perform “reflex arc” type actions and request assistance from the
outside when needed.
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Abstract. The methods of information security, which are based on the use of functional-logical
modeling of very large digital integrated circuits (VLSI) under the influence of ionizing radiation
are considered. It is shown that the multiplicity of the node and the power of the spectrum are
more accurately described when using the concept of fuzzy multiplicity. Methods are proposed
for predicting LSI failures when exposed to ionizing radiation, which are based on the model of
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BBepgeHune

Kak, npaBwno, B YCNOBUAX BO3AEWCTBMS paguaumn UCMo/b3yeTca MOAeNb LM(poBOro
aBTomara C MpvB/eYeHVEM arnmnapaTta TeOpUn BEPOATHOCTU. B ciyyae, Korga Heo6Xxoaum yyet
(hm3nyecknx MexaHn3moB oTkasa CBVC, To nocTpoeHne (pyHKLMOHAIbHO-0MMYECKO MOogenn
TaKoro Kracca mnpegnosiaraeT MCMofib30BaHMS HeYyeTKoro LugpoBoro asTomara Bpayspa u
nepexof OT akCMOMAaTUKM ByNeBOI peLUeTKM K aKCMOMaTUKe BEKTOPHOM PeLleTKN ANA KaXKaoro
X! X [1, 2]. PeanbHbli XxapakTep paguaumMoHHoro noeegeHns CBUWC onpegenseTcs
COOTHOLLIEHNEM PaAMaLNOHHO-YYBCTBUTE/bHBLIX NApaMeTPOB ee 3/1EMEHTOB C YY4ETOM KPaTHOCTU
y3na n mowHoct criektpa CBC. B 3tom cnyyae 6Gonee TOYHasd OLIEHKA BO3MOXKHa Npu
NCMOMb30BAHWN  MOHATUS  HEYeTKOW  KpaTHOCTWM.  COOTHOLWIEHWE — MeXay  (hyHKLUMel
pacnpefeneHns Na0THOCTU BEPOSTHOCTU M KpUTepUanbHOM (yHKUMer npuHagnexHocTy (KPr)
ornpefenser, B KOHEYHOM MTOre, LEMecoobpasHOCTb  UCMO/b30BaHUA  (PYHKLMOHA/bHO-
NOTUYECKMX Mogenein paanaumoHHoro nosegeHnsi CBUC  NPUMEHMTENbHO K KaXKAoMy
KOHKPETHOMY C/ly4yat0. Takoe COMOCTaB/ieHMe SABNSETCA HEeOOXOAMMbIM 3TaroM Mpu aHanuse
pafmaumoHHol ctoinkoctn CBAC.

[epeBo TONO/IOMMM MOLENVPYIOLLEN cpedbl

Ona oueHkn mowHocTh cnekTtpa Agepesa Tonosnorunm KMOIT CBUC ¢ npuMeHeHueM
HEUETKMX 4yucen Npu paguauyvoHHOM BO34eNCTBUM B paboTe [2] 6binv faHbl OnpeaeneHus
KpaTHOCTW y3na U MowHocTK cnekTpa fgepeBa CBVC. B aTom cnydvae 6osiee TOYHas OLEHKa
cTovikocT BUC BO3MOXKHa Npu MCNO/Mb30BaHWMMN MOHATUS HEYETKON KpaTHOCTW.

Kak npaBuno, ¢ YyBe/IMYEHWEM MOr/IOWEHHON [03bl  MOHU3UPYIOLLErO  U3NYyYeHUs
amnanTyga uMmnynbca normyeckoro anemeHTa I|e [01] ymeHbliaetcs [3, 4], n cobcTBeHHas
BEPOATHOCTb MNEPEKNOYEHNS 3/IEMEHTA TOXE YMEHbLUAETCA. ITO YMEHbLUEHWE BepPOATHOCTU
MOXXHO UHTEPMNPETMPOBAThb Kak Obl yBeNMYeHEM Mnopora cpabaTtbiBaHNUs 1 e

B KayecTBe npumMepa Ha puc. 1 npvBefeHbl 3KCrepuMeHTa/bHble pe3y/ibTaTbl pasbpoca
1 QBK ymnos KMOTIT umMpoBbIX MHTErpasibHbIX MUKPOCXEM OMepPaTUBHOIO 3arnoMUHaoLLEero
yctporictea (LMMC O3Y) cepum 1617PY6 M uUX TPaH3UCTOPHBbIX CTPYKTYP, KOTOpble
COOTBETCTBYIOT HOPMa/IbHOMY pacrpefenieHns aycca. [NOCKOMbKY AMcrnepcus € 2 3aBUCAT OT
MOr/IOLLEHHOW [03bl  006/ly4eHUs, TO MO BepxXHeld OuUeHKM (6) MOXHO YCTaHOBUTL U
MaKCUMa/IbHYHO 03y 00/1y4eHus.

Puc. 1 PacnpegeneHus ycpefHeHHbIX no niacTuHe n(sKumnos KMOTM LUKMC O3Y 1617PY6 oT
[o3bl (1), unop n- np- KaHabHbIX MOTT TpaH3ncTOopoB (2, 3), NoNyYeHHbIE HAYCKOPUTENE 31eKTPOHOB
cEe =130
(Fig. 1 Distributions ofaveraged over the chip logical zero output voltage CMOS VSLI RAM
1617RU6from the dose (1), threshold voltage ofn-channel andp-channel MOS transistors (2, 3)
obtained at an electron accelerator with Ee = 130 keV)
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MycTb W3 y3na COEAVHEHWI A NOTMYECKUX 3MEMEHTOB BbLIXOAUT n  BETBEW. Y3en
BbIGMPAETC C MaKCUMa/bHLIM KOMMYECTBOM CBf3eil (KpUTMYecKMiA y3en). KpaTHOCTb y3na B
Clyyae m =n peanM3yeTcs MNpu HopMasbHOW pa6oTe. [pu 3TOM, €cAM 1IN HauMHaeT

NpneAMKaTbCA K |, BO3HMKAET 30HA HEYCTOMYMBOCTM, B KOTOPOM 3/IEMEHTbI MEepeK/yatoTes
CNyyYaiiHbIM 06pa3oM M KpaTHOCTb Yy3/Ma CTaHOBMTCS HeonpeaeneHHoin. Ee BenmumHa, Kak
13BeCTHO [5 - 7], MOXeT 6bITb BblpaXXeHa HEYETKUM YMCIOM. [/15 yNpoLeHNs OLEHOK B JaHHOM

paboTe MCNO/Mb3YHTCA TPEYTO/bHbIE (L - R) HEUETKUE UMCna.
B TOXe BpemMs BeNMUMHbI MOPOroB 1M pacnpefeneHbl MO HEKOTOPOMY 3aKoHy f (X)

Takomy, 4to f (X)— 0 (Puc. 2). Tak Kak maTemaTmyeckoe oxwugaHve ! =II1, TO yBennyeHue
' X—0

x—41

[03bl 0B/yYeHMs " | | 11 pacnpeaeneHne CMeLLaeTcst BNpaeo (MyHKTMP Ha Puc. 2).

Puc. 2. ®yHKUMS pacnpeaeneHns NOPOroBOro Hanpsi>KeHUs NePeKIYEHNs NOTNYECKUX 31EMEHTOB

() f(x)
£ ()
(Fig. 2. Logic threshold switching thresholdjunction - f (x) fM .

f (1)
Mo,qa HEYeTKOro 4ymcna, o4esngHo, 3aBUCUT OT BETNYNHBI:
s =1f (X)dx,

a pas3mMbITUE OT MUHMMAa/TbHO Pa3HOCTM BbIPAXAeTCs COOTHOLLUEHMEM [8]:
min{(S(")- S)), (Sm(")- S}k
rae Sm- MakCMMasibHOe 3HayeHue S .
B 3TOM cnyyae pacCMOTPUMM HEYeTKME 4ucnia KpaTHOCTW Y3/M0B AN ABYX (DYHKLUMIA
pacnpegeneHuns 1n - Faycca n flannaca.

[lns HopManbHOro 3aKoHa pacnpefeneHuns aycca cnpaseanMBO PaBeHCTBO:
I (-

862\2:*)0/ 2-2dx = o +:PJOI/8 " (1)

roe @ (r) - MHTerpan BeposiTHOCTEN.

Cnpasa B (1) (pyHKLMSA CUMMETPUYHAA OTHOCUTENIBHO ! =1 W NPU COOTHOWEHUN — > 4B
2 !

3TOW TOUKe NUMeeTcs cabblil MaKCUMyM, paBHbI 2P —.
2a
Takasi 0COOEHHOCTb (DYHKLMWM MO3BOMSET MCMOMb30BaTb MPOCTYH TpaneuenjasibHyo
annpokcumaumio sG (Puc. 3) [9], rae a =—, x =—, a >4, 0<x <a.
a

a
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Pvc. 3. TpaneuenganbHas annpokcumauys BenmumHbl S G ans HopManbHOT0 3aKOHa pacnpeaeneHuns
Maycca

(Fig. 3 Trapezoidalfitting of SGfor the normal Gaussian distribution law)
B aToMm cnyyae MoZly HEUETKOro YMcnia MOXHO 3anucatb B BUE BblpaXKeHUA:

M G=1[ns~ (x)], (2

[MonyyeHHas pasMbiTast PyHKUMS (2) UMeeT CredytoLLmii BIL;
Ag =2[n -min{(~G(x)- 0,5) (I- sG(x))}], )
roe  -yin/2<x<a.

B BblpaxkeHnax (2) u (3) [z] - uenas yacTb [Z ]
Torpa 13 goopmyn (2) 1 (3) nonyumm, (L - R) HEYETKOEe YMC/0, KOTOPOe NpeAcTaBnseTcsa B
BMAe paBHOGEAPEHHON (hyHKUMM C ocHOBaHMeM AG (Puc. 4).

Puc. 4. HeyeTKoe 4nCNO KPATHOCTU y3na COELMHEHUSA IOTUYECKUX 3/1eMEHT OB
(Fig. 4. Multiplicityfuzzy number ofthe node connecting the logical elements)

Ecim x<a - — ! | TO pa3mbITVe He BK/KOYAET n .NMapameTpoB U COOTBETCTBYHOLLASA

3TOMY C/yy4ato, MOT/IOLIEHHAs 033 NOHWU3MPYIOLLLErO M3MYUYeHNst CUATAETCS KaTaCTPO(UYECKONA.
B aTOM cnydae, npefenbHas NOrAOLEHHas 4033 ONpeaenseTcs CeayowM paBeHCTBaMM:
n

ez P Mpy ool ® w - 063a. @)
2 2 V2 2

Mony4yeHHble BblpaXXeHUs (4) cnpaBen/ivBbl 419 OLHOrO0 Y3/a.
[na 60/bLLIOro KONMYeCTBA Y3/10B Aepesa pacnpeeneHve Jlannaca UMeerT:
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1 b ex# +e“
SL=le $dt=1- (5)
L 2% 2
I
roe x=1! a=! 1> x, a> 4

dyHKUMA pacnipegeneHna Jlannaca (5) aHanorvdyHo pacnpegeneHunto laycca (1) mn ee

MOXXHO anmnpoKCMMMPOBaTb Takxe TpaneuengasnbHol dyHkumein SL (Puc. 5).

Puc. 5. TpaneuengansHasa annpokcumauua SL and pacnpegeneHuns Slannaca
(Fig.5. Trapezoidalfitting SLfor Laplace distribution)

|_|pl/l 9TOM MOJa M pa3MbiTe HeYeTKOro 4ymcna CcooTBeTCTBEHHO pPaBHO COOTHOLUEHUAM
[10]:
ML=[nm ()], (6)

#1 =2[neminpL (*)- O5) (I- sL(4 )}, (7)

roe [Z] - uenasvacts Z, a -1 <x<a.

Vicnonb3oBaHue pacnpegeneHve dQyHKUMM Jflansaca npegnoyvtuTesisHee, TakK KakK B
06nacTn maTtemMaTM4ecKoro OXnaaHns MeeT 3Ha4YNTe/IbHO MEHbLUNI pa3dpoc.

Ona  HecMMMeTpUUHBLIX 3aKOHOB pacnpegesnieHnsa dopmynsl (2) - (7) ocTtaroTcs
cnpaeBef/MBbIMW, HO C ApPYITMMW NpegesiaMv  U3MeEHeHWs O0606WeHHOro napameTpa  X.
HopmupoBka X OCyLWEeCTBASETCA MO HEKOTOPOMY XapakTepHOMY napameTpy pasMbITus
pacnpepeneHns [11].

[Onsa oueHkn MOWHOCTU AepeBa HeO6XOAMMO CyMMMUPOBATb HEUYETKME 4uC/a, HO cpedHee
3HauyeHusi, Kak ornpegeneHo B paboTte [3], BbIUNCAAOTCA 4epe3 cpefHee 3HayveHve Mog WU
pa3MbITOCTMW.

B aTtom cnyuvae, cpefHsas Be/IM4YMHA MOAbl paBHa:

Ml=—v (®)

roe K - uucno ysnoB B gepeBe, M t - Moga HeueTkoro umicna i- ro ysna.

Cpe,CI,HFIFI PasMbITOCTb onpeaendeTcd N3 COOTHOLLEHUA!:

. ©

roe ! j - pasMbITOCTb HEYETKOrO uncna i- ro ysna.
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TakyM 06pa3oM, MOLLHOCTb [epeBa BbIPAXKAETCH TakkKe HEYETKUM YMCIOM, HO Mofa U
PasMbITOCTb KOTOPOro, onpegensiemble no gopmynam (8) u (9), He o6sa3aTenbHO Lenble. Enn
Pa3MbITOCTb HE 3aXBaTbiBaeT MaKCUMa/lbHble 3HaYeHWs MOLLHOCTW, npuBefeHHble B [3], TO
COOTBETCTBYIOLLAA MOr/OWEHHaA f03a W3NYyYeHUs CUMTaeTCA KaTacTpOMUECKOr, npuyem
MeHbLLe Yem A/19 O4HOro y3na [12].

OfHako, fjaHHas OLeHKa OCTaeTCs 3aBbILUEHHON, TaK KakK He YYMTblBaeTCs TOT (PakT, YTo
LNA Y3/710B MPOMEXYTOUYHOr0 YPOBHA [epeBa, NMPU He Mepek/ItoveHnM Kakoro-T0 3/1eMeHTa,
KpaTHOCTb COOTBETCTBYHOLLErO Y3/1a cumTaeTcs pasHom 0.

3ak/oyeHne

O6ecneyeHre  MHGopMaunoHHon  6e3onacHoct  KMOIM  CBUC B ycnoBusix
NOHU3UPYIOLLETO U3MTyYeHUs ONpeaensieTcad KOHKPETHbIM cnekTpoM fepesa Tonosiorun CBUC u
COOTHOLLUEeHNEeM pafuaLNOHHO-YYBCTBUTE/IbHLIX MapaMeTpoB: KPaTHOCTM Y3/10B, MOLLHOCTU
CreKTpa fepeBa, MOfAbl HEYeTKOro 4yucna. B 3TOM c/yyae COOTHOLUEHME MeXAy (yHKUmWei
pacrnpegeneHus pasbpoca M MOAbl HEYETKOro uucna ornpefenser, B KOHEYHOM WTOre,
L1eN1ec006pa3HOCTb  UCMOMb30BaHUS  (PYHKUMOHA/IbHO-IOTUYECKUX  MOAenel  pagvauvoHHOro
nosegeHna CBVC npuMeHUTENIbHO K KaXKAOMYy KOHKpeTHOMY ciyyato. [lpoBefeHMe Takoro
COMOCTaBNEHUA ABMISIETCH HEOOXOAMMbIM 3TanoM O0OLLei Npouefypbl aHaM3a paguauyoHHON
ctoikoctn CBWC. Tpu aToM crefyeT OTMETUTb, UYTO B PasHbIX AmManaszoHax YPOBHEN Wnn
WHTEHCUBHOCTEN BO3[ENCTBUA OLeHKa MOLLHOCTU cnekTpa gepesa Tononorum CBUNC moxeT
HOCUTb KaK HEYeTKMiA, TaK 1N BEPOATHOCTHbINA XapakTep. Mpu aTOM HeyeTKas KpaTHOCTb MOXET
3afaBaTtbCd B N-MEPHOM MPOCTPaHCTBE C COXpaHeHMeM 6a30BbIX MapameTpoB Mofenun, a
pafnaumoHHble 3deKTbl, BO3HMKatowme B CBUC, npu pasfivyHbIX YPOBHAX 06/1yYeHNs,
OLeHMBAKOTCA B Hell N0 U3MEHEHUIO OHOr0 U TOro >Ke napameTpa cUcTeMbl. Takas CTPyKTypa
MOJeNn  ABNAETCS BEPOATHOCTHO-HEYETKOW C onepatopamy BEpPOATHOCTHOrO Tuna, a
KpuTepuasbHas (DYHKUUA NPUHAZ/IEXXHOCTU SABNSETCA Cynepnosvumein CTaTUCTUYECKOW W
[EeTEPMUHNPOBAHHON KPUTEPUaNbHOW (DYHKUMEN npuHagiexxHocTn. pu aToMm, onpeaeneHa
B3aMMOCBSA3b HEYETKOM KPaTHOCTU M BEPOATHOCTHOW /IOTMK, MO3BOMAIOWAA Haubosiee TOYHO
OLeHMBaTb KaueCTBO (hyHKLMOHMpoBaHUs CBIAC npu BO3aeCTBUM paguaumm.
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AnnoTauua. B [JaHHON cTaTbe paccmaTpuBaroTCst 6eCnpoBOAHbIE CUCTEMbI MAEHTUMKALA U
KOHTPONSA JOCTyna TPaHCMNOPTHbIX CPeACTB Ha OXpaHsAeMble 00bEKTbI. PacCMOTPeHbI M3BECTHbIE
cuctembl. B pesynbTate yCTaHOB/IEHO, 4YTO Of4HMM M3  MepPCrneKTUBHbIX MOAXOAO0B K
NOEHTUMPMKALMA M KOHTPO/IKO [OCTyna TPaHCMOPTHbLIX CPeACTB Ha OXpaHsfemble O0O0beKTbl
SBNSIETCA UCMNOMb30BaHME CUCTEM Ha OCHOBE MPUHLMMA «CBOW-YYyXOl». Cpean AaHHbIX CUCTEM
BbIAENAITCA «OLHOHAMNPAaB/IEHHbIE» W  «[BYHarpaB/eHHbIe» CUCTEMbl WAEHTU(UKALUKA W
KOHTpONst AocTyna. «/[lByHanpaB/eHHbIE» CUCTEMbI SIBAAKOTCA Gonee NpeanoyvTUTENbHbIMIA [ANs
BOMPOCOB MAEHTU(MMKaAUMM W KOHTpona poctyna. OfHako, B HacTosillee Bpems, AaHHble
CUCTEMbI AO/IKHbI UMETb YMEHbLLEHHYIO BEPOSATHOCTb pPacno3HaBaHWA CTPYKTYPbl 3aMpPOCHbIX U
OTBETHbIX CUrHAJIOB B CW/ly TOTO, YTO MOTEHLMA/bHbLIA 3/10YMbILLIEHHUK MOXET A0CTaTOYHO
NEerko BbINONHUTL HECAHKLUMOHMPOBaHHbIA AOCTYN K paAuoKaHany cUCTeMbl. Ha OCHOBaHWMU
3TOro paspabotaHa 6GecnpoBogHasd cucTEMa WAEHTUQMKAUMM U KOHTPONsS  AocTyna
TPaHCNOPTHBLIX CPEACTB Ha OXPaHsieMble OOBLEKTbl HAa OCHOBE MPUHLMMNA «CBOM-UYXOM»,
OT/IMYAIOLLAACA  MOBbILEHHOW  3aLMLEHHOCTHI0  OT  HEeCaHKUMOHMPOBAaHHOIro fJoctyna W
noAaBfeHNs NOMeXamu 3a CYET UCMOMNb30BaHUS Mepe3anmcbiBaeMbIX HAKOMUTENen Xa0TUYECKNX
nocnegoBatesibHOCTeN.  [JONONHWUTENbHO K 3TOMY  NpeAnaraeTcd  UCMonb3oBaTb  AJ1s
NOEHTU(MKaLMM TpaHCMOPTHOro cpeactea RFID-MeTKy, cogepxkallyto [AOMONHUTENbHYHO
MH(opMaumMo 0 HeM. [prBeAeHbl HEKOTOPble TEXHMYECKME XapaKTePUCTUKM pa3paboTaHHOM
cucTeMbl (BO3MOXXHBIN YaCTOTHbIN Amana3oH 3anpoCHO-OTBETHbIX CUIHaN0B, Aa/lbHOCTb CBS3N,
CKOpOCTb Mepefayn faHHbIX, 00beM MepeaaBaeMblX AaHHbIX, peKoMeHAaumm no Bbibopy RFID-
MeTOK). TakK >e, C MOMOLLbK annapata HEYeTKOM /fOruKKW, Oblna Npou3BeAeHa OLEeHKa
3allMLLIEeHHOCTU OT HeCaHKLUWOHMPOBAHHOMO AOCTYMNa 3anpoCHO-0TBETHLIX CUTHa/IOB Ha OCHOBE
CUCTEMbI «CBOW-YY)KOW», MepeaaBaeMbIX MO paauMoKaHany, pa3paboTaHHOW CUCTEMbI W
aHanoros. OLEHKa 3allMLLEHHOCTM pa3paboTaHHOM CUCTEMbI MOKa3blBaeT A0CTATOYHbIN YPOBEHb
ee  3alWMWeEeHHOCTM OT  KOMMMEKCHbIX yrpo3 (NpocMoTp, MNOAMEHa, MepexBaT U
PaAM03/IEKTPOHHOE MOLaB/IeHNe TpagrKa) Mo CPaBHEHWMKO C M3BECTHbIMW CUCTEMaMu [aHHOro
Knacca. Cpeay OCHOBHbIX MPEMMYLLECTB pa3paboTaHHOM CUCTEMbI CrefyeT YNOMSHYTb
MOBBLILLEHHYHO 3aL1LLEHHOCTb OT HECaHKLIMOHNPOBAHHOIO AOCTYNa Y NOAABNEHUSA NOMeEXaMu 3a
CYET UCMO/Mb30BaHNA Mepe3anicbiBaeMbIX HaKOMUTENEN XaOTMYECKMUX NOCNeaoBaTeNlbHOCTEN, B
KOTOPbIX NOTEHLNaIbHO MOXHO MCMO/b30BaTh LUMPOKUIA K/TaCC XaOTUYECKUX CUTHaNOB. Tak e
Cnefyet OTMETUTH MOBbILIEHHYHO BEPOATHOCTb MAEHTUMUKALMM MPOBEPSEMbIX TPAHCMOPTHBLIX
CPeACTB 3a CYET UCMOMb30BaHWA MPUHLMNA «CBOR-uyXoin» 1 RFID-meToK. Cpean OCHOBHbIX
HeAOCTaTKOB MPEA/IOKEHHOW CUCTEMbI CreflyeT OTMETUTb HE06XOAMMOCTb Ha/M4YMs TOYHOW
CUHXPOHM3aLMN MeXOy nepefaroLlent U NPUEMHON CTOPOHaMM.

KnwoueBble cnosa: uwaeHTuduUKayuga, KOHTPOAb AOcCTyna, TPaHCNOPTHbIe CcpeacTsa,

pagnokaHan, MMMWTO3aW NI eHHOCTb, Xa0 TUYECKNe CUTHANDI.
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Abstract. This article deals with wireless systems for identification and control of vehicle access
to protected objects. Known systems are considered. As a result, it has been established that one
of the most promising approaches to identifying and controlling vehicle access to protected
objects is the use of systems based on the "friend or foe" principle. Among these systems, there
are "one-directional” and “bedirectional” identification and access control systems.
"Bidirectional” systems are more preferable for questions of identification and access control.
However, at present, these systems should have a reduced probability of recognizing the
structure of the request and response signals because the potential attacker can easily perform
unauthorized access to the radio channel of the system. On this basis, developed a wireless
system identification and control vehicle access to protected objects based on the principle of
"friend or foe", featuring increased protection from unauthorized access and jamming through
the use of rewritable drives chaotic sequences. In addition, it’s proposed to use to identify the
vehicle's RFID tag containing additional information about it. Are some specifications of the
developed system (the possible frequency range of the request-response signals, the
communication range, data rate, the size of the transmitted data, guidelines for choosing RFID).
Also, with the help of fuzzy logic, was made the security assessment from unauthorized access
request-response signals based on the system of "friend or foe", which are transferred via radio
channel, developed systems and analogues. The security assessment of the developed system
shows an adequate degree of protection against complex threats (view, spoofing, interception
and jamming of traffic) in comparison with known systems of this class. Among the main
advantages of the developed system it’s necessary to mention increased security from
unauthorized access and jamming through the use of rewritable drives chaotic sequences, in
which you can potentially use a wide class of chaotic signals. It should also be noted the
increased likelihood of identification check the vehicle through the use of the principle of "friend
or foe" and RFID. Among the main disadvantages of the proposed system it should be noted the
need for precise synchronization between transmitting and receiving sides.

Keywords: identification, access control, vehicles, radio channel, protection against imitation,

chaotic signals.
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BeegeHune

B HacToslee Bpems Ans OXpaHbl M 3aWUTbl Pa3/INYHbIX BaXKHbIX OOBLEKTOB W /OAEN
NPUMEHAIOTCS pas/inyHble cucTeMbl 6e3omacHocTU. B nocnegHee Bpems 60/blUOe pasBUTUE
nonyymnm 6GecrnpoBOfHble cucTeMbl 6e3omacHocTU.  Llenecoobpa3HOCTb  MCMO/b30BaHMA
pafimoKaHasia B cucteMax 6e30nacHOCTN 0OBACHAETCA HEeCKOMbKMMK (hakTopamu [1, 2], cpegu
KOTOPbIX BbIAENAT MNPOCTOTY OpraHu3auuMu, MeHblUMe 3aTpaTbl Ha MOCTPOEHME N
aKcnnyaTaumo, BO3MOXHOCTb MPUMEHEHUA MPW OTCYTCTBUM MNPOBOAHbIX JIMHWIA CBA3NW N B
4pe3BblYalHbIX CUTYaUMAX, BO3MOXHOCTb OMePaTUBHOIO M3MEHEHWUs CTPYKTYpbl 1 NapaMeTpoB
CUCTEM NPU HapaLlyBaHUM 06BEKTOB OXpPaHb!.

OfHOI 13 cambIX pacnpocTpaHeHHbIX 6ecnpoBOAHbLIX CUCTEM GE30MacHOCTU B HACTOsLLEe
BpeMs ABNAIOTCA CUCTEMbl aBTOMOOW/ILHON 6Ge3onacHocTU. Cpeau obnacTell ee MPUMeEHEHUS
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PA3PABOTKA BECMPOBOAHOMN VIMUTO3ALLLLEHHOM CUCTEMbI MAEHTUGUKALNA U
KOHTPO/1A JOCTYMNA TPAHCMOPTHbIX CPEACTB

MOXHO BblAeNMTb, HanpuMmep, OXpaHy TpaHCNOpTHbIX cpeacts (TC) ot yroHos [3],
NOEHTUMPUKaUMIO U KOHTPOb gocTyna TC Ha oxpaHsiemMble 00beKTbl [4]. Pa3paboTka HOBbIX
METOZ0B W TEXHONOrMIA MAEHTU(MUKAUMN U KOHTpons goctyna TC Ha oxpaHsieMble OObeKTbl
ABNAETCA aKTya/lbHOW 3agaqein [4].

Llenbto faHHOM cTaThby fBNAETCA pa3paboTka 6ecnpoBOAHOM MMUTO3ALLMLLIEHHON CUCTEMDI
NOEHTU(MKALUM N KOHTPONS JOCTYMNa TPaHCMOPTHLIX CPEACTB Ha OXpaHseMble OObEKTbl Ha
OCHOBE MPUHLMMNA «CBO-UYXKOI».

OcCHOBHasd 4yacTb

AHan13 npegmMeTHOM 061acTn

Kak n3BecTHO [5], Ha NO6OM BaXXHOM OXpPaHAEMOM O0ObeKTe 0ObIYHO MPUCYTCTBYET
BHYTPEHHSAS 30Ha, TeppuTopust 00beKTa, a Takxe npoxofHas ana TC (NerkoBble W rpy3oBble
aBTOMOOWUNN, CrieumasbHas M BOEHHas TeXHUKA U T.4.) W nepcoHana. C Ue/blo UCKIUNTbL
HeCaHKLMOHMPOBAHHbIN JOCTYN Ha TEPPUTOPUIO 06bEKTA, NPEAO0TBPALLEHNS TEPAKTOB 1 MPoYee,
npoxogHast a/is TC 06bIYHO OrpaXK4aeTcs C MOMOLLbI Pa3/IMYHbIX MHXEHEPHBLIX COOPYXXEHWA,
Hanpumep, 3arpaxaeHuns (3abopbl, LWiaréaymbl, BOPOTa), MNPOTMBOTapPaHHbIE 3arpaxmaeHus
(Hagon6bl, MeTaiInYecKne exxm, 6eTOHHbIe 6/10kM) 1 T.4. [6].

B HacToAllee BpemMsi MHTepec MpeACTaBNAKT aBTOMATU3MPOBAHHbIE CUCTEMbI KOHTPONSA
[0CTyna, KOTOpble MOryT MPOBECTU AUCTAHUMOHHYIO WAEHTU(MMKALMIO WU KOHTPO/b A0CTyna
nogeir n TC [5]. OcTtaHoBMMCA noOApO6GHee Ha M3BECTHbIX METOAaxX W TEXHOMOrUsaX
naeHTUMKauum n kKoHTponsa goctyna TC. Tak B paboTte [7] onuCbIBAHOTCA N3BECTHbIE CUCTEMBI
NAEHTU(MKaLMM U KOHTPONS gocTtyna TC: aHTUTeppopmucTMYeCcKas CUCTeMa KOHTPONA AoCTyna
M BbE3da Ha COUManbHO-3HAUYMMble O0OObLEKTbI «bapbep», aBTOMATU3MpPOBaHHas CUCTEMA
KOHTPO/IS NOAbE3AHbIX NYTe K oxpaHsieMbiM 06beKkTam «bnokxocT-KCKIM», a Takke cuctema
KoHTpona poctyna TC (Mone3Has mogens PP Ne 144117, ony6n. 10.08.2014). Cpegn wmx
OCHOBHbIX HeloCTaTKOB OTMeYaeTcs TOT (hakT, YTO (PYHKLMSA aBTOMATUYECKOro pacno3HaBaHuA
permcTpaunoHHbIX HomepoB He faeT 100 % BepOATHOCTM pacrno3HaBaHWA, U HEeT BO3MOXXHOCTU
OTNNYNUTL NoAaAensHble HoMepa [7]. Kpome Toro, 0TMeyaetcs, YTo MPUMEHSIEMbIE B HUX TUMbI
3arpaxaeHnin He SBNAKOTCA LOCTATOYHOM 3aLLMTON OT HECAHKLMOHMPOBAHHOIO A0CTyna. Tak e
cnegyet OTMETUTb, YTO, KaK B [JaHHbIX CUCTeMax, TaK M B aHa/OTM4YHbIX CUCTEMAX,
npesycMoTpeHa BO3MOXHOCTb MCKIHOUMTENIbHO PYYHOI0 KOHTPONA npoexarowmx TC, ogHako
3TO He ABNSETCA yAa4HbIM BapuaHTom [4].

Opyrum npvMepom CUCTEMbl UAEHTU(MMKaUMU WU KOHTponsa poctyna TC asngetcs
NCMOMb30BaHNE KaKMX-NNMOB0 YHUKaNbHbIX WAEHTU(INKATOPOB, Hanpumep, CUCTEM Ha OCHOBE
NPUHLMNA  «CBOW-YY)XXO». T1pUMEPOM  MCMO/Mb30BaHUA  YHUK&/IbHbLIX — MAEHTU(NKATOPOB
SBNSIETCA CUCTEMA KOHTPONSA Npoe3aa asToMobuneli [8]. B ee 0OCHOBY MOMIOXKEHO MCMO/b30BaHMeE
RFID-meTOK (ganee «T1»). [Ans RFID-MeTOK MOXHO NnpeAyCMOTPETb 3auUTy OT K/IOHUPOBaHWS,
a Takke  KpunTorpauyeckyro  3awuty nepefaBaemMon  MHGopmaumu.  MpuHUMn
(hYHKLMOHMPOBAHWSA CUCTEMbI NPOCT [8]: Npy 06HapY>XeHUW METKW CUUTbIBATE/lb COMOCTaB/IAET
eé [laHHble C BHYTPEHHEN Tabnmuein gocTyna u nocne 3Toro CUCTEMOM NPUHUMAETCA PeLLEHNE O
ponycke/He gonycke TC Ha oxpaHsiemyto Tepputopuio. Tak ke B paboTe [4] npegnaraetcs
MHOroaTanHas paguMoyvactoTHad uaeHTU(pMKauma TC, 3akiovarowasca B pasfeneHun
YHUKANIbHbIX  MAEHTU(MKALMOHHBIX  [aHHbIX (fasiee «T2»). Tak Ha nepsoM 3Tane
NH(OPMALIMOHHOI0 06MeHa MeXAy METKOM M CUMTbIBATEIEM 3anpaLlvBaeTCsl rocyAapCTBEHHbIN
perncTpaumoHHblin Homep TC, BbicoTa TC u T.4. (3TOT npouecc naet 6e3 WwngposaHus). 3atem
no AONONHUTENbHOMY 3anpocy Bbl4AKTCA CheumasbHble perncTpaloHHble, KOHCTPYKTOPCKME
WA TEXHONOMMYECKMe faHHble (B 3TOM cnydvae TpebyeTcsi LWM(poBaHME C MUHUMa/IbHOM
KpunTorpamyecko CTOMKOCTbIO). [locne 3Toro no  crneynanbHOMY 3anpocy  AO/MKHbI
BblAaBaTbCA Haunbonee cekpeTHble faHHble 0 TC, a Takke ero VIN (MaeHTU(UKaLNOHHBI
HOMep TPaHCMOPTHOro cpeacTsa). B aTom cnyyae HEO6XOAMMO LUMPPOBaHME C MaKCUMasIbHOW
KpUNTOrpagMyecKom CTOMKOCTbHO.
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Mpumep TEXHONOMUIN Ha OCHOBE MPUHLMMNA «CBOM-YY)XKOW» MPUBEAEH TaK Xe B paboTe [9].
OTANUNTENIbHOM YepTOM [aHHOro MoAXxoAa ABMSETCA UCMONb30BaHWe B CTauMOHapHOM 6s10Ke
ynpas/ieHNs 1 B MOOW/IbHOM Gpenoke ynpas/ieHUs OfMHAKOBbLIX FeHepaTopoB MCEBAOCTYHaNHbIX
nocnegosatensHoctein (MCI), KOTOpble MHULMAIM3NPYIOTCA O6LLMM FeHepaTopoM ClyyarHbIX
ymnces, HaxofAWMMCS B CTaumMoHapHOM 6/10ke ynpasneHus (panee «T3»). Takum ob6pasom, B
CNnyyae neranbHOro nosb3oBatens ob6a reHepatopa [CI [AO/MKHLI BblgaTb  O4WMHAKOBbIE
nocnefoBaTeNlbHOCTM W, HA060POT, B Cly4vae HenerabHOro Mosb3oBaTeNs, BblAaTb pas/iMyHbIe
nocnefoBaTe/lbHOCTK, 0 YeM OYfeT BblhaHO yBefoMIeHMe. JaHHasa TeEXHOMOrMS XOTb U 3aTOYeHa
L1 OXpaHbl aBTOMOOWMEN OT HeCaHKUMOHMPOBAHHOIO [AOCTYMa, OAHAKO Nerko MOXET ObITb
MepeHeceHa Ha Ccnyyain cucTeM naeHTUNKaLMmn 1 KoHTponsa goctyna TC.

TaK >Xe M3BeCTHa CUCTEMA, B KOTOPOW, Cpeaw MpoYero, NMpPUMEHSIOTCH PagumoyacToTHbIE
MeTKM (CofepXaT YHWKa/ibHble WAEHTU(MMKATOPbI TPAHCMOPTHOrO CPEeACTBa), CKaHMpyroLlee
YCTPOWCTBO W CMOXHbIE CUrHanbl ¢ (pazoBoit mopynaumen (PMC) [10].  YHuKanbHble
naeHTugukaropbl TC BHOCATCA B 6a3y AaHHbIX MU MOFYT /IErKO ObITb CUATaHbl CKaHUPYHOLLMM
YCTPOMCTBOM C pPafmMoyvacTOTHbIX METOK Yepe3 3alUMLLUEHHbIA OT HecaHKUMOHMPOBaHHOIO
Joctyna paguokaHan (ganee «T4»). B KayecTBe  [OMOMHUTENBHOIO  YHUKa/IbHOIO
NOEHTU(MKATOPa MOXKET MCMO/b30BaTbCA HECMbIBAEMbI TAHOMUCHBIA KpacuTenb (Hanpumep,
Ha BETPOBOM CTeEK/Ie), 06HapY>XM1BaeMbIi B YIbTPAPUONETOBBIX yYaXx.

[anee paccMoOTpUM cUCTEMY aBTOMOOW/IbHOW CUTHaNM3aumu, MpeasioXXeHHyo B paboTe
[11]. B Hein npepnaraeTcsa MCMOMb30BaTb aBTOKOPPENSLMOHHYH LUMPOKOMOMOCHYH CUCTEMY
CBA3M Ha OCHOBE MOAyNAuMM (hasbl nepegaBaemMoro curHana. [aHHas cuctema Mno3BONSeT
3HAUMTENbHO  MOBbLICUTL  3ALUMLLEHHOCTb OT  HEecaHKLMOHMPOBaHHOro goctyna. [Mpwu
COOTBETCTBYIOLLEN afanTauuy [aHHAs TEXHONOrUS MOXET HalTW MpUMeHeHWe A1 CUCTEM
naeHTUOUKaLMn n KoHTpons goctyna TC (ganee «T5»).

Kak BMAHO M3 MpuWBELEHHOr0 aHaM3a, OAHMM M3 CaMbIX MepPCneKTUBHbLIX MOAXOAO0B K
NoeHTUPMKaLMN 1 KOHTpPoM fgoctyna TC Ha OXpaHAeMyk TeppuTopuIo  AB/AETCH
NCMOMb30BaHNE CUCTEM Ha OCHOBE MPUHLMNA «CBOW-YY)XKOW». 3[ecCb CneayeT OTMETUTb, UTO
CUCTEMA Ha OCHOBE MPUHLMMA «CBOM-YYXKO» MOXET OblTb KaK «0[HOHanpaB/ieHHas», Koraa
YHUKa/IbHbIA NAEHTUPMKATOP nepefaeTcs Ha 610K KOHTPONA U CPaBHMBAETCA C 3Ta/IOHHbIM
CMNMCKOM, Hanpumep, [8], Tak 1 «aByHanpasieHHas», KOrja NpuUCyTCTBYHOT Kak 3anpocHble, Tak
N OTBETHblE CUrHasbl [9]. BTOpOW BN CUCTEMbI HA OCHOBE NMPUHLMNA «CBOM-YYXXO0» ABMISETCS
bonee NpefnoYTUTENbHLIM 1S BOMPOCOB MAEHTU(MKAUMM 1 KOHTpons goctyna TC [4, 9].
OfHaKo, B HacTosiLLee BpemMs OTMEYAEeTCs, UTO Takue «BYHarnpaB/ieHHbIE» CUCTEMbI HA OCHOBE
NPUHLMNA  «CBOM-YYXXO» [O/MHKHbI  MMETb YMEHbLUEHHYID BEPOSATHOCTb  pacro3HaBaHus
CTPYKTYpPbl 3aMpOCHbIX W OTBETHbIX CUIHAIOB 3/10YMbILL/IEHHUKOM 32 CYET BbICOKOA
CKPbITHOCTW CTPYKTYpbl MepeAaBaemMoil MHgopmaumm [12]. 370 crnefyeT U3 TOro, 4to B
HacTosiLLee Bpems [0CTaTOMHO JIerKO  BbIMOSHUTL — HECAHKUMOHMPOBAHHbIA  A0CTYN K
pafMokaHany cucteM 06e30MacHOCTU A5 3/10YMbILLIEHHbIX AeNCTBUIA (HanpumMep, MPOCMOTP,
noAMeHa, nepexsaT W nofasfieHne nomexamu) [13]. Metogamu 3awuTbl OT AaHHbLIX Yrpo3 B
0ecnpoBOAHbIX CUCTEMax aBTOMOOWIBLHOW 6e30MacHOCTU  MOTEHUMa/IbHO MOTYT  CTaTb
KpunTtorpaguyeckne MeTogpl 3awmtbl MHGopmauun (KM3W) [3, 13], a Takxke TexXHO/0rMm Ha
OCHOBEe LyMOonoAo6HbIX curHanos (LUMC) [3, 13].

OfHMM ©3 camblX MEepCrneKTUBHLIX METOLOB OAHOBPEMEHHOM 3alMTbl paguoKaHana ot
HeCaHKLUMOHNPOBAHHOIo focTyna (MpPoCMOoTp, MOAMEHa, Mepexsar) v NOAaB/eHUs NnomMexamu B
cucTeMax aBTOMOOW/IbHOM 6e30MacHOCTY B HACTOsiLLee BpPemMs MOTyT CTaTb TEXHONIOMMW Ha
OCHOBe LUYMOMNOAOOHbLIX CUrHaNI0B, HaNpuMep, UCMob3oBaHue XaoTuyecknx curHanos (XC) [3,
13, 14]. Tak B paboTe [14] paccMaTpMBaeTCA MUCMO/b30BaHNE CBEPXLUMPOKOMNOOCHbIX CUTHA/I0B
Ha OCHOBE XaOTWYeCKMX CUTHaI0B B CUCTEME aBTOMOOW/IbHOW 6e30MacHOCTU, B YaCTHOCTM
CUrHanm3aums, naeHTudmkaums n 1.4. (nanee «T6»). OTMeYaeTcs, YTO CUrHa/bl AaHHOIO BMAA
o6ecrneymBaroT 3aLMTy OT MOMEX M MOBbILIEHHYH 3aLMLLEHHOCTb OT HECaHKLMOHWPOBAHHOMO
poctyna [14]. B uvacTHocTW, m3BecTHO [15], uto XC no3BONAOT A0OUTLCS MOBbILLEHHOW
3alUMLLEHHOCTM OT HEeCaHKLMOHMPOBAHHOIO A0CTyMna 3a CYET MOBbILEHHOW CTPYKTYPHOM
CKPbITHOCTM NO CPaBHEHWIO C «Knaccuueckummy» Buaamu LLIMC. Tak CTPYyKTypHast CKPbITHOCTb
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«Knaccmueckmx» Bnaos LLIMNC cHavana yBenmumBaeTcsi, a MOTOM, MO Mepe YyBenmueHus 6asbl,
YMEHbLLIAETCS, B TO BPeMS, Kak CTPYKTYpHas CKpbITHOCTb XC 6bICTPO Bo3pacTaeT [15].

Pa3paboTaeM Ha OCHOBE XaOTWYECKMX CUTHa/I0B 6GECNpPOBOAHYH MMUTO3ALMLLEHHYHO
CUCTEMY WAEHTU(MKaLMM U KOHTpona foctyna TC Ha oXpaHsemble O6bLeKTbl Ha OCHOBE
MPUHLMNA «CBOWA-Uy>K0ii» (fasnee «T7»).

PaspaboTka 6ecrpoBOAHOA MMUTO3ALMLLEHHOM CUCTEMbI  UAEHTU(MKauuM 1
KOHTPO/1S1 40CTYyNa TPaHCMOPTHbIX CPeACTB Ha OXPaHsieMble 06beKTbI

[ns atux uenel paccMoTpMM puc. 1, Ha KOTOPOM MpuBeAeHa CTPYKTYpHas Cxema
YCTPOMCTBA UMUTO3ALLUTBI  KOHTPOMPYEMbIX OOBLEKTOB C  MOBbIWEHHON  CTPYKTYPHOM
CKPbITHOCTbKO CUMHaN0B-NepeHoCcYMKoB [16]. JaHHaa TexXHoNnorua npefHasHavyeHa ana 3awuThbl
NHOPMaLMOHHOro 06MeHa MeXay 6/10KOM KOHTPOAS U OKOHEYHbIMW [aTyMKaMu B OXPaHHO-
MOXaPHbIX CUCTEMAX 3a CYET WUCMO/b30BaHWSA Mepe3anuncbiBaeMblX HAKOMUTENEN XaoTUYeCKUX
nocnepoBatenbHocTed  [17]. KoHuUenTyanbHO  AaHHOE  YCTPOWCTBO  UMUTO3ALUMTBI
KOHTPOIMPYeMbIX OOBLEKTOB COCTOMT M3 6/10KA KOHTPO/IS, BK/IKOYAIOLLEro B Cebs reHeparop
nepBoli nceBaocnyYainHoin nocnegosatensHocT (MCI-1), reHepaTop BTOPOW MCEBAOCTYHaHOW
nocnepoBatensHocT  (MCIM-2), HakonuTeNnb XaoTUYecKon nocnegoBaTenibHocTn  (HXI),
HaKonuTeNb KOMUM XaoTu4yeckoi nocnegosatenibHocTy (HKXI), ycTpoiicTBo cpaBHeHus (YC) n
KOHTPO/IMPYEMOro 06beKTa (AaTumka), BKIOYaroLero B cebsa reHepatop MCM-2, HXM, HKXM
[16].

Puc.1l. CTpyKTypHas cxemaycTponcTBa UMUTO3aLLM T bl KOHTPOMPYEMbIX 0ObEKTOB C
MOBbILUEHHON CTPYKTYPHOW CKPbITHOCTbIO CUTHANIOB-MEPEHOCUNKOB
(Fig. 1 Block diagram ofapparatusfor protection against imitation ofcontrolled objects with high
structural security ofcarrier signals)

PaccmatpuBaemoe YCTPOWCTBO NMUTO3aLLNTBI KOHTPO/IMPYeMbIX 06bEKTOB
(hYHKUMOHMPYET crefytowymM obpasom [16]. 415 3anycka 6/10ka KOHTPO/IS Ha BXO[, reHepaTopa
MCrM-1 nopaétca ctapToBas komaHAa. 3atem reHepatop MCI1-1 BbipabaTbiBaeT nepsyto MNCIT.
lMonyyeHHoe 3HaveHWe oTnpasnseTca Ha reHepartop MCI-2 610Ka KOHTPONS U OAHOBPEMEHHO C
atum B HXIT nepemHoxaetcAa ¢ XC W, Mocfe BXOXKAEHUS B PEXUM CUMHXPOHM3ALMKM, 4depes
NNHUIO CBA3WM MNepefaeTcs Ha KOHTPONMpyemblit 00bekT (gatumk). MMocne atoro B HKXI
NPOUCXOANT AEeKOAMPOBaHME MOJTYHeHHOro CUrHana ¢ noMoLbto konumn XC, ngeHtnyHon XC B
0/10Ke KOHTPO/IS, W Aasiee [AeKOAMPOBaHHbIN CUrHai B BUAE MOCeA0BaTe/IbHOCTU MOCTYNaeT B
reHepatop MCI1-2, yHKUMSA reHepaumy nocrefoBaTeNlbHOCTU KOTOPOro UAEHTUYHA (yHKLUN
reHepatopa [ICIM-2 6noka KoHTpons. 3ateM B HXI1 npoucxoauT NepPeEMHOXEHME
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nocnegoBatenbHOCTK MNCI1-2 KOHTpoMpyemMoro obbekta (gatumka) ¢ XC 1, nocne BXOXXAEHUA
B PEXMM CUHXPOHM3aLMKW, Yepe3 IMHWIO CBA3W NepefaéTcsa Ha 6710k KoHTpons. Janee B HKXI
NMPOUCXOANT AeKOAMPOBaHME MOJTYHeHHOro CUrHana ¢ noMoLbio konumn XC, ngeHtnyHon XC B
KOHTPO/IMPYeEMOM 00beKkTe (faTumke), W Mocne 4ero [AeKOAUPOBaHHbLIA CUrHaN B BuAe
nocnefoBaTe/lbHOCTM MocTynaeT Ha YC, B KOTOPOM MPOBEPSieTCA OTK/MK paHee npuLlefLlero
3Ha4eHus reHepatopa MCIM-2 6710Ka KOHTPONA U OTKMK reHepatopa MNCI-2 KOHTPoMpyeMoro
obbekTa (gatumka). B cnyyae coBnageHUs 3HaueHW, Mpuweawnx OT KOHTPOSMPYEMOro
06beKTa (AaTumka) 1 6510Ka KOHTPONS, BblpabaTbiBaeTCsA CUrHan «Hopma», KOTOPbIN CRYXUT A
reHepauuy cregyowero ncesaoc/yyariHoro yncna reHepatopom MCri-1. Mpu HecoBnageHwm
3HaYeHW, YCTPOMCTBO CpaBHEHUA Bbl4aeT KOMaHAy «TpeBorax».

OTaenbHO OTMETMM, 4YTO Gonee NOAPOOHOE OMMcaHWe AaHHOro MoAXoda, B TOM YKCTE,
nogpobHoe onucaHve mnpouecca YMHOXEHUS UWH(opMaunMoHHoro curHana Ha XC  Ha
nepejaroLLiein CTOPOHe 1 ero BOCCTAHOB/IEHME Ha NPUEMHOM CTOPOHE, NpuBeseHo B paboTe [17].

Mcnonb3yem [faHHbI noaxod [Ans paspaboTkM  6ecnpoBOAHOM  MMUTO3ALLMLLEHHOM
CUCTEMbl MAEHTU(MKAUMN U KOHTpona poctyrna TC Ha oxpaHsiemMble 06beKTbl Ha OCHOBE
NPUHLMNA «CBOM-YYXXOW». [N 3TOro BOCMO/b3YEMCSi CTPYKTYPHOW cxemoil (puc. 1) ¢
N3MEHEHUSIMWN 1N YTOYHEHWUSMW: NPaBYH 4acTb BMECTO «KOHTPO/MPYEMOro 06beKTa (faTumka)»
0603HauUNM KaK «TPaHCMOPTHOEe cpeactBo». Kpome Toro, 3ameTmm, 4yto TC TaK e A0MKHO
nmeTb RFID-meTKy (Hanpumep, Ha BETPOBOM CTeK/ie), B KOTOPOA [O/HKHA COLePXaTbCA
HekoTopas cekpeTHasd MHgopmaums o TC, Hanpumep, ero VIN (MaeHTU(UKALNOHHBIA HOMEp
TpaHCMOPTHOro cpefctsa). OHa CAYXUT A4S AONOMHUTENbHON maeHTUmkaumm TC. Tak e B
nepe3anuncbiBaeMbIX HakonuTensax (nepesanucbiBaeMble 3arnomuHatowme yctpoiictea) TC u
Onoka  KOHTPONA  AO/MKHbl  OblTb  3anMucaHbl  OAMHAKOBble  HAabOpbl  XaOTUYECKUX
nocnefoBaTeNnbHOCTEN (NPY HEOOXOLMMOCTM OHM MOTYT MEPUOANYECKM Mepe3anuncbiBaTbCa Ha
HOBble nocnegosartenbHocTH [17; 18]).

Takum 06pasom, npu Bbesge/Bblesge TC Ha TeppuTOpUIO OXPaHSeEMOro 0ObeKTa B
AaBTOHOMHOM pPeXume, OHO HaxoAUTCA Ha HEKOTOPOM PacCTOSHUW Mepes BHELLUHUMU BOPOTaMu
Wwo3a (4N ynpoweHWs Ha puc. He MOKas3aHo). B faHHOM BapuaHTe WCMOMHEHWUS LUJIHO3
obopyf0BaH ynpasnseMbIMX MperpajgaMu, BbIMOHEHHbIMU B BUAe BOPOT (4N YNPOLLEHUS Ha
puUC. He MokKasaHo). VIcXogHoe COCTOsiHME - BHELLHME BOPOTa 3aKpbiThbl. MOryT ropetb KpacHble
cBeTOo(hopbI, 3anpeLatoLive asvkeHne [7]. Mocne atoro, 610K KOHTPO/S BbIpabaTbIBAET MEPBYHO
MCI, koTopyto OAHOBPEMEHHO OTnpasnseT B cBOW reHepatop MCI-2 n B HXI, rge oHa
nepemHoxaetcsa ¢ XC, 1 Npy BXOXXAEHUN B PeXXMM CUHXPOHM3aLmK, oTnpaensetca B TC. Janee
TC pekogupyeT nepefaHHbiid curHan ¢ nomowbto HKXI v BbipabaTbiBaeT cBoto BTOpyto MCIT,
KoTopasa nepemHoxaetcAd ¢ XC B HXI1, u npu BXOXAEHUN B PEXUM CUHXPOHMU3ALMUN,
OTNpasnseTcs B 6/10K KOHTPO/IS. BoK KOHTpons gekoampyeT ee B HKXI n oTnpasnseT B CBOe
YCTPOMCTBO CpaBHEHMUS, B KOTOPOE TaK >Xe [AO/DKHA MPUWATU paHee UM BbipaboTaHHas BTOpast
MCr. Takum 06pa3oM, B YCTPOMNCTBE CpaBHeHMsi 6/10Ka KOHTPONsA cpaBHuMBatoTca BTopas MCIl
TC u Btopas MNMCI1 651oka KoHTponsa (puc. 1). B cnyyae BEPHOro CpaBHEHMSI 6/TOKOM KOHTPO/S
[laeTc KOMaHZa Ha reHepauuio HOBOro 3HadeHus nepsoit MCIT (4ns cnegytowero cnydas
Bbe3[a/Bble3/a), OTKPLIBAKOTCA BHELLUHWe BOPOTa, M TC MOXET BbexaTb B LWNt03. B 3TOM cnyyae
MOTYT rOpeTb 3e/leHble CUrHaNbl CBETOOpa, paspeLularoLime Bbe3s [7]. 3aTem BHelLUHMe BOpOTa
3a TC 3akpblBatOTCs. B Cnyyae HEBEPHOro CpPaBHEHWA WM HEBO3MOXXHOCTW BOWTU B PEXMM
CUHXPOHM3aLMN BOPOTa He OTKpPbIBatOTCA (fasbHellune [eNCTBMA 3aBUCAT OT AOS/HKHOCTHBIX
nnu). Mocne aToro, B LW/IKO3e CUMTLIBATENb AO/MKEH cUMTaTh MHGopmaunto ¢ RFID-meTkn TC n
CpaBHUTb nonyyeHHyo nHgopmaumto (VIN TC) ¢ Tabnuuein goctyna (415 YnpoLweHns Ha puc.
He nokasaHo). B cnyvae coBnageHust VIN TC ¢ Tabnmuein 4ocTyna, OTKPbIBAKOTCA BHYTPEHHME
BopoTa, U TC MOXeT BbexaTb Ha OXpaHsaemyto Tepputoputo. B cnydyae HecoBnageHua VIN TC ¢
Tabnmuei [JOCTyna, BHYTPEHHME BOPOTA He OTKpPbIBalOTCA (fasbHelne [eiCTBUA 3aBUCAT OT
LO/MKHOCTHBIX NnL). Tak »Ke BO3MOXHO NpeaycMOTpeTh npoueaypy gocmotpa TC, a Takxe ero
BMAEOCHEMKY: B TakOM C/lydae OTKPbITME BHYTPEHHUX BOPOT OyAeT OnpefensTbes
[JO/MKHOCTHLIMU  IMLaMKU B PyYHOM pexume. [poueaypa Bblesfa C Tepputopun 06bekTa
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aHanornyHa npoueaype Bbesga. [na ynpolleHns npoueaypbl Bble3ga MOXHO MPefyCMOTPeTb
Bble3[ C TeppUTOPMUM 06bEKTA UCKHOUNTENBHO C NoMoLbto RFID-MeTKM.

PaccCMOTPMM  HEKOTOpble TEXHUYECKME XapaKTepUCTUKM pa3paboTaHHOW  CUCTEMbI
naeHTUpUKauum n KoHtpons TC. K O4HOM M3 OCHOBHbLIX XapaKTepUCTUK TakuUX CUCTEM
OTHOCUTCA YaCTOTHBbIN AyanasoH 3anpoCHO-0TBETHbIX CUTHa/I0B. B HacTosLee Bpems B Poccum
[)151 6eCnpPoBOAHbIX CUCTEM 6€30MacHOCTM CaMbIMK PAcrpOCTPaHEHHBIMU He NINLEH3UPYEMbIMU
[manasoHamy 4acToT asnatoTtca 2,4 Ty, 433 MIy, 868 MIy [19]. Kak wu3sectHo [19], B
AnanasoHe 2,4 Ty paboTaloT TakmMe U3BECTHbIE NMOMY sSpHbIe CTaHAapTbl CBA3W, Kak Bluetooth,
Wi-Fi 1 ZigBee, 4to 04YeHb CcunbHO 3awymnset agmp. OCHOBHbIMK XapaKTepuCTUKaMM
AnanasoHa 2,4 Ty SBNAOTCA OTHOCMTENbHO 06OMblUAs CKOPOCTb nepedayn AaHHbIX (40
fecatkoB MouTt/c), manas fanbHocTb cBasn (4o 100 M) M OTCYTCTBME CMOCOOHOCTW BOJHBI
ornbatb npenatcTena [19]. Cybrurarepuesble gnanasoHbl 433 My n 868 MITU, No cpaBHEHUIO
C [AuanasoHom 2,4 TTu, o06nagatoT CcregyroWwmMmn  xapakTepucTukamu:  obecrneymsatoT
npuemMnemMyro aanbHoCTb cBsisu (4o 1000 M), 06nafgatoT MOHVKEHHBIM 3HEPronoTPebeHnEM,
CMOCOBHOCTbK BOJHbI OrMbGaTh MPensaTCTBUA (AUdPaKums), CKOPOCTbIO Mepefayn AaHHbIX
cebitwe 200 Koéut/c [19]. OAHWM M3 T[NaBHbIX YCNOBMI WX WCMOMb30BaHUA, SBNAETCA
COOTBETCTBME pafuonepeatoinx YCTPOMCTB TEXHUYECKMM TPeboBaHUSAM, YTBEPXAEHHbIM
peweHeM [FocyaapCTBEHHOW Komuccuy no paguodactotam [20]. Moatomy B pa3paboTaHHON
cucteme unaeHTUMKaumm 1 KoHtpona TC, B cuny (PYHKUMOHWPOBaHUA, B TOM 4YWCfe, U Ha
OTKPbITOA MECTHOCTHU, a TakXKe HeOOXOAMMOCTM yaaneHHON naeHTudmkaumm TC, npegnaraercs
1CNoMb30BaTh CybrurarepueBble AManasoHbl.

[pyrnm BaXXHbIM BOMPOCOM SIBSETCA 00beM NepefaBaeMblX AaHHbIX Mexay TC 1 6/10KOM
KOHTpons. Tak Kak B JaHHON c1UcTeMe MAeHTU(MKaLMN 1N KOHTpons goctyna TC He nepegatoTcs
«TSDKE/ble» [aHHble (Hanpumep, B1AEON306paXKeHNs), a TakKe HET NOCTOSAHHOIO HenpepbIBHOIO
pagMoobmeHa, TO O00bEM nMepefaBaemblX  fAaHHbIX  OyAeT  He3HauMTeSbHbIM.  [And
paccMaTpuBaeMbIX YCNOBMIA MOXXHO NPeAnonoXuTb, YTo A/iMHa ucnonb3yemoin MCI 6yapet
paBHa 128 6WT, Takyt e A/uHy 6yaeT umeTb XC, ¢ KoTopbim TCIT nepeMHOXaeTcs.
[OoNoNHMTENbHO K 3TOMY, A1 Pa3/IMYHbIX CAYXEOHbIX [AaHHbIX, MOXHO MpeayCMOTPeTb
HECKONbKO 8-6UTHbIX Monel. B aTom cnyyae anvHa XC 6ygeT uyTb 60nblie. B utore, o6Lymia
06beM nepefaBaeMblX faHHbIX Mexay TC 1 6/10KOM KOHTPONSA He 6yAeT BbIXOAUTb 3a 3HAYEHUS
MaKCUMa/IbHOW CKOPOCTU NepefaBaeMblX AaHHbIX, KOTOpas orpegeneHa Ans cyorurarepueBbixX
AmnanasoHoB (200 Kéur/c).

Cpefn OCHOBHbIX TEXHNYECKUX HefoCTaTKOB pa3paboTaHHOM CUCTEMbI CNeayeT OTMETUTb
He0OX0AMMOCTb  Ha/MuMsi TOYHOM CUMHXPOHM3aUMWM  MeXay nepefatowieid U MpPUEMHON
CTOpoHamW. T103TOMYy A/ CO3[4aHUA TOYHOM CUMHXPOHM3aUMM B CUCTEMax [AaHHOro Knacca
LienecoobpasHo  MCNOMb30BaTb BHELUHWE CPeACcTBa, HanpuMep, Ha OCHOBE  KOHLEenuuu
NporpaMMHO-KOH(Urypupyemoro paamo [18].

[anee paccmoTpum TpeboBaHWsA K RFID-MeTKe, Cnyallyto B Ka4yecTse JOMOSIHATE/IbHOI0
metoga uaeHTUukaumm TC. B kKavectBe RFID-MeTKM MOXHO MPUMEHATb, Hanpumep,
naccvBHble MeTKM (6e3 nuUTaHWs W akKyMy/ATOPOB), COAepXKallime TONbKO YHUKA/bHbIN
NOEHTUPUKALNOHHBIA HOMEP Y (PYHKUMOHMPYIOLIME TONbKO Ha Ma/loM pPacCTOSHUM OT
cumtbiBatens [8], WM NpUMeHATbL 60/1ee CNOXHbIE PaAMOYaCTOTHbIE METKM, Hanpumep, Ha
OCHOBe CJ/IOXHbIX CUrHaI0B C (hasoBor Mogynsaumein [10]. X 4aCTOTHbIN AnanasoH MOXET ObITb
pa3Hoo6pasHbiMK, Hanpumep, 13,553-13,567 MIL, (HenUUeH3NpyeMblil AManasoH YacToT) Wan
866-868 MI'L| (nMLeH3MpYyeMbIii Anana3oH vactoT) [20].

[Janee nposefem OLEHKY 3alLMLLEHHOCTU PAacCMOTPEHHbIX CUCTEM WAEHTU(MKauUM u
KOHTposnis goctyna TC OT KOMMEKCHbIX Yrpo3 (NpocMOTP, MOAMEHa, MepexBaT M NojasfieHue
nomexamu), MpPUMeHSEMbIX OAHOBPeMeHHO. OLUEeHKY 3alluLeHHOCTU OyfAeT NpPoBOAUTL 1S
3anpoCHO-OTBETHBLIX CUrHAJIOB Ha OCHOBE CUCTEMbI «CBOW-YY)XKO», nNepefaBaeMblX MO
paguokaHany. B cnydae paspaboTaHHON CUCTEMbI, OLEHKY 3alMLLEHHOCTX NPOBeAeM A1 3Tana,
korga TC Haxogutca nepes BopoTamu. OUEHKY 3allMLEeHHOCTM NPOBeLeM Ha OCHOBe
METOAMKW, U310XKeHHON B paboTe [21]. Ee OCHOBHbIe 3Tanbl N3/10XKEHbI HUXKE:
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l) 3aflaHNEe KopTeXa «MapameTpbl b AeC»={At, P}, TAE «At» - YPOBEHb aTaKW, « R
YPOBEHb 3aATHI;

2) npeobpa3oBaHME HEYETKUX 3HAYEHWU MEPEMEHHBLIX «OYEHb HU3KUA», «HU3KNIN»,
«CPeAHUIA», «BbICOKMIA», «0YEHb BbICOKWA» B YMC/OBbIE 3HaYeHus [1, 5;

3) 3afjaHne BaXXHOCTU NHUMAeHTa B 1AC = k(m) XAt XP;

4) 3afaHne YMUCNEeHHON OLEHKW 3aWMLLEHHOCTU pajuoKaHana CUrHaavMsauum B LLeSIom
P =1_j .

AsC ABC-

5) BbluMCNeHNe 0600LLEHHBIX MOKa3aTenieil ypoBHA aTakm At = ! A 1 ypOBHA 3auThbl
i=1

Po =1 p;
i=1

6) BbluMCeHVE KO3M(ULIMEHTA HOPMUPOBAHNSA K(w);
7) BblYUC/IEHME OLEHKM 3aWMLLEHHOCTU PAC = 1—k(m) XA tO X PQ

8) nepeBOf KOMMYECTBEHHOW OLEHKM B KAYECTBEHHYHD OLEHKY C MOMOLLbI Tabnuubl
COMOCTaB/IEHUS.

Bonee nogpo6bHO C [JaHHOW METOAMKOW OLEHKWM 3alUMLLIEHHOCTW, B TOM 4uCle C
HaYa/lbHbIMW YC/IOBMAMM, NMPUMeEPaMMK pacyeToB, Tabnuuein nepeofa KoMUeCTBEHHbIX OLEHOK
3aLMLLEHHOCTN B KAYECTBEHHbIE, MOXHO 03HAKOMUTLCS B paboTax [13, 21].

MpoBegem HeobXxoAMMble NMOATOTOBUTENbHBIE BbluncieHnsa (Tabnuua 1). Ycnosumcsa [13],
YTO Yrpo3a «MpoCcMOTP» 00603Ha4aeTCsl Kak «Y1», yrposa «nofMeHa» - KakK «¥Y2», yrposa
«nepexear» - KaK «¥Y3», yrposa «rnojasjeHne nomexamm» - Kak «Y4»,

B Tabnuue 2 npuBeAeH paHXMPOBAHHBIA CMUCOK KOMMYECTBEHHLIX W KAYECTBEHHbIX
OLEHOK 3alMLLEHHOCTM 6ecrnpoBOAHbIX CUCTEM WAeHTUUKaLMM U KOHTpons poctyna TC,
OMUCaHHbIX B JaHHOW cTaTbe. AHann3 Tabnuubl 2 NOKasblBaeT, YTO Hanbosee 3allmLLEHHbIMM
3arnpoCHO-OTBETHLIMU CUTHa/IAaMW B CUCTEMaxX WAEHTU(MKaUMM U KoHTpona pgoctyna TC
06/1aat0T TEXHOMOTUM HA OCHOBE XAOTUYECKMX CUTHaN0B, a HavMeHee 3allWLIEHHbIMA -
TexHonornm Ha ocHose KM3W.

Tabnuua 1 Pe3ynbTaTbl NOATOTOBUTE/NBHbIX pacHeTOB

Yrposbl P -ypoBeHb 3alnThl At-ypoBeHb aTaku
TL T2 T3 T4 75 T6 T7 T1 T2 T3 T4 T5 T6 T7
Yl 3 3 5 3 3 2 2 4 4 5 4 4 4 4
Y2 3 3 2 2 2 2 2 4 4 4 4 4 4 4
Y3 5 5 5 3 3 2 2 5 5 5 5 5 4 4
Y4 5 5 5 3 3 2 2 5 5 5 5 5 4 4
Tabnuua 2. KonmyecTBeHHbIE Y KaYeCTBEHHbIE OLEHKM 3alyLLeHHOCT!
Ne YCTpOICTBO MeToa 3awmTbl KonuyectBeHHas KayecTBeHHas
(cnocob) pafmokaHana OLleHKa OLleHKa
3aLUMLLEHHOCTM  3alMLLEHHOCTHN
1 T7 LLIMC (XC) 0,6800 Bbicokas
2 T6 LLINC (XC) 0,6800 Bbicokas
3 T5 LLMNC (éMC) 0,5050 CpepHsst
4 T4 LLUMC (eMC) 0,5050 CpefHss
5 T2 KM3W 0,2800 Hunskasn
6 T1 KM3W 0,2800 Hunskasn
7 T3 KM3W 0,1925 OyeHb HU3Kas
3aknoyeHne

Takum 06pa3om, B faHHOl paboTe MPOBEAEH aHaN3 U3BECTHBLIX CUCTEM MAEHTUDUKALIY
M KOHTpons foctyna TC Ha OXpaHsieMblii OGBEKT. YCTaHOBMEHO, YTO OAHWUM W3 CaMbiX
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NPeanoYTUTENbHBIX BapUaHTOB peannsauMy  [aHHbIX CUCTEM SABMSETCA  MCMO/b30BaHUe
«[iBYHarpaB/eHHbIX» CUCTEM Ha OCHOBE NMPUHLMMNA «CBOM-YYXO0i». OfHaKO, B HACTOALLee Bpems
OTMEYaeTCs, YTO TaKuMe «[BYHarpaBNeHHbIE» CUCTEMbl Ha OCHOBE MPUHLMMA «CBOW-YY)XKOW»
LO/MKHbI UMETb YMEHbLUEHHY0 BEPOATHOCTb Pacno3HaBaHUs CTPYKTYPbI 3arpPOCHbIX Y OTBETHbIX
CUrHa/I0B  3/10YMbILL/IEHHUKOM 3a CYET BbICOKOM CKPbITHOCTM CTPYKTYpbl MepeaaBaemoit
NH(opmMauun [12]. 3To cnefyet U3 TOro, YTO B HACTOALLEe BPEMS [LOCTATOYHO /IErKO BbIMOSHUTD
HeCaHKLMOHMPOBaHHbIN [OCTYN K pafvoKaHany cucTeM 6e30MacHOCTM A5 3/10YMbILLIEHHBIX
JecTBUIA  (Hanpumep, NPOCMOTP, MNOAMEHa, MNepexsBaT W PagMOo3NeKTPOHHOE MOAaB/eHune
nepefaBaeMblX MO paguokaHany faHHbIX) [13]. B KayecTBe BO3MOXHOro MeTOAa 3aliuTbl OT
[aHHbIX Yrpo3 paccMaTpuBatoTCA TEXHOMOMMIN Ha OCHOBE LLYMOMOLOOHbIX CUrHAI0B, @ MMEHHO
- XaoTuyeckue curHanol [3, 13, 14].

Ha ocHoBaHMM 3TOro Oblna paspaboTaHa 6ecnpoBoAHas MMUTO3aLLUMLIEHHAs CUCTEMaA
NOEHTU(MKALUM N KOHTPONS JOCTYNa TPaHCMOPTHbLIX CPEeACTB Ha OXpaHseMble OObeKTbl Ha
OCHOBE MpUHLUMNA «CBOM-YY)XKO», OTNNYAIOLLAACH MOBbILEHHON 3allWLLEHHOCTHI0  OT
HeCaHKUMOHMPOBAHHOINO  JOCTyna W MOJaB/eHMs MNOMexaMu 3a CYeT MCMO/b30BaHMA
nepe3anuncbiBaeMbIX HaKOMUTeNel XaoTUYeCKMX nocnefoBaTe/lbHOCTe. JLOMONHUTENBbHO K
3TOMY npeg/iaraeTcad MUCcnonb3oBaTe And naeHtupmkaumm TC RFID-meTKy, cogepxawtyto VIN
TC.

Bbliv NpuBefeHbl HEKOTOPbIE TEXHUYECKME XapaKTepUCTUKU pa3paboTaHHON CUCTEMb
(BO3MOXHbI/ YaCTOTHbIM AMana3oH 3anpoCHO-0TBETHbLIX CUrHANIOB, Aa/lbHOCTb CBSA3W, CKOPOCTb
nepegayn AaHHbIX, 06beM MepeaaBaeMblX JaHHbIX, peKoMeHaaummn no Bolibopy RFID-MeTOK).

Tak >Xe, C MNOMOLLbIO annapata HeyeTKoW florvku [21], 6blna npousBefeHa OLEeHKa
3alMLLEHHOCTN OT HECaHKLUMOHMPOBAHHOrO A0CTYNa 3arnpoCHO-0TBETHLIX CUTHA/I0B HA OCHOBE
CUCTEMbl  «CBOM-YYXXOW», MNepefaBaeMblX MO pagvoKaHany, pa3paboTaHHOM CUCTEMbI U
aHasioros. OueHKa 3allMLLEHHOCTM pa3paboTaHHOM CUCTEMbI MOKa3blBaeT ee [OCTaTOYHbIiA
YPOBeHb  3aLMLLIEHHOCTU OT KOMIMJ/EKCHbIX Yrpo3 (MpocMoTp, MOAMEeHa, Mepexsar W
PaAv03/IEKTPOHHOE MOLAaB/IeHNe TpauKa) Mo CPaBHEHWMKO C M3BECTHbIMW CUCTEMaMu [aHHOro
Knacca.

Cpefn OCHOBHbIX NPeMYLLECTB pa3paboTaHHON CUCTEMbI CiefyeT YNOMSAHYTb MOBbLILLEHHYIO
3alMLLEHHOCTb OT HecaHKLUMOHMPOBAHHOrO [0CTyna W MOAaBfeHUs MoMexamn 3a Ccuet
MCNONb30BaHNSA Mepe3anicbiBaeMbIX HAKOMUTENEN XaoTUYeCKUX MOCNefoBaTe/lbHOCTeN, B
KOTOPbIX NOTEHLNAIbHO MOXHO MCMO/b30BaTh LUMPOKUIA K/TaCC XaOTUYECKNX CUTHaN0B. Tak e
cnegyet OTMETUTb MOBbILLEHHYH BEPOATHOCTb MAEHTU(MKALUM NPOBEPSEMbIX TPAHCMOPTHbIX
CPeACTB 3a CYET UCMOMb30BaHWA MPUHLMNA «CBOR-UyXoi» 1 RFID-meToK. Cpen OCHOBHbIX
He[0CTaTKOB MNPeA/IOXEHHON CUCTeMbl CrefyeT OTMETUTb HEOOXOAMMOCTb Ha/lMuMs TOYHOM
CUHXPOHM3aLMN MeXY MNepefatoLlen 1 NpueMHON CTopoHamu. [ ee cO3[aHua B cUCTeMax
[AHHOr0 Kfacca MpeiioXeHO WCMNoNb30BaTb BHELUHWE CPeAcTBa, Hanpumep, Ha OCHOBe
KOHLenwumm nporpaMMHO-KOH(Urypupyemoro pasgmo [18].
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AHHOTauua. YCTaHOB/IEHO COOTHOLLEHWE MOHATUM «Ka4yeCTBa», «HaAeXXHOCTU», «CTOWKOCTU»
NPOAYKUMM U «pUCKa». PacCMOTPEH OTEYECTBEHHbIA W 3apyOeXHblA OMbIT, a TaKxe
MeXAyHapoAHble, HaLMOHa/IbHbIE WM OTPac/eBble CTaHAAPTbl B 06/1aCT 06ecrneyYeHns KavecTsa
TEXHOMOMMYECKMUX CUCTEM Pa3/IMYHOr0 HasHaueHusi. BbisiBNeHO, 4TO 3apy6eXHble OTpac/eBble
cTaHfapTbl B 06/1aCTM 06ecneyveHnsi KayecTBa KOCMUYECKUX CUCTEM OMepUpyoT TepMUHOM
«dependability» (B 0TEYECTBEHHON TEPMUHONOIMN CXOLEH C MOHATUMEM «HaJEXHOCTU»),
BK/IOYAs B HEro MOHATWE paguaumMoHHOM CTOMKOCTW. OnpefefieHa B3aMMOCBA3b  MEXAY
3apy6eXKHbIMY 0TPac/IeBbIMU, MeXAYHAPOLHbIMU U HaLMOHa/IbHbIMK CTaH4apTamu. puBeaeHb!
obwpe CcBefleHNs MO OCHOBHbIM METOJaM aHasm3a W OUEHKM HafLeXHOCTM W PUCK3,
NpeACcTaB/eHHbIM B OTEYECTBEHHbIX U 3apyOeXHbIX HOPMAaTUBHbLIX JOKYMeHTax. [pegnaraercs
NMPUMEHUTL MMEOLLLYHOCA Pa3BUTYH0 METOAO/ONMMI0O aHa/In3a U OLEHKM HafeXHOCTU U pucka ans
3afa4 obecneyeHuns, NMPOrHO3MPOBaHWS M OLEHKM pagnaLMOHHON CTOMKOCTM POA KOCMUYECKOi
TEXHUKMN Ha BCEX 3Tanax XW3HeHHOro UMKna.

KnwyeBble cnoBa: KayecTso, Hafge>X HoOCTb, pagnaunoHHasa CTOVIKOCTb, paano3anekKT poHHasdA
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Abstract. The relationship between the concepts of "quality”, "dependability”, "hardness" of
products and "risk" is established. The domestic and foreign experience, as well as international,

BE3OMACHOCTb MH®OPMALIMOHHBIX TEXHOMOMAN = IT Security, Tom 25, Ne 1(2018) 52


https://orcid
https://orcid
mailto:maxim.prygunov@o2svet.ru
https://orcid.org/0000-0002-7895-3536
http://dx.doi.org/10.26583/bit.2018.1.05
https://bit.mephi.ru/index.php/bit/article/view/1093
http://dx.doi
https://orcid
https://orcid
mailto:maxim.prygunov@o2svet.ru
https://orcid.org/0000-0002-7895-3536
http://dx.doi.org/10.26583/bit.2018.1.05

KceHusa I". Cusosa, Metp K. Ckopoborartos, Makcum O. MpbIryHos
MPUMEHEHNE METOAOB AHAJIM3A HALEXHOCTW N PUCKA NPV OBECTIEHEHNN,
MPOrHO3MPOBAHUN 1 OLIEHKE PAOVALUMNOHHOW CTOMKOCTU P3A

national and industry standards in the field of quality assurance of electrotechnical systems for
various purposes are considered. It was revealed that the foreign industry standards in the field of
quality assurance of space systems use the term "dependability” (in the domestic terminology it
is similar to the notion of "reliability"), including the concept of radiation resistance. The
correlation among foreign industry, international and national standards is defined. General
information on the main methods of analysis and assessment of dependability and risk, presented
in domestic and foreign documents, are considered. The authors of the paper propose to apply
the existing developed methodology of analysis and evaluation of dependability and risk for the
tasks of ensuring, predicting and assessing the radiation hardness of space systems at all stages
of the life cycle.

Keywords: quality, dependability, radiation hardness, electronic equipment, risk.
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BBEAEHUVE

Mog KayeCTBOM NPOAYKUMM nofpasymeBaeTcs COBOKYMHOCTb  CBOWCTB,
06yC/oBNMBaOWMX €e CrMOoCOOHOCTb YAOBMETBOPATb CBOEMY HasHayeHuto. 19  OLeHKM
KayeCcTBa WCMNOMb3YHOTCA MOKasaTenM, KOTopble MNPeACTaBNAOT COO0A  KOMMYECTBEHHbIE
XapaKTEPUCTUKA  OLHOrO  WAM  HECKOMbKWUX  CBOWCTB  MPOAYKUMM,  paccMaTpuBaeMble
NPUMEHNTENIbHO K OMNpeAeneHHbIM YC/IOBUAM ee aKCnyaTauun. Kaxpaas npogykums obnagaet
CBOeli HOMEHK/1aTypoWi NokasaTenel KayecTsa.

HageXHocTb SBNSETCA OLHWM M3 OCHOBHbLIX CBOWCTB MPOAYKUMM, XapaKTepusyHoLLEero
CMOCOOHOCTb BbIMOMHATL TPebyemble (PYHKLUMM B 33flaHHbIX PEXMMaX 1 YCMOBUAX MPUMEHEHNS
Npy COXpaHeHWM BO BPEMEHW 3HAYEHWNIA NapaMeTPOB B YCTaHOB/IEHHbIX Mpefenax. HafeXXHOCTb
NPOAYKUMM COrNacHO OTEYECTBEHHON TEPMUHOMOIMN - C/OXHOE CBOWCTBO KayecTBa, KOTOpPOe
3aBUCUT OT GE30TKA3HOCTK, AO0/ITOBEYHOCTN, PEMOHTONPUIOLHOCTU U CoXpaHsemocTu. OueHka
nokasatefiel  HafleXXHOCTW  f[aeT  [JOCTaTOYHO  MOSIHOe  MpeAcTaB/ieHne O  KayecTBe
(DYHKUMOHMPOBAHNA MNPOAYKUMM B HOPMa/lbHbIX YCMOBUAX 3Kchyataumn. OpfHako, npwu
aKcnayaTaumMm NpoayKuMmn B YCOBUSAX BO3AEWCTBUSA BHELLUHUX (haKTOPOB OKPYXKAKOLLER cpefpl
CBOMCTBO BbINOHATL Tpebyemble (YHKUMM N COXPaHATb BO BPEMEHWN 3HAYeHMsi NapaMeTpoB B
YCTAaHOB/NEHHbIX MNpefenax XapakTepusyeTcs MoKasaTefisMU CTOMKOCTW. Takum  06pas3om,
HaJeXXHOCTb 1 CTOMKOCTb AB/AKOTCA MOKasaTe/IIMN KayecTBa NPOAYKUUM MO XapaKTepu3yeMbIM
cBoicTBaM. A UCXOAs U3 ONPeAeneHnin, CTOMKOCTb SIBASETCS «YaCTHbIM C/lyyYaem» MOHATUA
HaJeXHOCTW, pacCMaTpMBaEMOro B YCI0BUAX BHELUHWX BO3AeNCTBUIA [1].

Moka3zaTenn CTOMKOCTM, KaK M NoKasaTeNv HaLeXXHOCTU, UMEKOT BEPOATHOCTHbIN XapaKTep
N OTPaXKatoT PUCK BO3HMKHOBEHWUS TOFO WM WHOIO COObITUA. TMOHATME puUCKa MpeacTasnseT
CO060V coyeTaHVe BEPOATHOCTU COOLITUS W ero nocneAcTeuin. TaknM 06pa3om, pelueHve 3agad
HaJeXXHOCTN 1 CTOMKOCTK, a 3HAYMT M 3afa4 B 06/1aCTU KayecTBa NPOAYKUMKN, NPOUCXOANT Yepes
onpefeneHne pucka. COOTHOLLEHME MOHATUIA «KAauyecTBa», «HAAEXHOCTU», «CTOMKOCTU» W
«pUCKa» NprBeaeHO Ha pucyHke 1 [2].

Mpn akcnnyatayum B YCNOBMSAX KOCMuYeckoro npoctpaHctsa (KIM) pagvoanekTpoHHas
annapatypa (POA) kocMuueckoro annapata (KA) Haxoautcsi nof BO3AENCTBMEM 60/bLIOIO
KOnmMyecTBa BHeWHMX (hakTopoB. K umcniy Hambonee oOnacHbIX OTHOCUTCA MOHU3MUPYHOLLEe
nanyyenne (M) K. Ona oueHKM cnocobHocTn POA BbINOMHATL CBOM (DYHKLMW N COXPaHATb
napameTpbl B npefdenax YCTaHOB/MEHHbIX HOPM B Mpouecce W mnocne Bo3gencTems WA
NPUMEHAIOTCS MNOKasaTeNn pagmauymoHHON CTOMKOCTU. OCHOBHOW (DyHKUMeld PIA sBnsetca
06paboTKa AaHHbIX, Npuem u (Mnn) nepegada MHpopmaumn. B pesynbtate Bo3gencTems M K
B P3A BO3HMKAKOT pafuauMoHHble 3(MeKTbl, KOTOPble CHWKAKOT KayecTBO MNepesaBaeMoi
MH(OpMaUMK, a Takke HapywalT MeTofbl ee 06paboTkM. K rnokasatensim  KadecTsa
NHOPMaLUM OTHOCATCA MOHATMSA: [OCTOBEPHOCTb, TOYHOCTb, YCTOMYMBOCTb, CBOEBPEMEHHOCTD,
aKTyaNnbHOCTb, AOCTYMHOCTb, AOCTATOYHOCTb, COAEPXKATE/IbHOCTb M PEnpe3eHTaTMBHOCTL. Ha

BE3OMACHOCTb MH®OPMALIMOHHBIX TEXHOMOMAN = IT Security, Tom 25, Ne 1(2018) 53


https://bit.mephi.ru/index.php/bit/article/view/1093
http://dx.doi

KceHusa I". Cusosa, Metp K. Ckopoborartos, Makcum O. MpbIryHos
MPUMEHEHNE METOAOB AHAJIM3A HALEXHOCTW N PUCKA NPV OBECTIEHEHNN,
MPOrHO3MPOBAHUN 1 OLIEHKE PAOVALUMNOHHOW CTOMKOCTU P3A

KayeCTBO MepefaBaeMoi MH(OpPMaLmMM CYLLECTBEHHO BAMUSAET XapakTep (YHKLMOHMPOBaHUA
POA KA, B MepByl0 ouepefb €€ HaLeXHOCTb W pafuauMoHHas CTOMKOCTb. OpfHako,
NCTOPUYECKN CMOXWU/IOCh TaK, YTO B PAKETHO-KOCMWUYECKOW OTPac/v CTpaHbl [aHHble acneKTbl
paccmaTtpuBaroTcst 060C061EHHO.

Llenblo  gaHHOM paboThbl ABMSETCS aHaiM3 3apy6eXXHOro WM OTeYeCTBEHHOrO OMbiTa B
o6nactn obecneyeHns KavecTsa NPOAyKUMM (B HaCTHOCTU, BOEHHOWN Y KOCMUYECKON TEXHWKM), a
TaKxxe 0630p HOpPMaTVMBHOW 6asbl B 06/1aCTU MeHe[KMEHTa HafeXHOCTU M puUcKa B npouecce
XKM3HEHHOI0 LMK TEXHUYECKUX YCTPOWCTB A1 PAaCCMOTPEHUS BO3MOXHOCTU MPUMEHEHMS
[aHHbIX HapabOoTOK B YaCcTWN pPasBUTUA MeTOLOM0rMN obecneyveHmns, NPOrHO3MPOBAHNS N OLEHKM
pafvaunoHHou cToinkocTn POA KA.

Puc. 1 CoOTHOLIEHNE NOHATUIA «Ka4YeCTBa», «HALEXKHOCTU», «CTONKOCTU» U «pUCKa»
(Fig.1. Correlation ofthe concepts "quality”, "dependability”, "hardness™and "risk")

AHANN3 3APYBEXXHbLIX CTAHOAPTOB

3a py6exom CylecTBYeT MHOXECTBO [OKYMEHTOB, perfiaMeHTUPYHLMX npouecc
pa3paboTKK, NPOEKTUPOBaHWSA, MPOM3BOACTBA, IKCMayaTauum U TEXHUYECKOro 06CNYXMBaHUSA
NPOAYKUMM Pa3IMYHOr0 HasHayeHUs C Lenblo 0becrneyeHns 3afaHHbIX YpoBHEN kadecTsa. K
npumepy, EBponelickas Koonepaums No cTaHAapTu3aumMm B 06/1aCTU KOCMUYECKOW TEXHUKU
(aHrn. European Cooperation for Space Standardization, ECSS) cCtopmMupoBana cuctemy
CTaHZapToB, OXBATbIBAIOLLYHO BCE aCMeKTbl CO3[4aHUs M 3KCMayaTaumyv KOCMUYECKUX CUCTEM,
BK/HOYas pa3paboTKy, ynpasneHve W obecnevyeHWe KayecTsa Mpoaykuun. Ha pucyHke 2
npuBefeHa CTPYKTypa CUCTEMbI CTaHAapToOB ECSS [3].

[aHHas cucTemMa CTaHZapTOB He pasfenseT acnekTbl HafeXHOCTU W pajualMoHHOW
CTOMKOCTW, a ONepupyeT OAHWM MOHATMEM - «dependability». «Dependability» B CTaHAapTax
ECSS NPUBOAUTCS Kak COOMpaTeNbHbIA TEPMUH, MPUMEHAEMbIA /1S ONUCaHUS KOMIMIEKCHOIO
CBOICTBA rOTOBHOCTU (availability) U BAMAIOWMX HA HEro CBOMCTB 6e30TKa3HOCTU (reliability),
PEMOHTOMPUIOAHOCTM  (maintainability), a Takke 00ECMEYEHHOCTU  TEXHWUYECKOro
06CNY>XKMBAHNA U PEMOHTA (maintenance support). TEPMUH «dependability»» B OTEYECTBEHHOM
TEPMUHOMIOTUN CXOLEH C MOHATMEM «HAAEXHOCTU» W WUCMONb3YeTCH B AaHHOW paboTe [/15
KayeCTBEHHOr0 OnmcaHus CBOMCTB NPOAYKLUMM, a He KaK KO/IMYECTBEHHbIA napameTp. Moatomy
fianee Nno TeKCTY aBTopbl OyAyT ONeprpoBaTb MMEHHO NMOHATUEM KHALEXHOCTW.

CraHfapTbl ECSS rapmMOHMU3MPOBaHbl C MEXAYHapO4HbIMK CTaHZapTamu, B TOM YuC/e CO
cTaHfaptaMu  MeXayHapo4HON  3NMeKTPOTEXHUYECKOW KOMUCCUM  (aHr1.  International
Electrotechnical Commission, IEC), U PerynsipHO akTyaiusupyrTcs B COOTBETCTBUM C OMbITOM
NpaKTUYeckoro npumMeHeHus [4-10]. IEC B CBOK Ouepefdb paspabartbiBaeT CTaH4apTbl A1
ynpaBfieHNs CUCTEMaMW OLEHKM COOTBETCTBMS MPOAYKTOB, CWUCTEM W YCnyr B 061acTu
3NEKTPOTEXHUKM, 3IEKTPOHMKMN 1 COMYTCTBYHOLWMX OTpac/ei.

CtouT OTMeTUTb, 4YTO 3apybOeXKHble OTpacfeBble CTaHAAPTbl, TAPMOHM3MPOBAHHbIE C
MEeXAYHapOAHbIMUW, He OrpaHN4YMBatOTCS TOIbKO OMNpefesieHVeM pagmaloHHON CTOMKOCTH, Kak
COCTaBNAOLIEN 6onee OOLLEro MOHATUSA HAAEXHOCTU, HO TaKXe UCMOMb3YHT OAHU U Te Xe
MeTOAbl ANA aHa/M3a U OLEHKN HaLeXHOCTM U paguauMoHHOM CTOMKOCTW. Takon noaxon,
060CHOBbLIBAETCS TEM, YTO pPeLleHne 3TUX ABYX 3afay B Le/IOM NPOUCXOAUT Yepe3 onpeseneHue
PUCKOB.
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Puc. 2. CTpykTypa cucTembl cTaHgapTos ECSS
(Fig.2. ECSS standards system structure)

AHATN3 HALUMOHAJIbHbIX CTAHOAPTOB P®

Jlydwaa npakTnka NpUMeHeHMA METOLOB aHa/n3a N OLEHKM PUCKOB Hallna OTpaXkeHue B
MeXAYyHapoAHbIX CTaHAapTax IEC MO YMpaB/ieHNIO PUCKOM, MHOTUE U3 KOTOPbIX NPUHATLI B P®
KakK HalMOHa/lbHble CTaHAapTbl. HauuoHanbHbIM KOMUTETOM IEC OT Poccuiickon deaepaumm
(P®) sBnsetca deaepasibHOE areHTCTBO MO TEXHUYECKOMY PeryimpoBaHUI0 M MeTPOnornu
(PATPUM), ogHOW M3 3ada4y KOTOPOro SBASIETCA OMNpedeneHMe HOpM M TpeboBaHMI Mo
06€ecrneyeHnto KauecTBa 3/1EKTPOTEXHUKW, 3/TEKTPOHNKN 0TEYECTBEHHOIO NPOU3BOACTBA.

B CcTpyKType HalMOHa/IbHbIX CTaHAApTOB PP MOXHO BblAeNUTb ABE rpynnbl CTaHAAPTOB
06LLero HasHayeHMs «MeHeMKMEHT pUCKa» U «HaOeXHOCTb B TEXHUKE», KOTOpPble WUMEKT
pasBUTYHO CTPYKTYpPY W NPOBEPEeHHYK MeTogonoruio. [pynna cTaH4apToB «MeHemKMEHT
pUCKa» OMuCbIBaeT MPOLECC YNPaB/EHUA PUCKOM, OXBaTblBasd MPW 3TOM pas/inyHble acnekThbl
paboTbl C HUM: OT WAEHTU(MKaUMM W aHaIm3a puUcKa [0 OLEHKW ero AonycTMMOCTA U
onpefeneHns NOTEHUMaIbHbIX BO3MOXKHOCTE CHUXKEHUS pPUCKa MOCPeACTBOM  BbIGOpa,
peanm3almmn 1 KOHTPONSA COOTBETCTBYHOLUMX YNPaBNAOLWMX AEACTBUIA. B CBOKO oyepedp rpynna
CTaHOapToB «HaaeXHOCTb B TEXHUKE» MNpeAHasHaydeHa A1 HOPMaTMBHOIO 0b6ecrneyeHuns
METOA0B, MepONnpPUATUIA W CPEeACTB, HanpPaBNEeHHbIX Ha [AOCTUXKEHWE YPOBHSA HaeXHOCTU
OOLEKTOB, TEM CaMbIM YCTaHaBNMBaeT o06LiMEe METOAMYECKME MPUHLMNLI  YNpaBieHUs
HaAEeXHOCTLIO.

HeobxoanMo NOAYEPKHYTb, 4YTO B [JaHHOW paboTe MpoaHaIM3MPOBaHbl WMMEHHO Te
HauMOHa/IbHble CTaHAapTbl, KOTOpble WAEHTUYHbLI/FaPMOHU3NPOBAHbI C  MEXAYHapOoAHbIMU
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CTaHfapTaMy IEC, TIOCKOMbKY LIeNIbI0  aBTOPOB SBASMOCH PAcCCMOTPEHME  BO3MOXKHOCTY
060CHOBAHHOrO MPUMEHEHMS 3apy6EXXHOro OnbiTa s 0GEeCrieueHUst 1 MOBbILLEHMS KaYecTBa
OTEUEeCTBEHHOW MNPOAYKLUMM PasnMYHOro HasHaueHus. B Tabnuue 1 npefactaBneH nepeyeHb
OCHOBHbIX HALMOHaNbHbIX W COOTBETCTBYIOLIMX WM  MEX/AYHapOAHbIX CTaHAApPTOB MO
MeHePKMEHTY HafeXXHOCTMN U PUCKa.

Tabnmua 1 MepeyeHb OCHOBHbIX HALWIOHANBbHBIX M COOTBETCTBYOLMX UM MEXKAYHAPOAHbIX

O603HayYeHMe HaLNOHabHOrIo
cTaHpapTa P®

FOCT P 51901.1-2002

FOCT P 51901.2-2005 (oTmeHeH 6e3
3aMeHbl)

FOCT P 51901.3-2007

HanmeHoBaHMe
HaunoHanbHOro
cTaHgapTa P®

O6o3HaueHune
COOTBETCTBYHLLETO
MEXAYHapoaHOT 0
cTaHjapTa

OcHoBononarawuiMe cTaHAapThbl

MeHe4XXMeHT pucKa.

AHanuns pucka
TEXHONOTUYECKNX
cucTeMm

MeHeAXMEHT pucKa.

Cucrtembl
MeHeaXMeHTa
HaJe>XXHOCTH

MeHeAXXMEHT pucKa.

PykoBofcTBO Mo

IEC 60300-3-9:1995

IEC 60300-1:2003

IEC 60300-2:2004

CTaHoapTOoB N0 MEHEAXKMEHTY HaZlEXKHOCTU U PUCKa.

HanmeHoBaHMe
MeX/AYyHapoaHOro
cTaHgapTa

Dependability
management - Part 3:
Application guide -
section 9: Risk
analysis of
technological systems
Dependability
management - Part 1
Dependability
management systems
Dependability
management -

Part 2: Guidelines for

MEHEKMEHTY L
dependability
HafeXXHOoCTu
management
MpoeKTHBbIN
FOCT P M3K MEHEeIKMEHT.
62198-2015 (Ha PykoBoAcCTBO Mo
3aMeHy NPUMEHEHUIO IEC 62198:2013 Project risk management - Application guidelines
FoCT P MeHeAXMeHTa pucka
51901.4-2005) npu
NPOeKTUPOBaHNM

MeHeAXXMEHT pucKa.

Dependability management -
PykoBoACTBO Mo P y 9

FOCT P HOUMEHEH IO IEC 60300-3- Part 3-1: Application guide - Analysis techniques
51901.5-2005 MZTO 0B aHanU3a 1:2003 for
A dependability - Guide on methodology
HafeXXHOCTU
MpogomkeHve Tabnmubl 1
O603HaueHMe
O603HayeHue HanmeHoBaHue
COOTBETCTBYHOLLLETO HanmeHoBaHue
HalLMOHaNbHOro cTaHfjapTa HaLMOHaNbHOro cTaHjapTa
PP PP MeXAyHapoaHOoro MeXAYyHapo4HOro craHjgapra
cTaHjapTta

MeHefKMeHT puUcka. N
Programmes for reliability
Mporpamma MoBbILIEHUA

FOCT P 51901.6-2005 IEC 61014:2003

growth
HajexXHocTn
HapfexXHoCTb B TEXHUKE. Dependability management -
YnpaBneHue Part 3-1: Application guide -

FOCT P 27.301-2011 HafeXXHoCTbi. TexHukKa IEC 60300-3-1:2003
aHann3a 6e30TKasHOCTHU.
OCHOBHbIE MONOXEHUA

PykoBogsuMe NMOMOXEHNSA U UHCTPYMEHTbI
MeHeXMEHT puUcka.
WccnegosaHme onacHoCTYU
1M paboTocnoco6HOCTMN.
MpuknafHoe PyKOBOACTBO
MeHeXMEHT puUcka.

MeToa aHanusa BUAOB U

Analysis techniques for
dependability - Guide on
methodology

Hazard and operability studies
(HAZOP studies) -
Application guide

FOCT P 51901.11-2005 IEC 61882:2001

Analysis techniques for
system

FOCT P 51901.12-2007 IEC 60812:2006
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FOCT P 27.302-2009
(FrOCT P 51901.13-2005
OTMeHeH 6e3 3aMeHbl)

FOCT P 51901.14-2007

I'IOCI'IGACTBVIVI 0TKasoB

HafeXHOoCTb B TEXHUKE.
AHanuns gepesa
HeucnpaBHOCTel
MeHegKMEHT pucka.
CTpyKTypHasa cxema
HafleXXHOCTU N 6yneBbl
MeTofbl

MeHeg)XMEHT pucka.

IEC 61025:2006

IEC 61078:2006

reliability - Procedure for
failure

mode and effects analysis
(FMEA)

Fault tree analysis (FTA)

Analysis techniques for
dependability - Reliability
block diagram and Boolean
methods

Application of Markov

FOCT P 51901.15-2005 MpumMmeHeHNe MapKOBCKUX IEC 61165:2006
MeTOA0B

MeHeg)KMEHT pucka.
MoBbILWeHNE HAfEXHOCTN.
CraTuctuyeckune
KPUTEPUN N METOAbI
OLEHKM

HafexXHoCTb B TEXHUKe.
AHanus3 sBnaos,
nocneicTeuii n
KPUTUYHOCTM OTKAa30B.

OCHOBHbIE MONOXeHUS

techniques

Reliability growth - Statistical

FOCT P 51901.16-2005 ; .
test and estimation methods

IEC 61164:2004

IEC 60812:2006 B
yacTu onpegeneHui,
06U X MOMOXKEHU 1
MeTOA0B aHanm3a

Analysis techniques for
system reliability -
Procedure for failure mode
and effects analysis (FMEA)

FOCT 27.310-95

Cpean ocHoBononararoLWmMx CTaHaapToB 0co60 cneayeT Bblgenuts FTOCT P 51901.1 [11] n
FOCT P 51901.5 [11], oTpaxatowume B cebe COBPEMEHHbIA MPAKTUYECKMIA OMbIT BblGopa U
NMPUMEHEHNS METOA0B aHaM3a M OLEHKM HafeXHOCTU M pucka. MeTtofbl, cofepxalimecs B
[aHHbIX HOPMATMBHBIX JOKYMEHTax, PpasHo00pa3Hbl M BK/IKOYAKOT B Ce0A KakK KayeCTBEHHbIE, Tak
N KOMIMYECTBEHHble CPeACcTBa A1 aHasM3a M OLEHKM, a WX MPUMEHEHWe persiaMeHTUpyeTcs
OfHO3HAaYHO W fAeTanmM3vMpoBaHO. Bo BBefeHWM K CTaHgapTy [12] Takke OTMeuvaeTcs, 4TO
NnpuBeAeHHbIE B HEM METOAbl aHa/n3a U OLEHKM HAAEXHOCTU MOryT ObITb MCNO/Mb30BaHbI A5
onpefeneHns BepoOATHOCTHbIX XapaKTepUCTUK PUCKA.

B Tabnuue 2 npuseneHbl CBEAEHUS MO OCHOBHLIM METOAAM aHa/in3a HageXXHOCTM U PUCKa,
NpefCcTaBfeHHble B OTEYECTBEHHbIX W 3apyOeXHbIX [OKYMeHTaX, a Takke 00603HayeHbl
PEKOMeHJauUMM No UX NPUMMEHEHMIO Ha Pas3nyHbIX 3Tanax npoekra. B crtonbue «HassaHue
MeTofa» Tabnmubl 2 NpUBeAEHO KPaTKoe Ha3BaHWe MeToda M ero aHr/iminckas abopesmartypa. B
ctonbue «CornacHo NOCT P 51901.1 (Tabnuua 1)» npvBeAeHbl KpaTKMe XapaKTepUCTUKK
METO/0B, WCMO/Mb3yeMbIX NPU aHaIn3e U OLEeHKe pucka B COOTBETCTBUM C [11]. B cron6uax
«CornacHo OCT P 519015 (tabnuua 1)» npuBefeHbl KpaTKMe OMNMUCaHWs MeTOZOB,
NCNOMb3yeMbIX A1 PeLUeHNs 00LWMX 3afay aHanm3a U OLEHKN HafeXXHOCTWM B COOTBETCTBUM C
[11], kaK Ka4yeCTBEHHOro, TaK W KO/MYECTBEHHOrO Xapaktepa. [lpyM 3TOM, ecninm MeTof,
PEKOMEH[OBaH [15 peLleHns MoCTaB/eHHOM 3afayu, B MNOcnefHemM cTonbue Tabnuubl 2
COAEPXKUTCS OTMETKa - «MPUMEHUM». B cfyyae ecnvm MeTo PeKkOMeHAOBaH 1S peLueHus
TO/IbKO HEKOTOPOI YacTu 3afa4n UM MOXKET MUCMO/b30BaTbCA /19 PELLEHNSA BCeli 3aaun TONbKO
B KOMOMHaL MW ¢ ApYyrMMN METO4aMK, TO B CTONGLE CTaBMIaCh OTMETKA - «MOJAePXKKa.

Tabnuua 2. CeefieHns N0 OCHOBHbIM METOAM aHa/In3a HaJeXXHOCTHY 1 pucka
CornacHo F'OCT P 51901.5
(tabnuua 1)
KauecTBeHHbIN KonunyecTBeHHbI i

CornacHo
FOCT P 51901.1
(tabnuua 1)

PekoMeHAaLum no

HassaHue meToga
NMPUMEHEHUIO

xapakTep xapakTep
McecneposaHue
A NpeHTugpmnkaums

0MacHoCcTu 1 AHanns3 NpuYunH n

0MnacHoCcTu 1 Ny MopfepXXKa Ha NO3JHNX
pa6oTtocnoco6HocTU/ nocnescTeunii -

aHanus . aTanax paspaboTku
HAZOP OTK/IOHEHUNNA

nokasarternei
(TOCT P 51901.11)
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HassaHue meTojga

AHanuns3 BupoB n
nocnescTBuUi
(KpuTN4YHOCTM)
oTKasos/
FME(QA

(rOCT P 51901.12,
FOCT 27.310)

AHanuns gepesa
HemcnpaBHOCTe/
FTA

(rOCT P 51901.13,
FOCT P 27.302)

AHanuns gepesa
co6bITNIA/

ETA

(FOCT P 54142)

AHanuns
CTPYKTYPHOIi CXeMbl
HajexHocTu/

RBD

(FOCT P 51901.14)

MapKOBCKUiA aHanuns
(TOCT P 51901.14)

CTaTucTnyeckune
MEeTOAbl HAAEXHOCTH
(TrOCT P 51901.6)

CornacHo
FOCT P 51901.1
(tabnuua 1)

NpeHTudpukaunm
rnaBHbIX
NCTOYHWNKOB
onacHocTu u
aHanus
nokasatesnei

NpeHTudpukaumnm
onacHocTu u
aHanus
nokasartenem

NpeHTugpmnkaums
onacHocTu u
aHanus
nokasarernem

COBOKYNHOCTb
npuemos
aHanusa
nokasaresnem

NpeHTUpmnKaums
onacHocTu u
aHanus
nokasaTtenei

COBOKYNHOCTb
npuemMmos
aHanusa
nokasaTesei

CornacHo FOCT P 51901.5
(tabnuua 1)

KauecTBeHHbI
xapakTep

AHanus Bo3geicTBus
0TKa3oB

AHanus KomMGuHauum
HemcnpaBHoOCTeN

AHanuns
nocnefoBaTesIbHOCTHU
0TKa3oB

AHanus nyTeW
pa6oTtocnoco6HOCTKN

AHanuns
nocnesoBaTesiIbHOCTHU
0TKa3oB

AHanus BosgeicTeus
HeucnpaBHoOCTeN

KonunuecTBeHHbI
xapakTep

Bbluncnexune
WHTEHCUBHOCTEW
0TKas3oB (M
KPUTUYHOCTHN)
CUCTEMBI

BblyncneHue
nokasarternei
6€30TKa3HOCTH,
pa6oTtocnoco6HoOCTKN
OTHOCUTENIbHOTO
BK/aja NOACUCTEM B
cucTeMbl

BblyncneHue
MHTEHCUBHOCTEN
0TKa3oB

BbluncneHue
nokasartenei
6€30TKa3HOCTUN 1
KOMM/IeKCHbIX
nokasarternei
HafeXHocTun

BblyncneHue
nokasarternei
6€30TKa3HOCTU U
KOMMIEKCHbIX
nokasarternei
HaJe>XXHOCTH
OnpegeneHue
KONMNYECTBEHHbIX
OL,eHOK nokasaTenei
6€30TKa3HOCTHU C
HeonpeLeNeHHOCTb IO

PekoMeHAaLum no
npuMeHeHWo

MpumeHum (ana
CUCTEM, Y KOTOpPbIX
npeo6nagakT
efVHNYHbIe 0TKa3sbl) Ha
cTagmax onpegeneHuns,
NPoeKTUpPOBaHNA 1
paspaboTku
MpumeHum (ecnun
nosefleHne CUCTEMbI
3aBUCUT OT BPEMEHN
nnu
nocnefoBaTe/sIbHOCTH
co6bITKI) Ha cTagnsax
onpefgeneHus,
NPOeKTUPOBaHNA 1
paspaboTku
MpuMeHnUM Ha cTagmnax
onpefgenexHus,
NPoeKTUPOBaHNA 1
paspaboTku
MpumeHum (ans
CUCTEM, Y KOTOPbIX
MOXHO BbIfle/INTb
He3aBUCUMble B10KK)
Ha cTagunax
onpefgeneHus,
NPOeKTUPOBaHNA 1
paspaboTku
MpumeHum gna
pyHKLUOHANBHO
C/IOXHbIX CUCTEM Ha
cTagmax
NPOeKTUPOBaHNA 1
paspaboTku

Mopgpepxka
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Ha3saHue meToga

CornacHo
FOCT P 51901.1
(tabnuua 1)

MpogomkeHne Tabnmubl 2

CornacHo F'OCT P 51901.5
(tabnuua 1)

KauecTBeHHbI

KonunyecTBeHHbI i

PekomeHAaLum no
npuMeHeHW o

xapakTep xapakTep
MpumeHum (ana
nocnefoBaTesibHbIX
B03MOXHO Bbluncnexune cuctem 6es
MporHo3smposaHue COBOKYNHOCTb .
npuMmeHeHune ans WHTEHCUBHOCTEN pesepBMpPOBaHUA) Ha
WHTEHCUBHOCTHU npmuemos
aHanunsa cTpaTernu 0TKasoB U paHHuX cTagmuax
0TKa30B aHanusa 6
. TEXHUYECKOro HapaboTKM Ha 0TKas NPOeKTUPOBaHNA U Ha
(FOCT P 51901.16) nokasartenei P P P
o6cnyXmBaHusa (MTTF) cTagun npomnsBofcTBa
npun Heo6xoaMMOCTH
yny4dleHunsa KavyecTsa
MopgrotoBkKa
AHanus
AHanus cetu MeTpun NpgeHTudukauymsa onucaHusa cUCTeMbl
nocnefoBaTeslbHOCTH MpumeHum
(FOCT P 51901.5) onacHocTu LNS MapKOBCKOro
0TKa30B
aHanunsa
AHanns Bo3gencTems
AHanuns NpeHTugpmnkaums . .
fencreui BbluncneHune MoppepxxKa Ha BCeX
YesI0BEYEeCKOro 0nacHoCcTU 1 .
3P PeKTMBHOCTHU BEpPOATHOCTEN cTagmax paspaboTku
hakTopa aHanus 6 6 cnCTeMbI
. yenoseka Ha pa6oTt own6oK Yyenoseka
(FOCT P 51901.5) nokasartenei P y
CUCTEMBI
MpuMmeHUM Kak
AHanns3 npoyHocTun AHanus BbluncneHune Moppepxka (ana
o o cpeacTBo Ansa o
N HanpsHkeHnm BEPOATHOCTEN nokasarternem 31eKTPOMeXaHNYeCcKux
npefoTBpaLLeHns
(FOCT P 51901.5) oTKasa 6e3oTKasHoCcTH KOMMOHEHTOB)
HenmcnpasHOCTHU
BbluncnexHune
Tabnuua NgeHTudukauymsa N
nokasatenem
WCTUHHOCTKU (aHanu3  oMacHocTU u
. 6e30TKa3HoOCTN 1 Moppep>XXKa Ha paHHUX
PYHKLMNOHANbHOW aHanus Bo3moxeH
. KOMMNEKCHbIX aTanax paspaboTku
CTPYKTYpHbI) BepOATHOCTEN o
o nokasarternem
(FOCT P 51901.5) cobbITUN

HafeXHOoCTun

N3 npefcTaBNeHHbIX Bbille [aHHbIX BWAHO, YTO HA CErOAHSALIHWIA [eHb CyLLECTBYET

[OCTaTOYHOE YMCNO HALMOHANbHbIX HOPMATVBHbIX [1O0KYMEHTOB,

rapMOHM3MPOBaHHbIX C

MEeX/YHapOAHbIMW CTaH4apTaMu, UMEIOLLMX XOPOLLO pa3BuTble 1 ONPO60BaHHbIE NHCTPYMEHTbI
)19 OLUEHKM W aHanm3a HafdeXHocTh u pucka [13, 14]. Camu no cebe rpynnbl CTaH4apToB
o6Llero HasHayeHusi «MeHeMKMEHT pUCKa» U «HageXHOCTb B TEXHUKe»  coaepXar
0TpaboTaHHbIN MexaHWU3M 0becrneyeHns 3aaHHOr0 YPOBHS KayecTBa NPOAYKLMN Ha PasINYHbIX
YPOBHAX AeTaN3aL N CUCTEMbI M 3Tanax ee >XM3HeHHOro LMK/,

MPOMBEXXYTOUHbIE BbIBO/bl

HecMoTps Ha Hanmnume pa3BUTOIN METOLOMOMNMM aHa/IM3a 1 OLEHKN HAAEXHOCTM 1 pUCKa Ha
YPOBHE HaLMOHa/IbHbIX CTaHAAPTOB, a TAKXKE MMUPOBOI OMbIT NMPUMEHEHWS JaHHO METO010r K
K pelleHunto 3afay 06ecneyeHnsi, NPOrHO3MPOBaHMS M OLEHKM B LIE/IOM KayecTBa MpoayKLumu,
MOHATUE paaMaLMOHHON CTOMKOCTM B OTEYECTBEHHOI PaKeTHO-KOCMUYECKOW OTpac/in A0 ChX
nop paccMaTpuBaloTcs 060CO6/MEHHO W HesaBMcumo. [py 3TOM A9 pasBuTUA  06/1acTu
paauaLMoHHON CTOMKOCTM He UCMO/Mb3YHOTCA CYLLECTBYHOLLME HAPABOTKMN B CMEXHbIX 06/1acTsX
3HaHWIA, a B 4acTW CTaHAapTU3auuMW BOMPOCblI 06ecreyeHns, MPOrHO3MPOBAHNS U OLEHKMU
HaIeXKHOCTW W pafMaLMOHHON CTOMKOCTM pacCMaTpyBatOTC KakK OTAe/bHble He3aBMCUMble
HanpaBneHus.

MPNMEHNMOCTb

Moaxodbl K 1U3yyeHnto Npob6iemMbl HafeXHOCTM OCHOBLIBAKOTCA Ha TEOPUM BEPOSTHOCTEN
(coyeTaHve BepPOSTHOCTM COOLITUSE WM €ro MOCNeACTBUA XapaKTepusyeT PUCK), O4HWUM U3
LIEHTPa/IbHbIX MOHSATUA KOTOPON SBNAKOTCA MOHATUS C/yYaHOro COObITMSE U Cly4YaiHOWN
BeNMUMHbI.  BbITOBOE MpefcTaB/ieHNe O CAy4alHOCTW, KaK O HefeTepMUHMPOBAHHOM
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nepeMeHHOM MPOBOLMPYET HEBEPHOE MPEANOIoKeHVE O CYLLHOCTV OnpefensieMblX MpoLeccoB
NN BENNYMH. [NaBHOW XapaKTEPUCTUKON YMOMSIHYTbIX COObITUA W BEIMYUH SABNSETCH WX
BEPOSTHOCTHAsA CYLLHOCTb, a He Cly4alHOCTb (HeLeTePMUHMPOBAHHOCTD).

OCHOBHbIM  (PaKTOPOM, B/IMAIOWMM Ha pPaboTy KOCMUYECKOW TEXHUKKM, SBNAKOTCA
paguaunoHHble 3teKTbl, Bbi3biBaeMble Bo3dencTBuem OAY KI1. 3Tn addekTbl ABASHOTCA
[EeTEPMUHMPOBAHHBIMK MO CBOE MPUPOoAE, HO CNy4YalHbIMK MO 061aCTU UX BO3HWUKHOBEHUS.
Takum 06pa3om, nonarasi, YTo OAMHOYHbIE CO0M 1 OTKa3bl, Bbl3BaHHbIe Bo3aenicTBueM OAY KI1
B OTAE/NIbHO B3ATbIX 3/IEMEHTAX CUCTEMbl, WMEKT CHyYalHbIA M HEe3aBUCUMbIA XapakTep,
[JONYCTUMO NPUMEHSATb 0TPabOTaHHbIA MOHATUMHBIA W MaTemMaTU4ecKuid annapatr Teopuu
HaJeXHOCTW, MOAXOAALLUMIA ANA onucaHWst NOAOOHOro pofa CoObITMIA N XapakTepa peakumin Ha
3TW COBLITUSA CUCTEMBI B LIE/TIOM.

MopsAoK M MeToAbl OLEHKM CTOMKOCTU 6opToBON POA Kocmuyeckux annapatoB (KA) K
Bo3geictemio OAY KIM no oAMHOYHbIM C60SIM 1M OTKa3aM pernameHTUpoBaH B OTPAc/eBOM
HOPMAaTUBHOM [OKyMeHTe [15]. B COOTBETCTBUM C NOMOXEHUAMUN JaHHOTO LOKYMEHTA, BbIBOZ O
cTokoctn PIA K Bosgeinctemo OAY KIM no oAMHOUYHBIM 3dhdeKTam NPon3BOANTCS Ha OCHOBE:

1 aTana - Ka4yeCTBEHHOr0 aHanM3a - aHa/m3a BO3MOXHOCTU BO3HWKHOBEHWS COOeB U
OTKA30B 3/1EMEHTOB CWUCTEMbl W TMOCNEACTBUIA WX BAUSHUA Ha pPaboToCMOCOOHOCTL U
(hYHKUMOHMPOBaHe POA C y4eTOM NpUMeHEeHWs CPeACTB 3alimTbl, alropuTMOB U MPOrpamm,
NCNOMb3yeMbIX [ OOHapY>eHWs W yCTpaHeHUs C60eB, CpbiBa TUPUCTOPHOrO 3addekta u
Npo6osi, BPeMeHN BOCCTAHOB/IEHWS LUTATHOIO (PYHKLMOHMPOBAHWS, BUSHWUA MepepbiBa B paboTe
COCTaBHbIX YacTeil POA Ha paboToCcnocobHOCTb M PYHKUMOHMPOBaHME KA,

2 3Tana - KO/IMYECTBEHHOrO aHain3a - pe3yNbTaToB pacyeTa 4acToTbl c60eB POA u
BEPOATHOCTM ee OTKasa Mo AaHHbIM O napameTpax YyBCTBUTENIbHOCTU 3/IEMEHTOB CUCTEMbI K
O[JMHOYHBIM 3(hheKTaMm.

CHavana nofpobHee OCTAHOBMMCS Ha PacCMOTPEHUW WHCTPYMEHTOB, MPUBEAEHHbLIX B
JOKymeHTe [15], AnA peweHus 3agad 2 3Tana. PacyeTHO-3KCNepUMeHTa/bHbIA  METOf,
npegnaraemblii K WUCNoib3oBaHUO B [15] Ana NpoBefeHWs KOJIMYECTBEHHOIO aHa/n3a,
KOPPEKTEH Mpv OMpejeneHMn CTOMKOCTU (PYHKUMOHA/IbHO MPOCTbIX, Hepe3epBUPOBaHHbIX
cucTeM 6e3 yyeta BOCCTaHOBNEHMS MX PaboTOCMOCOBHOCTM. py 3TOM HKM cam AOKYMeHT [12],
HW JOKYMEHTbI, Ha KOTOpPble OH CCbINAETCA He pacrnosiaraeT B CBOEM COCTaBe He0bXOAMMbIMM
MEeTOAOM0orMed U MaTeMaTMYecKUM anmnapatoM A1s OLEHKM CTOMKOCTU COBPEMEHHON PJA,
npeacTaBnsAloWein coboi, MHOrOYHKUMOHaNbHYIO CUCTEMY CO  CNOXHBIMW  CTPaTErusMun
BOCCTaHOB/IEHMS.

[na npeofoneHus atux TpygHocTeld B pabote [16] Obino peanv3oBaHO MNPUMEHEHUe
KO/IMYECTBEHHbIX METOOB OLEHKN HafeXXHOCTW [N OnpefenieHust nokasaTesnend CTOMKOCTU K
BO3JENCTBUIO OTAENbHbIX A4epHbIX YacTuy, (OAY) KIM no cbosm n oTkazaM. Kak yrnoMuHanoch
BbllLle, BO3MOXHOCTb MPUMEHEHUS TakKoro nogxofa obycnaenMBaiacb TeM, 4TO 06/1aCTK
HaJeXXHOCTN N paguaumoHHOM CTOMKOCTM B YaCcTWU peLleHns NpUKNagHbIX 3a4ayq onvparoTcs Ha
O4HW K Te e (yHAaMeHTalbHble MaTemMaTU4eckne W ecTeCTBeHHOHayuHble MPUHUMMLI, a
VMMEHHO Ha OnpefefieHne BEepOATHOCTU COObITUS U €ero MOCNeACTBUMIA - pucka. ITO [ano
OCHOBaHVe /19 WUCNOMb30BaHWSA MpW peLleHnn 3a4ady Teopuu CTOMKOCTM XOpOLUO Pa3BUTOrO
TEopun HaAeXHOCTU M NO3BOSIUIO COCPEAOTOUUTb OCHOBHbIE YCUINA Ha y4eTe OCOBEHHOCTEMN
BO3HMKHOBEHNA CO0eB M OTKa30oB B P3A, Bbi3biBaeMbIX Bo3gencTBuem OAY KI1, n wux
nocneacTeusx. Takum 06pa3oM, NPUMeEHEeHWEe AaHHOro MoAxoAa Mo3BOUIO B MOMHOW Mepe
YYECTb COBpPEMEHHbIE TEeHAEHUUW B NPOEKTMpoBaHUM P3A 1 nonyunTb 060/ee MOMHYH
XapaKTepUCTUKY ee CTONKOCTW.

Bo3Bpalascb K yC/loBUAM BbIMOSIHEHUS TPebOBaHUA HOPMATMBHOIO AOKyMeHTa [15] B
yacTu 1 atana OUEHKM, CTOUT OTMETWUTb, YTO HECMOTPS Ha YyKasaHMe O Heo6XO0AMMOCTM
NPOBeeHNA KayeCTBEHHOr0 aHann3a, AOKYMEHT He BK/IOYaeT B Ceb6si KOHKPETHble MeToabl U
NoAXof4bl K peanu3aumm, a TakkKe He CCbIIaeTCs Ha WMHble MHCTPYMEHTbI 418 PeLleHns [aHHOM
3afaun. Takum 06pa3oM, [aHHbIA 3Tan OcTaeTcs He (opmasim3oBaH. Kak u B cnyyae ¢
NPOBeAeHNEM  KOJIMYECTBEHHOIO aHasm3a, MNpPoBOAUMOro B pabote [16], BO3MOXHO
NPeanonoXnTb UCNO/Mb30BaHWE MOKa3aHHOW aHaornm Mexay HageXHOCTbO W pafvauyoHHON
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CTOMKOCTbIO, pacrpocTpaHsis ee Ha METOAbl Ka4eCTBEHHOIO aHann3a, NpuBeaeHHble B Tabnmue 2.
Takoln noaxof No3BOAUT (POPMan30BaTb NMPOLECC 1 B MOMHON Mepe cobMoCcTy TpeboBaHus [15]
npy MOMOLLY UCMONb30BAHNSA OCHOB, 3a/10KEHHBIX B AENCTBYIOLWMX HALMOHA/IbHBIX CTaHAapTax,
He npuberas Npy 3TOM K YCNIOXKHEHUIO W YBE/TMYEHWNIO KOMMYECTBA OTPac/eBoi HOPMAaTUBHOM
6asbl.

Takum 06pa3om, MMeroLmecs HapaboTKU B 06/1aCTV HALEXHOCTU M pUCKa MOryT ObiTb
CMO/b30BaHbl NPU PELLEHMN YaCTHbIX 3afa4 CTOMKOCTM K Bo3aencTeuio OAY KI1 no addexram
cbos ¥ oTKasa. [py 3TOM WX WUCMONb30BaHWE MO3BOMSAET MOMyYaTb 60siee  NOSHYHO
XapaKTepUCTUKY CTOMKOCTU PIA.

Kpome TOro, pfasbHellnini aHaiM3 HauWOHa/IbHbIX W MeXAYHapOoAHbIX CTaHAapToB
nokasasi, Yto MMEKLLaACH METOLONOMMSA, MOXET MPUMEHATLCA HE TOMIbKO MPU aHasM3e CUCTEM,
rae cobbITUS HOCAT Crly4yailHbIA XapakTep, HO W, KaK MUHUMYM, paccMaTpuBatb Apyrue Buipl
pagmMauMoHHbIX 3((eKTOB, MMEKLLMX «HAKOMUTENbHbIA» XapakTep (Hanpumep, [030Bble
3APdeKTbl MOHM3AUMN W CTPYKTYPHBbIX MOBPEXAEHWI) B MPOLECCe KayeCTBEHHOro aHanmsa C
MOMOLLUGID MOHATMSA pucka. A npu 6Gonee rnyboKOM M3y4YeHWM BOMpoca MNPUMEHEHMS
MOHATMAHOIO M MaTeMaTMYeCKOro annapara TEOPUM HafeXHOCTUM Obl0 O6HApPYXXEHO, 4TO
MOXHO MPOBECTW Napa/lfiefib MeXAY MexaHM3maMu OnpefeneHns nokasatesiell CTOMKOCTU K
[030BbIM 3(D(PeKTaM M XapakKTepUCTUKAMWM MPOYHOCTM, T.e. UCNO/Mb30BaTb AaHHYK aHaoruio
TaKXXe B MPOLEecce KOMMYeCTBEHHOro aHansa. [JaHHoe npeanonoXeHue OCHOBbLIBAETCA Ha TOM,
YTO Kak M B C/lyyae C [030BbIMW 3(h(heKTamy OTKa3 3/1eMeHTa Mo MnapameTpaM MPOYHOCTH
BO3HMKAeT TOrga, Korga YpPOBEHb BHELUHWX BO3L4EACTBUMA (MeXaHUYECKMX, KIUMATUYEeCKUX,
3NEeKTPUYECKUX U T.[4.) NMPEBbLICUT 3anac ero NpoYyHoCcTW. Ha faHHbIA MOMEHT NOAPOGHbLIN aHaIn3
3TOr0 MNpPeanosioKeHNsa He NPOU3BOAWACH, HO B P® [0CTaTOYHO [aBHO MPUHAT KOMM/IEKC
HOPMaTMBHO-TEXHNYECKNX W PYKOBOAALLMX [OKYMEHTOB MO pacyeTam M WCMbITaHUAM Ha
MPOYHOCTb B OTPAC/IM MaLUMHOCTPOEHMS, 06LLMe NOMOXKEHNUS KOTOPOro npveefeHsl B [14]. 310
roBOPUT O CONMAHON MeTOAMYEeCcKOn 6a3e B [aHHOW 06/1aCTU 3HaHWIA W MpefocTaBnseT
BO3MOXHOCTb K PacCMOTPEHWMIO YKa3aHHOW B3aMMOCBA3W. TakMMm 00pasoMm, WMeroLmecs
HapaboTKy B 061aCTV NPOYHOCTHOM HAafEXHOCTM MOTYT BbITb UCNO/b30BaHbl A1 LOMOHEHUSA Y
pasBUTUA METOAOMOTUU B  4YacTM  KOMIMYECTBEHHOrO aHaimM3a W OUEHKM MokKasaTenen
pafivaLoHHOM CTOMKOCTY K Bo3geicTanto NI KIM no 4o3oBbiM athgekTam.

lMomMnmO BCero npoyero, pasBUTME HaLMOHA/IbHbIX CTAaH4APTOB rpynnbl «HaaeXXHOCTb B
TEXHUKe» LU0 MapaifieflbHo U BO B3aMMOCBA3W C pa3sBUTUMEM HOPMATMBHBLIX AOKYMEHTOB,
paspaboTaHHbIX A5 U3LeNIMA BOEHHOW TEXHWUKM - KOMIM/IEKCOB FOCYAAPCTBEHHbLIX BOEHHbIX
ctaHgaptoB (KFBC) «Mopo3», «Knumar» 1 pyKOBOASALIMX BOEHHbIX AOKYMEHTOB B 001acTu
HaZeXXHoCTW. Pa3paboTKa Takoil HopMaTUBHOW 6a3bl Oblna Hampae/eHa Ha COBEPLUEHCTBOBAHME
METOA0/10MUN HOPMUPOBAHNA HAAEXHOCTU N OLEHKN COOTBETCTBUA TPeOOBaHWAM HaLeXHOCTU
Mo BCEM YPOBHAM pasyKpPynHeHUs BOOPY>KEHWS W  BOEHHOW TexHukn (BBT): ot
anekTpopaauounsaennin (3PN) n P3A BOEHHOro HazHaudeHWs [0 Le/bIX KOMMIEKCOB 1 06pa3LoB
BBT. Takxe ¢ 2005 roga B P® nosasuancb HOpMaTMBHbIE AOKYMEHTbI CUCTEMbI CTaHAAPTM3aLNN
«HafeXXHOCTb BOEHHOWN TEXHWKM», KOTOpas MO3ULMOHMPYET cebs, Kak MofAcucTemMa CUCTEMbI
CTaHAapToB «HaAeXXHOCTb B TEXHMKe». CUcTeMa CTaHAapTOB «HaaeXXHOCTb BOEHHOW TEXHMKE»
MMEEeT MHOro 06LWero ¢ HOPMaTMBHLIMW LOKYMeHTaMK rpynnbl «HageXXHOCTb B TEXHUKE» W
anemeHTamu KFBC «Mopo3s» [18].

BaXHO OTMETUTb, YTO OTpac/ieBas HOPMaTVMBHaA [LOKYMEHTaLMsi M0 CTOMKOCTW B LE/IOM,
HauefieHa Ha MOATBEPXAeHMe COOTBETCTBUA POA 3aflaHHbIM TPe6oBaHWAM Y)Ke Ha MocnefHMX
CTagusaxX NPoOeKTMPOBaHMS ¥ Pa3paboTKM, UCKIKOYasA HavasbHble 3Tarbl XXU3HEHHOIO UMK/a. Tem
He MeHee pa3BWUTUE TEXHONIOTUA W 3NEKTPOHHOW TEXHWUKM TPebytoT TOro, 4ToObl aHan3 u
OLeHKa paguaunoHHON CTOMKOCTN POA BbINOMHANACH HEMPEPLIBHO, HAYMHASA C CambIX PaHHUX
aTanoB paspaboTkn [6, 7]. Takum 006pa3om, CYLLECTBYHOLIME HaUMOHa/IbHblE CTaHAapTbl B
06n1acTn ynpaBneHUs HALEXHOCTbO U PUCKOM (B TOM uucne u B YacTum BBT) moryTt 6biTb
MCNONb30BaHbl B KayecTBe 6a3nca B Mpouecce 0b6ecrnevyeHus, NPOrHO3MPOBaHUA W OLEHKK
pafvauvoOHHOM CTOMKOCTM W3LEe/IMA  KOCMUYECKON TEXHWUKM Ha CTaausax OnpegenieHus,
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NPOEKTMPOBaHUs, Pa3paboTKM, MPOM3BOACTBA, 3KCM/yaTauun U TEXHWUYECKOrO 06C/TY>KMBaHWS
Pa3NNYHbIX YPOBHE CUCTEMBI 1 B YC/IOBUSX PasHON AeTann3aLmm npoeKTa.

SAKJTKOHEHWE

[ns peweHus 3aga4y ob6ecrneyeHMs paavalMoOHHOM CTOMKOCTM TEXHUYECKMX CUCTEM,
npefHasHa4YeHHbIX A1 OTBETCTBEHHbIX MPUMEHEHWIA, OAMHAKOBO BaXKHbl WU  TNy6OKMe
TEOpeTNYECKMEe NCCNefoBaHNS, HaNM4ne anropuTMOB U METOOB, MX NPOrpaMmHas peanvsaums,
a TaKke aPQeKTMBHAA cucTemMa CTaHAapTM3aumMy NPOAYKUMM WU OpraHmn3auuy B3aMogeCcTBUS
npu ee paspaboTke M npom3soAcTBe. OTeyeCTBEHHblE OTpacneBble AOKYMEHTbl B 06/1acTy
pafivaLoOHHOM CTOMKOCTU paccMaTpuBatoT OTAe/bHble 3Tarbl XU3HEHHOIO LyKna POA, HO npu
3TOM B HMX OTCYTCTBYET CMCTEMA, COMPOBOXAAtOLLAs NMPOLECChl pa3paboTKM, NPOeKTMPOBaHNS,
NMPOU3BOACTBA, IKCMyaTaumym 1 TEXHUYECKOro o6CnyXunsaHus npogykumm. K coxaneHuto, Ha
[aHHbI MOMEHT HeT MPAMOro Cnocoba NPMMEHEHNS MMEOLLIMXCA 0TPAb0TaHHbIX MHCTPYMEHTOB
TEOPUN HaLEeXHOCTUM U PUCKa, a TakKe MX MEeTOZOB WM MPOrpamMmHbIX CPeAcTB, A4/ Pa3BUTUS
METOA0NOMMI aHaIn3a M OLIEHKN pafiMaLlMOHHON CTOMKOCTM. TeM He MeHee MeXAyHapOo/Hble u
HaunoHaNbHble CTaHAapTbl PP M0 MeHeMKMEHTY HafeXXHOCTM N pUCKA TEXHOOTMMYECKUX
CUCTEM C OrNAAKOM Ha 3apyOeXKHbI OMbIT MOryT MPUMEHATLCA NPU Bblbope M 060CHOBAHUM
PeLLeHWA, NO3BONAIOLWMX 06ECNeUYnTh BbINOSHEHME 06513aTe/IbHbIX TPeboBaHWIA, B TOM UKC/E W
Nno paAvaLMOHHOM CTOMKOCTM POA. DTO O0COGEHHO BaXXHO MNPV HAIMYMKM B OTPacieBbIX
HOPMaTMBHbIX [OKYMEHTaX peleHnd He 3(M(PEKTUBHbIX WM He MNPUMEHUMbIX K HOBbIM
TEXHOMOIUSIM.

Takum 06pa3om, npeanaraeTcs:

- Jonyckas BO3MOXHOCTb pPa3yMHOr0 MNPUMEHeHMs METOAOB aHanM3a W  OLEHKK
HaJeXHOCTM M puUCKa NpU pelleHnn 3agad  0becreyeHus, MNPOrHO3MPOBaHWUS W OLEHKMU
pafuaLMoOHHOW  CTOMKOCTM P3A  KOCMUYECKOM TEXHMKW, MPOeLMpoBaTb  MMEOLLYHOCS
METOAO/IONMMI0 Ha BEeCb XKM3HEHHbIN UMK P3A, 4TO MO3BO/MT He MNPOCTO OMpeaenstb
PafnaLMOHHYH CTOMKOCTb, a TaKXXe W YNpPaBAaTh eto;

- MCMONb30BaTb, AOMOJHATL W pas3BMBaTb TEOPUID pafMauMOHHOM CTOMKOCTM B 4acTu
PeLleHns NPUKNagHbIX 3ada4y MeTOAONOrMen M MMeLWMUMMCS MPorpaMMHbIMK  CpeacTBaMi
TEOpUMN HALEXHOCTU N PUCKS,;

BakHbIM  MpeacTaBnsieTCs  MNPOM3BOAUTL  AaNbHEWLLMIA  aHaNM3  MeXAyHapoAHbIX,
HaUMOHa/IbHbIX, 3apyOeXHbIX M OTeYeCTBEHHbIX OTPACNeBbIX CTAH4APTOB, & TaKXXe MUPOBOrO
onbiTa B 061aCTU 06eCneyYeHns KauecTBa TEXHOMOMMYECKNX CUCTEM Pa3NIMYHONO HasHaueHus:, C
LeNbl0 akTyanmsauunm wnm paspaboTKM HOBOM OTEYECTBEHHOM HOPMATMBHOW 6asbl Ans
(hopMMpPOBaHMS CUCTEMbI CTaHAAPTOB B 06/1acTW 0bGecreyeHnsi, NMPOrHO3MPOBaHNA W OLIEHKM
pafvauvoHHOM CTOMKOCTM Ha BCEX 3Tanax >XM3HEHHOro UMKna MpoAyKuMM C YYeTOM OrbITa,
MONYYEHHOI0 B CMEXHbIX 061acTsX.
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AnnoTaynsa. OfHOA M3 MepBbIX Yrpo3 MobyaVBLUMX CO3faHMe CUCTEM MpeaoTBpaLLeHMs
BTOPXKEHUIA CUMTAtOT «4epBb Mopprca», KOTOPbIA Mopaswi KOMMbIOTePbl B KOHUE 1988r. CucTembl
NPefoTBpALLEHNs  BTOPXEHWIA pa3BMBa/IMCb, M CO BPeMeHeM CTa/ii  MOJIHOLEHHOM  CUCTEMON,
BK/IHOUAIOLLEW B Cebs crielimasibHble MPOaKTUBHbIE METOAb! NPeAoTBPaLLEHMS atak, PacCyUMTaHHble /1
3aLTbI OT Pa3IMYHOrO poga yrpos. Cpeay NPoaKTVBHBIX CUCTEM NPeLOTBPALLEHUS BTOPXKEHUIA MOXHO
Bble/Tb CrIeAyoLLME: MOBEAEHUECKMIA aHarM3aTop NPOLIECCOB /19 aHanM3a NoBeAeHWA 3aryLLeHHbIX B
CUCTeMe MPOLLECCOB, CUCTEMbl YCTpaHeHWe BO3MOXHOCTEM MOMafaHnst MHMEKUMM Ha KOMMbHOTE,
CMCTEMbI G/I0KMPOBKA NOPTOB, CUCTeMbI 6/10KMPOBKKN DoS-aTak.

B cTatbe onucbiBaeTcA paspaboTaHHas cucTeMa NpefoTBpalleHns BTOpXKeHW. Llenb paboTbl
PacKpbITb BO3MOXHOCTM MCMO/b30BaHUA MapasiielbHbIX MOTOKOB ANA YAydlleHus paboTbl
CACTEM  NPefOTBPALleHUs  BTOPXKEHUA.  O((eKTUBHOCTL  pa3pabaTbiBaeMOi  CUCTEMb
[OCTUraeTcs 3a CYeT opraHM3auny nNpeaoTBpalleHne atak Ha YPOBHe KOHKPETHOrO y3/1a, nyTem
KOHTPONA BCEX CUCTEMHbIX BbI30BOB. CUCTEMA CMY>XUT MOCPELHUKOM MeXAy OTKPbITOW U
3allMLLIEHHON cpenod. [ NOBbIWEHWS CKOPOCTU nepejadn/nprema MHGopMaumMm B cucTeme
Oblna MCMoNb3oBaHa TEXHOMOMMA OTKa30yCTOMUYMBOCTU. AKTYa/lbHOCTb TeMbl OMpefensieTcs
POCTOM 6ECUMCIEHHOTO KOMMYeCcTBa pasHO00bpasHbIX BPeLOHOCHbLIX MPorpamm, 1 Bo3pacTatoLLel
Heo6X0AMMOCTI B 3aLMTe KOPOPaTUBHON MH(OPMALIMN.

KnwoyesBble cnoBa: CUCTEMBI npegorTsepaw,eHns BTOp)KE‘HVIVI, 6e3onacHoe cCoenHeHNne,
OTKa30yCT0I7ILII/IBOCTb, napannenbHoe nporpammMmunupoBaHune, BUpPYyChbI, TexHonormna
BUPTYyanusauuu, BpeLOHOCHbIA Tpaduk.
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Development Intrusion Prevention System by Using Parallel Programming and Fault
Tolerance Technology
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Abstract. One of the first threats that prompted the creation of intrusion prevention systems is
considered to be the "Morris worm", which hit computers in late 1988. Intrusion prevention
systems evolved, and eventually became a full-fledged system incorporating special proactive
methods to prevent attacks, designed to protect against various kinds of threats. Among the
proactive intrusion prevention systems are the following: a behavioral process analyzer for
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analyzing the behavior of processes running in the system, eliminating the possibility of
infection on the computer, locking the ports, blocking the DoS attacks.

In article the developed system of prevention of invasions is described. It is more effective to
develop and use the systems of prevention of invasions as separate means of protection which
will serve as the intermediary between the protected and opened networks. It is more expedient
to organize prevention of the attacks at the level of concrete knot, by control of all system calls.
Special attention in article is paid to use of technologies of parallel programming in the
developed system. The main advantages of system of fault tolerance and the used algorithms for
realization of technology of prevention of invasions are described.

Keywords: the intrusion prevention system, secure communication, fault tolerance, parallel

programming, viruses, virtualization, malicious traffic.
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BBepgeHune

Cuctembl npeAoTBpaLleHnsi BTOPXKEHWIA - 3TO COBPEMEHHble TEXHOMOMMU 3alWUThl,
MOCTPOEHHbIE HAa aHann3e MoBefeHNA. PeLleHWs, KOTOpble paHbLle MOMOoraau, CTaHOBATCA
He3((PeKTUBHLIMM NPOTMB HEKOTOPbLIX BMAOB Yrpo3. MHoOrve BMpyCbl YMEKOT afanTupoBaThCS,
M3MEHATb pa3vep, WMeHa (haiinoB, npoueccoB M cnyx6 [1]. TMpouecc 0OHapyxeHus W
NpefoTBpaLLeHMs aTak Ha YA3BMMOCTW, Kak TakKOBOW, MNofpasymeBaeT aHaM3 WM peakuyMn Ha
COObITVA:  HapyLUeHUs MOAUTUK 6e30MacHOCTW, MOMUTUK WCMOMb30BaHUA PecypcoB, MOUTUK
CTaHfapTv3aumn. VIHUMAEHTbI MOryT WMETb fil06Yt0 NpUpoAdy, Hanpumep, BPEAOHOCHLIN KOf,
HEaBTOPU30BaHHbIN  JOCTYN WX  MOMbITKA  MOMYYeHUst  [ONOSMHUTENbHbIX MpaB.  CUCTEMbI
NPefoTBPALLEHNS BTOPXKEHUA YMEIOT HEMoCPefCTBEHHO BO3/ENCTBOBATb HA TakKuMe KOMIMOHEHTI
araky, Kak Teno arakW, Hanpumep, 00pbIB COeAuHeHWs; cpefa 6e30MmacHOCTW, Harpumep,
nepeKoH(UrypnpoBaHne 19 3anpeta CeTeBOro [OCTyMna B CErMeHT, COAEPXKMMOEe aTtaku, Wu
y[a/leHVe BPeHOro artaumeHTa. Ecim Henmb3s 06HapYy)XUTb MOTEHUMabHYH ONacHOCTb (haiina
Nno BHELHWM MpU3HaKaMm, MOXHO ONpefennTb €ro BPefOHOCHYH npupody MO MOBEAEHWIO.
VIMEHHO noBefeHYeCKMM aHa/IM30M 3aHMMaeTCst cUcTeMa NpefoTBpPaLLEHNS BTOPXKEHWIA,

IPS-cuctembl kopriopauuun Cisco
Cisco npefocTaBnseT peLleHns no ynpasneHnto IPS ana passepTbiBaHWin N060ro pasvepa,
OT HebO0/bLLMX OpraHu3auuiA A0 KpynHbIX npeanpustuid. Cisco IPS Manager Express npeacTaBnsieT
CO00M MOMHOMPYHKUMOHA/IbHOE MPUIOKeHUe AN yrpasneHns cucteMamu IPS v hopmmpoBaHus
OTYETOB MO 3TUM cucTemam, nogaepxusatollee ao 10 yctpoiicts. Cisco Security Manager
npeacTaBnseT coboi peLleHne ynpaeneHnsi 6e30MacHOCTLHO KOPNOpaTMBHOMO Kacca C ThiCS4aMu
peasibHbIX Pa3BepTbiBaHWiA. Kpome Toro, MMeeTcs MOMHOMYHKLUMOHAIbHBIA NIOKaSIbHBIA MHTepelc
KOMaHZHOM CTPOKW.
Cisco IPS Manager Express n Cisco Security Manager nogaepxusatoT yctpoiictea Cisco
IPS cepumn 4500, a Takke gpyrue ceHcopbl Cisco IPS. Cisco Security Manager 4.X npeaocTaBnser
crepytoLyie QyHKUMK:
- I'nbkre npouecchbl 41 MO3TANHON MOCTaBKM HOBLIX M OOHOBJIEHHBIX CUrHATyp, a
Talkke co3gaHus noAuTuK gna  IPS  OTHOCUTENbHO 3TWMX CUrHatyp C  MOC/efyHoLwyMm
pacrnpocTpaHeHNeM NOMMTUK Ha ApYrve YCTPOMCTBa;
- MoppepkKa pacLUMPEHHOM OTHETHOCTM W YNpaB/eHUs COObITUSMU NS HOBEMLLIMX
(hyHKUMiA IPS Cisco, BKHOYas rnobanbHy0 KOPPensauuio;
- KoHTponb [goCTyna Ha OCHOBE poneit 1 pabouve MpoUecchbl AN obecrneyveHus
6e30LUMO0YHBIX, TPa3BEPTbIBAHUIA N COOTBETCTBUSA YCTaHOB/EHHbLIM TPEGOBAHUSM.
Cisco IPS Manager Express npefocTaBnseT crefyroLye gyHKUMA:
- TofAroTtoBKy, MOHUTOPUHT U YCTpaHeHVe Hemonagok
- MepeTacknBaeMble YCTPOWCTBA NaHeM MOHUTOPUHIA A1 NPOCTOTbl HACTPONKM
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- [epcoHanu3npoBaHHble 06/1acT MPOCMOTPA, KOTOPblE 3arMoOMUHAOT MapaMeTpbl
Mo/b30BaTess, YTO6bl MUHUMIM3MPOBATL BPEMS HACTPOIKM U YNpaB/eHNs
- T'nbKoe CpeacTBO CO3AaHWs OTUETOB, KOTOPOE MO3BO/SET CO3/aBaTb HacTpavBaeMble
OTYeTbI M OTYETbI MO COOTBETCTBUIO HOPMATVBHBLIM TPEGOBaHUSIM B TEUEHME CEKYH[,
- lMpeaBapuTeNbHO OMPeAe/eHHbIe LLabIoHbI HACTPOIKM, NPUBS3aHHbIE K OGLEKTY.
CucTteMbl 3aumThbl 0T CisCO Ha CErofHsLIHWIA AeHb SABNSKOTCA NUAEPaM BO MHOTUX
CTpaHax Mupa, B TOM uucne v B Poccun. HecmoTpst Ha BCe MpPenMyLLecTBa IaHHOW CUCTEMBbI,
CYLLECTBYET FMaBHbIi HEAOCTATOK - 3TO GOMbLUME (hHAHCOBbIE 3aTPaTbl NPV BHEAPEHWM.

MHTerpupoBaHHasa cuctema npefoTBpaLleHns BTOPXKEHWI

Cyuectsyet aga tvna IPS: oTaenbHble (MM crieumanbHble) U MHTerprposaHHble. Cisco IPS
Manager Express oTHoCUTCS K nepeomy Tury cucteM. OTgenbHble IPS obecrieunBatoT:

- [1ONOSIHUTEbHBIA YPOBEHb CETEBOM 3aLLMTLI OT BTOPXKEHWIA;
- BO3MOXHOCTb YCTaHOBKW MOCPEACTBOM  BbIENEHHOIO  CrneLvann3“poBaHHOro
060py0BaHMs.

WHTerpuposaHHble IPS npegniarator:

- KOMM/IEKCHYID CUCTEMY 3aluTbl OT BTOPXKEHWA MO BCEN WH(PaCcTpyKType
6e3onacHoCTY;

- BO3MOXHOCTb MHTerpauum B CyLLECTBYIOLLUME Y3/bl 6e30MacHOCTI, Kak Mpasusio, B
MEXCETEBbIE 3KPaHbI.

PaspabaTbiBaemasi CMCTeMa OTHOCUTCS K WHTErpuvpoBaHHbIM CUCTEMaM MpefoTBpaLLeHUs
BTOPXKEHWI - YTO TpebyeT MUHUMAsbHLIX 3aTpaT Ha BHeApeHue 3awmTtbl. Cuctema 6asmpyeTcs Ha
ornepaumoHHOM cucteme Linux, 4TO NO3BONSET UCMO/b30BaTh BCTPOEHHbIE CPeACTBa LUTATHOIO
NakeTHOro PuIbTPa onepaLmoHHON cucTeMbl Linux 418 NOAKIOUYEHNS KOTOPOro UCMOb3YHTCS

onbnnoteku netlink-queue u libnfnetlink. OHM No3BoNAOT Habnto4aTb 3a (haiinamu, npoueccamm
1 cny>x6aMm Npu NOUCKe NoJo3pUTENIbHOM aKTUBHOCTW. B cnyyae Nogo3puTeNibHON aKTUBHOCTYU
NPONCXOANT 6/IOKMPOBKA BPEAOHOCHBLIX MPOrpaMM Mo KPUTEPUIO OMACHOr0 BbIMOHEHNS Kofa -
3TO NO3BONSIET MOAAEPXKMBATb OMTUMaNbHYH) 6€30MacHOCTb CUCTEMbl 6€3 HeobXoAMMOCTM
06HOBNeHNs 6a3 [2, .8]. CucTema NO3BONSET YNPaBAATL BXOAALLMM M UCXOAALLMM TpadurKom,
OCHOBbIBasACb Ha Habopax nNpaBw/, a TakXke 3arMyCKOM K paboToi MPOLEeCCOB Ha OCHOBaHWUU
BbIMO/IHAEMbIX M3MEHEHWI B KOMMbIOTEPE COM/IaCHO MpaBu/iaM KOHTPONSA. BblgennmM OCHOBHbIe
CUrHaTypbl Yrpos, onpeaeneHHble B cucteme (puc.l).

[na ayauta cucTembl BefETCA CUCTEMHbIA XKypHal - B KOTOPOM pPermcTpupyroTcs
HETUMWYHbIE NOBELEHNS CUCTEMbI, KOTOPble pacrno3HaroTCA bnarogaps 3apaHee onpeaeneHHbIM
CLEeHapusiM BTOPXKeHUIA (M3BeCTHble LWabnoHbl atak). Hanpumep, npu atake TearDrop no Tuny
«0TKa3 B obcnyxusaHum» (Denial of Service, DoS) paccblnaemble nakeTbl (hparMeHTUPOBaHbI
TakMM 06pa3oMm, 4TO 3TO BbI3bIBAET Kpax aTaKkyemoil Ccuctembl. Ha OCHOBe >KypHana
(hopmmpyeTca 4YepHbIA CnnCOK IP-aapecoB, 4TO MO3BOSISIET MPeAOTBPaTUTL MOAKIOYEHME K
O0THeTaMm, UCTOYHMKaM cnama 1 apyrumM BpegoHOCHbIM |P-agpecam.

Bnarogaps komouHauuy npasun IPS ¢ yyeTOM yA3BUMOCTEN, MO/b30BATENbCKMX MpaBu,
WHTENNEKTYaNlbHOr0  MexaHm3Ma aHanmsa |IP-agpecoB M BO3MOXHOCTEN  OLEHKU  (paiinoB
WHTErpUpPOBaHHas C1CTEMA MUMEET B CBOEM PacropsiXeHWUU 6osee LUMPOKMIA apceHan CPeacTs As
3aLLWTBI CBOMX CUCTEM, M HU3KYIO - CTOMMOCTbL BHepeHus [3].

PaspaboTaHHas cucTemMa:

- aHanM3npyeT BXOAHOM TpaduK;

- MNPUHUMAET pelleHns O OnoKMpoBKe Tpauka, AN 0becrneyeHns HaLeXHoro

Y[a/IleHHOr 0 YNpaBIeHNs CUCTEMON.

- MOMeLLaeT AaHHble 00 yrpo3ax B XypHat,

- npuvcBavBaeT Yrpo3se MHAEKC BPEAOHOCHOIO NOBEAEHWS;

- OCYLUECTB/SET COeUHEHNE NO Napase/bHbIM KaHanam.

CpefcTBa KOH(MIyprpoBaHUs AO/MKHbI ObITb YA0OHbI KOHEYHbIM MO/b30BATENSIM, C 3TOM
uenblo  Obina  pgobaBneHa  BO3MOXHOCTb — OMpefesnieHns  npaBun  OOHapYXXeHUs  yrpo3
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nosib3oBatensaMu. Ata PyHKUMA JocTynHa B pexkume online. OHa No3BOIAET, NPOMYycKas Tpapuk
yepes cebsl, He M3MeHsss CKOPOCTb paboTbl cucTembl [4, ¢ 119]. MoMMMO NPOBEPKM BXOLHbLIX
[aHHbIX cucTemMa obecreyvBaeT COOPKY W1 NepefaBaeMbIX MaKeToB, aHAN3NPYA faHHbIE MAaKETOB
A1 06Hapy>XeHNs CnefioB ONacHOM aKTUBHOCTW.

/[ co3paHvie HOBOrO NOTOKA A/1F OpraHmn3aLumn CUrHaTypHoro crnocoba 3almTl
void * pthread_capture_tcp(void *arg);

Buapl 3anpoTOKOIMPOBAHHBIX YTPO3

ATaku yepes 4epHBIA X071 CraTtucTrueckre aHOMaTNH
CwMmelaHHEBIE YTPO3bI AHOMaJTUY TTPUITOKEHHH

P2P-arakn BpenonocHslii Tpaduk

Araku [Pv6 AHOMaJIUU TTPOTOKONA

ITnuonckoe 110 CkaHupoBaHue opra

TpostHBI CraTtucTrueckre aHOMaTNH
DoS-araku HeneiicTBuTensHbBIE 3ar0JI0BKH
VolP-araku VYrpo3sl Ha OCHOBE OLIEHKH
[lepenonuenue Oydepa Cermenranus TCP u ¢pparmenTars IP

Puc. 1. Bugbl 3anpoTOKONMPOBAHHLIX YTpo3
(Fig.l. Types oflogged threats)

Mpn nepefaum faHHLIX CUCTEMA YyCTaHaB/MBaeT Haya/lbHOe YUCIOo MOCNefoBaTelbHOCTH
NakeToB, W pag [PYyrnux TMepeMeHHbIX, CBA3aHHLIX C 3TUM COeAuHeHWeM. Yucna
nocnefoBaTeNlbHOCTEN BbIGMPAKOTCA CyYaiHO Ha 060MX CTOpOHax. KiveHTOM BblGMpaeTcs
cnyyanHoe umcno X u  oTtnpasnser SYN-Naket, KOTOPbIA MOXET Takke CofepXxarb
pononHuTensHble gnarvt TCP 1 3HaveHns onumin. CepBepoM onpeaenseTcs ciay4vainHoe Ynicno Y,
KOTopoe npubaenseT 1 K 3HayeHuto X M OTNpaB/feTca OTBET. B uTore 3aBepLueHne obMeHa
[aHHbIMI NpoucxoanT nocne npubasneHns 1 K 3HadeHusM X 1Y © otnpasneHuss ACK-naketa

[5].
B cnyyae BbISIBNEHUS NOAO3PUTENbHbLIX AEWCTBUIA BPEAOHOCHON MpPOrpammon wnu
3/10YMbILLNEHHUKOM, cUCTeMa 3a06/1I0KMPYET AaHHYH0 aKTUBHOCTL (pucC. 2).
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Puc. 2. TexHonorus obHapy>KeHue ysi3BUMOCT ek
(Fig.2. Technology detection ofvulnerabilities)

Mocne o6Hapy>eHWsi ONacHOl YS3BMMOCTM CUCTEMA pPearMpyeT Ha CEeTEBYH) aKTUBHOCTb
3KCMMONTOB, KOTOPblE WCMOMb3YHOT [aHHYK Ys3BMMOCTb. CucTema npeaoTBpaLLeHNs
BTOPXKEHWIA, 3a6M0KMPYeT TaKol TpathuK 3abnaroBpeMeHHO, [0 [JOCTMXKEHMS, MM aTaKyeMoro
cepBepa unu pabouein ctaHuum [6, c.312]. Ecnm 3anpoc B 6a3y He MO3BOMSIET YCTaHOBUTb
aucnosuumio  haiina, TO OHa OTMPABMSETCA B XPaHWAULLE, TAe MPOM3BOAMTCS MOAPOOHBINA
aHa/M3: OnpefensieTcad ero CnocobHOCTb K COXPaHEHWHO NOcne nepesarpysku, MpoBepseTcs
Tpaduk, reHepupyeMblii NPUMIOXKEHNEM, a TaKXKe CO03/laBaeMble MPOLIECCHI, 3amnuncu peecTpa W
TEXHVKM CKPbITWSI NPOLieCCOB. B pe3ynbTaTe aHanm3a NpPUCBaMBAETCA WMHAEKC BPEAOHOCHOrO
noBe/ieHusI.

Pa3paboTaHHas c1ucTeMa NO3BO/IUT OTCNEANTb CReaytoLme AenCTBIS:

— nepegayy ynpaeneHus ApYrMi yCTaHOB/EHHbIMW NPOrpaMMamu;
— BHECEHVe 13MeHeHUIA B 3ar1cu CUCTEMHONO PeecTpa;
— HeCaHKLMOHMPOBaHHOE OTK/IOUeHWEe NPOrpamMm;

— OpraHM3aumo MeXnpoLeccopHOro 4oCTyna K NaMsaTh, KOTOPbIA MO3BONSET BHEAPATb
BPEAOHOCHbIN KOJ, B JOBEPUTENBHYIO MPOrpammy;
— aTaKXKe M3MeHeHUs, BbIMOJIHAEMbIE APYrMU nporpammamu [7, c.63].
Mpy  uCronb3oBaHUM 19 3alUMTbl  TEXHOMOMMU  NpPeAoTBpalleHnst  BTOPXKEHWN,
KOHTponMpys napameTpbl ceccum (IP, HOMep nopTa, COCTOAHUE CBA3EN), MOXKHO M3YUUTb MaKeT,
aHaIM3npya nepegasaemble 1 Nnonyyaemble gaHHble [8, ¢. 105].

if (setsockopt(raw_socket, IPPROTO_IP, IP_HDRINCL, &optval, sizeof(optval)) < 0)

{
cerr << "Error: setsockopt(...IP_HDRINCL...)." << endl;
exit(EXIT_FAILURE);
/}/ [o6asneHne coketa IP_DONTFRAG Kak 0TAeNbHbIN (hparMeHT thnara
if (setsockopt(raw_socket, IPPROTO_IP, IP_ MTU_DISCOVER, &frag, sizeof(frag)) <
0 {

cerr << "Error: setsockopt(...IP_DONTFRAG...)." << endl;
exit(EXIT_FAILURE);

B pa3paboTaHHON cuCTeMe OCYLLECTBAsSieTCS 6onee rnybokas npopaboTka anropuTma
(YHKUMOHMPOBaHNA NPUKNaAHbIX MPOTOKOM0B (KOHTPO/Ib COCTOAHMSA ceaHCcoB) (puc.3).

BE3OMACHOCTb MH®OPMALIMOHHBIX TEXHOMOMAN = IT Security, Tom 25, Ne 1(2018) 69



Mwuxann B. Abpocumos, Nxab A. Kamun
PA3PABOTKA CUCTEMbI MPEAOTBPALLEHNSA BTOPXEHWIA C
NCMOJ/Ib3OBAHVEM MAPAJINENBHOIO NPOrPAMMUPOBAHNA N CUCTEMBbI
OTKA30YCTONUYMBOCTW

Puc. 3. OCHOBHbIE Yrpo3bl 1 METOAbI NX PeLLeHns
(Fig.3. The main threats and methodsfor solving them)

[ob6aBneHne npoguampoBaHns  Tpauka, W OpraHu3auus  LEeHTPaIn30BaHHOIO
yrnpaBfieHNs CUCTEMOM NPeAOTBPaLLEHNS BTOPXKEHWIA, NO3BONAKT YAYUYLWMTb TOYHOCTb
06Hapy>XeHus BTOpXKeHu [9, ¢.240].

[aHHYI0 TeXHONOrMI MOXHO MCMOMb30BaTh A/ OpraHu3auuy 6e3onacHol CUCTEMb,
4TO M ObINO NUCNONB30BAHO B pa3paboTaHHoi cucteme [10, ¢.107].

MapannenbHble NOTOKWU B MHTErpUpoBaHHOM cucteme IPS

Pa3BuTVe TEXHOMOIMA NapasneNnbHOro NporpaMmMmMpoBaHns NPUBENO K 3((eKTUBHOMY
NCMOMb30BaHUIO  BbIYUC/IUTENIbHBLIX ~ PEcypcoB  MHOTOMPOLIECCOPHbIX  CUCTEM U UX
BblUMC/IUTENBHBLIX  pecypcoB [11, ¢.89]. Vcnonb3oBaHWe TeXHONOrMM  NapaisiefisHoro
nporpaMMMpoBaHMs B paboTe MPUIOXKEHUS, MO3BOMUNO  Peain3oBaTb  AOMNOMHUTENbHbIE
MexaHuU3Mbl 3awmTbl. C MOMOLLLIO reHepauun napannenbHbIX MOTOKOB AaHHbIX BbIABIAKOTCA
BO3MOXHble  aHOMa/Mu,  HanpuMep, MNpu  opraHu3auMmM  MexaHu3ma  OTC/EeXMBaHUA
MHOrOKpPaTHOr0 BBeAEHWS Naposieid Ang Bxoja B cuctemy [12, c.49].

/I co3aaeM HOBbIN NOTOK

if (pthread_create(&thread,

NULL, // co3gaHne noToka co cTaHAapTHbIMK aTpubyTamu
pthread_capture_tcp,

NULL ('=0) {

cerr << "Error: pthread_create().\n" << endl;

exit(status);

} y

Mcnonb3yst gaHHble M3 MOTOKa, CUCTEMOM CO3[AlOTCA CHETUMKWM, COXpaHstoLmecs Ans
NocnefyoLLEero UCnonb3oBaHus.

MapannenbHO OpraHM30BaHHbIe MOTOKWM MO3BONAKOT ObICTPO MOAKIKOYATH  HYXKHble
aNemMeHTbl A1 3axBaTa, [eKOAMPOBaHMs, aHann3a U 06paboTKM MakeToB. DTO MO3BOMSET He
CHMXXaTb CKOPOCTb Npuema/nepesayn faHHbIX, a Takke yBeIMumMBaTb NPOMNYCKHYH CrOCOOHOCTb
CUCTEMBI.

PewleHne npobnemMbl OTKA30yCTOMYMBOCTM B CUCTEMaxX MNpeAoTBpalleHnsi BTOPXKEHWUI
ABNAETCA OLHON M3 NPUOPUTETHBLIX, MOTOMY YTO B C/lyYae BbIXOAa M3 CTPOS CUCTEMbI, B KaHase
obpasyeTcs 3aTop, 1 TpaguK He LOXOAUT Ao agpecata [13, ¢.50].

B paspaboTaHHOW cucTeme pans 6ecrnepebOMHOr0 A0CTyna co3daHbl NapanfiefibHble
npoueccbl. pouecc oTnpasnseT YCTPOWCTBY heartbeat-nakeTbl, 370 MNO3BONSET He TepATb
coeauHeHNs B cnydae o6pbiBa kaHana [14]. Mpy BO3HMKHOBEHMM C6OA PaboTbl BCTPOEHHOro
NPUNOXEHNS, CUCTEMA aBTOMATMYECKN HarpaBuT TpagnK B 06X0f OTKas3aBLUEro YCTPOWMCTBaA.
MapannensHO € 3TUM MPOUCXOAUT BOCCTaHOB/IEHME COCTOSHWUA CUCTEMbI [0 OnvKalLueid
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KOHTPO/IbHOM TOYKWM COCTOSHWSI BbIMMCNEHWUIA. [laHHble A1S BOCCTAHOBMEHUS XpaHATCA B
creumanbHbIX Peno3uTopusX.

AfanTuBHbIA NOAXOA, Peann3oBaHHbIA B CUCTEME MO3BONSET NPOAOMKNTL BbIYACIEHUA
Ha OCTaBLUMXCSi PaboTOCMOCOOHbIX y3/1ax 6e3 aBapMHOro 3aBepLUeHns paboTbl CUCTEMbI. ITO
NPoONCXoAUT Gnarofaps TPAHCAAUMM HaMAEHHbIX NOKa/IbHbIX 3HAYEeHWUIA cocefHMM y3nam. To
eCTb Ha KaX[OM Y3/ie XpaHMTCS NIOKa/IbHbIA 3K3eMNAsSP CNMCKa COXPaHEHHbIX 3adad, KOTOpbIi
COXpaHsieT Bce Mojsafayn AaHHOro ysna M nepecbliaeT MX Ha Apyrve cocefHue yanbl. Mocne
3aBepLUeHnst paboTbl CMCTEMbl OTYET OTMPaBASETCS Ha POAMTENbCKWUIA Y3en, W yaansetcs u3
CMMCKA COXPaHEHHbIX.

Peann3oBaHHbIA NOAXOL MO3BOJSET ONpefensTb BCe COOM U BbIYUCNATL HEOOXOAMMbIE
nogsagayv [And  OTKa30yCTOMYMBOCTM cuUCTeMbl. COBMECTHOe WCMO/Mb30BaHNE METOAO0B
napasnenbHoro NPorpaMMMpOBaHUS 1 OCHOBHbLIX MPUHLMMIOB OTKa30yCTOWYMBOCTM MO3BO/SET
NepenTy K peainmsaummn KOHLUENUMM NOK/IbHOW CUHXPOHM3aLMN N KOPPEKTHOW 3aBEpLLIAEMOCTM
BbIUMCAINTENbHbBIX NPUNOXKEHWIA.

TecTupoBaHme CUCTEMDI
[ns  TecTMpoBaHMA CO3[4aHHOM CUCTEMbl  WMCMOMb30BA/ICA NPOrpamMMHbIA  MakeT
BreakingPoint Virtual Edition ¢upmbl IXIA. C ero nomoLLbl0 UCKYCCTBEHHO ObIfI0 YBEIMYEHO
KonmyectBo SYN-3anpocos Ao 12000 B cekyHAy W Npon3BefeHbl ataku IP-afpeca ¢ NOCTOAHHOM
ckopocTbio 6000 SYN B cekyHay. Ha cnepgytoliem stane 6b110 BO3BPaLLEHO MCXOAHOE 3HAYEHNE
B 12000 (moctaTouHo ans ummutauumn DDoS-3awumtel, Ana o6Hapyxernus SYN-qnya-ataky). Ans
OAMHOYHBIX CepBepoB Obl1 yCTaHOB/EH Mopor cpabatbiBaHWa 3000 4ToObI 06ecrneynTb TO, YTO
OAMHOYHbIE cepBepa He nony4yar DDoS aTtaky npv NpeBbILLEeHUN UMUTa 419 BCe NNaTgopMbl
B 30000.
Mo pesynbTaTam TecTa 6blan cheniaHbl CneayroLme BblBOAbI:
- CuncTemMa YMeHbLUAeT CKOpOCTb cpabaTbiBaHWsA 3alimTbl ¢ 50 MUHYT BHayasie TeCTOB
[10 5 MUHYT.
- HeT nepe6oeB B paboTe, Npu 06HaPYXXEHWUMN aTaKu.
- Heobxoammo okono 15 cekyHf, B TeCTe YTOObI OnpesennTb ataky
- Heobxoammo 3apaHee NoAroToBUTL NEPCOHAN K AENCTBUSAM B Clyyae aTaku.
- Tlpy NOBTOPHOM TeCTUPOBaHWM CUCTeMa COKpaTwia BpemMs pearvpoBaHus go 15
MUHYT.

3aknoyeHune

TakuM 06pa3oM, CUCTEMbI NPeAOTBPaLLEeHNs BTOPXKEHWI ABNAKOTCS BaXKHbIM 3/1EMEHTOM
MHOrOYpPOBHEBON 3aluMTbl. [N onTuManbHOM M 3dheKTMBHOM paboTbl IPS nonb3oBatenb
[NO/MKeH 06nafaTb ONPeAeNneHHbIMM 3HaAHUAMW W KBanugmMKaumen. PaspaboTaHHas cucTema
npeoTBPALLEHNS BTOPXKEHWIA, MMes [0CTaTOYHble MOMHOMOYMS, O3BO/MSET MpeKpallaTh
aKTVBHOCTb BPEAOHOCHOM MporpamMmmbl. Ecnv angd octaHOBKM paboTbl OMacHoOW MNporpammbl
TpebyeTca MNOATBEPXAEeHMEe MONb3oBaTens, 3eKTMBHOCTb CcuUCTeMbl Mana. CucTema
npeLoTBPALLEHNA BTOPXKEHWIA BKIOYAET B Cebs onpefenieHHbIi Habop npaBusi, KOTOPbIA MOXET
NPUMEHNTbL MONb30BaTeNb. [1paBUNbHOE aAMWHUCTPMPOBAHME CUCTEMbI MO3BOMSET M36EXaTb
NOAB/IEHNS KOH(/IMKTOB MPOrpaMMHOro 06ecrneyeHns u CUCTEMbI.

YBenunyeHne nponyckHOM Cnoco6HOCTY CETU NPUBENO K YBEMYEHUIO CKOPOCTN 06MeHa
[AaHHBIMW, CHVKEHUIO CTOMMOCTU VIHTepHeT Tpadwmka. Pa3paboTaHHas cucTeMa MO3BONSET,
MCNonb3yst CUCTEMY  NPEAOTBPALLEHMS  BTOPXKEHWA W TEXHONMOTMK  MapannenbHoro
nporpaMMMpoBaHns OpraHu3oBatb 3(eKTUBHYKO paboTy no opraHusauny 6e30nacHOCTM
CUCTEMBI.

BE3OMNMACHOCTb MH®OPMALUWMOHHBLIX TEXHO/IOT W = IT Security, Tom 25, Ne 1(2018) 71



Muxann b. Abpocnmos, Nxab A. Kamun .
PA3PABOTKA CUCTEMBbI NMPEAOTBPALLEHNA BTOPXXEHNI C
NCIMOJIbSOBAHWVEM MAPAJIJIENBHOIO NMPOrPAMMUNPOBAHNA N CUCTEMBI

OTKA30YCTOUUMBOCTW

CMNCOK NNTEPATYPbI:

1 Cnatynac .M., Katcukac C.K. MeTogbl nocT-06paboTKy OMNOBeLLeHN NPy 06HapyXeHUN BTOPXKEHW: onpoc.
MexayHapoaHbl i XYypHan MHpOPpMaTUKKU 6esonacHocTuU Ne 2, 2013. C. 64-80. URL:
http://www.ijiss.org/ijiss/index.php/ijiss/article/view/50/pdf_8. (daTa o6paweHus: 10.12.2017).

2  Annual Security Report URL: http://www.cisco.com/c/m/en_us/offers/sc04/2016-annual-security-
report/index.html (gaTta o6paweHma: 20.11.2017).

3 James P. Computer Security Threat Monitoring and Surveillance. Fort Washington, PA: James P. Anderson Co.,
1980.

4 Denning D. An intrusion detection model. Proc. of IEEE Symposium on Security and Privacy, 1987, pp.118-
131.

5 [ne6oB M. Cenuwes W. Cuctembl npejoTBpal,eHUs BTOPXEHUR «n3 KOpobku». TecT-gpaiiB. URL:
https://habrahabr.ru/company/it/blog/209714/. (aaTa obpalieHuna: 12.12.2017).

6 [MMpaBukos [AO. W. 3aknakos [1. B. MWcnonb3oBaHue BUpTyanbHbIX N0BYyWeK AN 06HapyXeHUs
TeNeKOMMYHUKaLWOHHbLIX aTak. [1pobnemMbl ynpaBfieHMs 6e30MacHOCTbIO  CMO0XHbIX cucteMm: Tpyfabl
MeXAYHapoLHOW KOoH(epeHUuMn. MockBa, gekabpb 2011 r./ Mopg pes. Apxunosoii H. . n Kynebbl B. B. UacTb
1. M.: PTTY - N3paTenbckunii gom MIMA-IMpecc. 342 c., ¢ 310-314.

7 bBproxoBeuykunii A.A., CocoHoBckuii HKO.B., Muniwkos B.B. ®yHpameHTanbHoe wuccregoBaHue B obnacTtu
MEeTOA0B MOCTPOEHUA CUCTEM OOHaApPYXEeHUs U MNpefoTBpalleHUs CeTeBblX BTOPXeHWl. BecTHUK CEBHTY.
2014. Ne 154.C. 60-63.

8 bauyyennu @., Poi6bko H.A., WnocmaH C.B. CeTu maccoBOoro 06CAy>XMUBaHWA C MOABMXHbIMK npubopamu -
npegen cpefHero nonsa. Mpob6nembl nepefaym nHhopmaumm. 2016, Tom 52:2, 86-110.

9 nNMysblpbkoB [.B., Mogpbira O.M., Monakos C.B. MapannenbHaa o6paboTka U Bu3yanusauusa NS pe3ynbTaToB
MOAeNnpoBaHNA MeTO40M MONEKYNAPHOU AMHAMUKK Tpyabl MHCTUTYTa cMCTeMHOro nporpammupoBaHuna PAH.
Tom 28, Ne2, 2016 r. C. 221-242.

10 Taheri S. JellyFish attack: Analysis, detection and countermeasure in TCP-based MANET. Journal of
Information Security and Applications. 22, June 2015, Pages 99-112 URL:
https://doi.org/10.1016/jjisa.2014.09.003 (pata o6paweHuns: 12.12.2017).

11 Taheri S. Hartung S. Anonymous group-based routing in MANETs. Journal of Information Security and
Applications. Volume 22, June 2015, Pages 87-98. https://doi.org/10.1016/jjisa.2014.09.002 (gaTa obpalieHuns:
12.12.2017)

12 BbiokoBa H.W., TanateHko B.A., Cym6opckuii C.B. TlMogaep>ka napaniefibHOro U KOHKYPEHTHOrO
nporpaMMmnpoBHauna B A3blke C++. XKypHan «lporpammuposaHue». 2017. Ne 5 C. 48-59

13 Xopowwnnos A.B., LLleneTkoB N.B. ADV_SPM — ®dopmManbHble MOLen NOANTUKM 6e30MacHOCTN Ha NpakKTuke
Tpyabl MHcTUTYyTa cucteMHoro nporpammuposadma PAH. Tom 29, Ne 3, 2017 r. C. 43-56.

14 Fua Y., Kone O. Model based security verification of protocol implementation. Journal of Information Security
and Applications. 22, June 2015, Pages 17-27 URL: https://doi.org/10.1016/jjisa.2014.08.002 (faTa obpalieHuns:
12.12.2017)

REFERENCES:

[1] Spatulas G.P., Katsikas S.K. Methods of post-processing of alerts in intrusion detection: a survey. International
journal of safety Informatics Ne 2, 2013. p.64-80. URL:
http://www.ijiss.org/ijiss/index.php/ijiss/article/view/50/pdf_8. (Data obrashhenija: 10.12.2017). (in Russian).

[2] Annual Security Report URL: http://www.cisco.som /c/m/en_us/offers/ sc04/2016- annual- security -report/
index .html (data obrashhenija: 20.11.2017).

[3] James P. Computer Security Threat Monitoring and Surveillance. Fort Washington, PA: James P. Anderson
Co., 1980.

[4] Denning D. An intrusion detection model. Proc. of IEEE Symposium on Security and Privacy, 1987, pp.118-
131.

[5] Glebov M., Selishhev I. Intrusion prevention systems "out of the box". Test-drive. URL: https://habrahabr.ru/
company/it/blog /209714/. (data obrashhenija: 12.12.2017). (in Russian).

[6] Pravikov D. I., Zakljakov P. V. The use of virtual traps for detection of telecommunication attacks. Security
management problems of complex systems: Proceedings of the international conference. Moskva, dekabr' 2011
g. Pod red. Arhipovoj N. I. i Kul'by V. V. Chast' 1. M.: RGGU - lzdatel'skij dom MPA-Press. 342 p., p 310-
314. (in Russian).

[7] Bijuhoveckij A.A., Sosonovskij Ju.V., Miljukov V.V. Fundamental research in the field of methods of
construction of detection systems and network intrusion prevention. Vestnik SEVNTU. 2014. Ne 154.P. 60-63.
(in Russian).

[8] Bachchelli F., Rybko N.A., Shlosman S.B. Queueing networks with mobile devices-the limit of the average

field. Problems of information transmission. 2016, tom 52:2, p86-110. (in Russian).

BE3OMNMACHOCTb MH®OPMALUWMOHHBLIX TEXHO/IOT W = IT Security, Tom 25, Ne 1(2018) 72


http://www.ijiss.org/ijiss/index.php/ijiss/article/view/50/pdf_8
http://www.cisco.%d1%81om/c/m/en_us/offers/sc04/2016-annual-security-report/index.html
http://www.cisco.%d1%81om/c/m/en_us/offers/sc04/2016-annual-security-report/index.html
https://habrahabr.ru/company/it/blog/209714/
https://doi.org/10.1016/jjisa.2014.09.003
https://doi.org/10.1016/jjisa.2014.09.002
https://doi.org/10.1016/jjisa.2014.08.002
http://www.ijiss.org/ijiss/index.php/ijiss/article/view/50/pdf_8
http://www.cisco.som
https://habrahabr.ru/

Muxann b. Abpocnmos, Nxab A. Kamun
PA3PABOTKA CUCTEMBbI NMPEAOTBPALLEHNA BTOPXXEHWIA C
NCIMOJIbSOBAHWVEM MAPAJIJIENBHOIO NMPOrPAMMUNPOBAHNA N CUCTEMBI
OTKA30YCTONUYMBOCTW

[9] Puzyr'kov D.V., Podryga O.P., Poljakov S.V. Parallel processing and visualization to simulation results by the
molecular dynamics method Proceedings of Institute for system programming Russian Academy of Sciences.
Tom 28, Ne2, 2016 g. P. 221-242. (in Russian).

[10] Taheri S. JellyFish attack: Analysis, detection and countermeasure in TCP-based MANET. Journal of
Information Security and Applications. 22, June 2015, Pages 99-112
URL:https://doi.org/10.1016/j.jisa.2014.09.003 (data obrashhenija: 12.12.2017).

[11] Taheri S. Hartung S. Anonymous group-based routing in MANETSs. Journal of Information Security and
Applications. Volume 22, June 2015, Pages 87-98. https://doi.org/10.1016/j.jisa.2014.09.002 (data
obrashhenija: 12.12.2017).

[12] V'jukova N.l., Galatenko V.A., Sumborskij S.V. Support for parallel and competitive programming in C++.
The Journal "Programming™. 2017. Ne 5 P. 48-59. (in Russian).

[13] Horoshilov A.V., Shhepetkov I.V. ADV_SPM — Formal models of security policy in practice the Proceedings
of the Institute for system programming Russian Academy of Sciences. Tom 29, Ne 3, 2017 g. P. 43-56. (in
Russian).

[14] Fua Y., Kone O. Model based security verification of protocol implementation. Journal of Information Security
and Applications. 22, June 2015, Pages 17-27 URL: https://doi.org/10.1016/j.jisa.2014.08.002 (data
obrashhenija: 12.12.2017).

MocTynuna Bpegakumio - 18 aekabpsa 2017 r. OKoHYaTenbHbI BapuaHT -08 thespansa 2018 .
Received - December 18, 2017. Thefinal version - February 08, 2018.

BE3OMNMACHOCTb MH®OPMALUWMOHHBLIX TEXHO/IOT W = IT Security, Tom 25, Ne 1(2018) 73


https://doi.org/10.1016/j.jisa.2014.09.003
https://doi.org/10.1016/j.jisa.2014.09.002
https://doi.org/10.1016/j.jisa.2014.08.002

KOpwuii E. Ko3nos
MNoAXO/Abl K ONPEAENEHNIO HALEXHOCTU MYNIbTUMOAANBHOW
TPEXMEPHOW AVHAMMWYECKOW Noanuncu

HOpuii E. Ko3nos
®rHaHCOBbIN yHUBEPCUTET Npu MNpaBnTenscTBe Poccuiickoii Pepepatium
(PvHAHCOBIV YHMBEPCUTET),
NeHuHrpagckuin npocnekT, 49, Mockea, 125993, Poccus
e-mail: kozlovye@yandex. ru, https://orcid.org/0000-0002-4448-0232

MoAXOA4bl K ONMPEAENEHNIO HALEXXHOCTW MY NbTUMOIA/IbHOW
TPEXMEPHOV ANHAMWYECKOW MOANMNCK
DOI: http://dx.doi.org/10.26583/bit.2018.1.07

AnHoTayns. PbIHOK COBPEMEHHbLIX MOBGU/IbHBLIX MPUIOXKEHWIA NPeabsBNAET BCe 6O/ee KecTKue
TpeboBaHUA K HafeXHOCTM CUCTEM ayTeHTU(MKaumn. B craTbe paccmarpuvBaeTcs
ayTeHTUUKauMa ¢ UCNOMb30BaHMEM MY/IbTUMOLA/IbHON TPEXMEPHOWN AMHAMUYECKON Moanucu
(MTAIT), KoTopas MOXeT WCMOo/b30BaTbCA B KayeCTBE OCHOBHOMO WAW AOMNOSIHUTENIbHOMO
CpefcTBa ayTeHTUPMKaLMM NOMb30BaTeNleil B MOOGWU/bHBIX NPUIOXKEHUAX. B ee OCHOBe NeXUT
MCNONb30BaHME >KecTa B BO3MAYXe, BbIMOMHAEMOrO [ABYMS HE3aBUCUMbIMU  MOOWUIbHLIMU
YCTpOMCTBaMM B KayecTBe WAeHTM(MKaTopa. MeToamka mcnonb3oBaHus MTAIM umeeT psg
NPevMyLLecTB MO CPaBHEHUKD C WCMO/b3yeMbIMW B HACTOsLLEE BPeMsi OUOMETPUYECKUMMU
MeToAMKaMK, TakKMMU Kak OTMevyaTok Masblia, ayTeHTUMKauus no opme nuua wam pedesas
ayTeHTU(MKaums. OHa No3BOJISET ObICTPO CMEHUTb XKECT, KOTOPbIN CY>XUT ULEHTUPMKATOPOM,
a TaKXXe CKpblBaTb camy Mpouesypy ayTeHTUMUKaLMWM, UCNOMb3YS XKECTbl, HE MpPUBEKaroLLmMe
BHMMaHVe. HecmoTps Ha npeuMyLlecTBa, Mcnonb3oBaHne MTAIM uMeeT psig OrpaHUYeHWi,
npexzae Bcero — 370 HeO6X0AMMOCTb BbIPabOTKM YeNOBEKOM (DYHKLMOHAIbHO AMHAMUYECKOTO
komnnekca (P®PAK). OH Heobxogum [ANs MOBTOPEHUA ayTEHTUPUUMPYIOLWLEro >kecta C
[IOCTAaTOYHOW TOYHOCTHIO. [NA KOppekTHoro dopmupoBaHus MTAIM Heobxoauma cuCTEMa,
peannsyroLlad OLeHKY HaeXHOCTWN >KecTa, a TakXke ero fonyctumble Bapuauumun. loaxogbl K
PELUEHMIO [aHHON 3afayn OnucaHbl B [aHHOM CTaTbe C pasfefieHVeM WX Mo cnocobam ux
peanunsaumn. [ga nogxofa MoryT ObiTb peasi30BaHbl TONLKO C UCMO/Mb30BaHNEM CepBepa, Kak
LueHTpa o6pabotkm MTAM, a oauH MOXeT ObiTb peain3oBaH C  WCMO/b30BaHUEM
BbIUYMC/IUTE/IbHBIX PECYPCOB CMapT(oHa. B 3akntounMTeNnbHOM YacTu CTaTbu NpUBeAeHb! AaHHbIe
onpoboBaHUs OAHOM M3 METOAMK Ha MakeTe, Peasim3ytolleM ayTeHTU(UKaLUio Npu noMoLm
MTAMN.

Knwoyesble cnosa: ayTeHTuduKayma, MOOUNbHOE yCTpoONCTBO, akcenepomMmeTp,

nepcoHanM3npoOBaHHbIA XeCcT, N0OANUCHL B BO3AYXe, ayTeHTUPUKALUSA >KEeCTOM.
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Approaches to determining the reliability of a multimodal three-dimensional dynamic
signature
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Abstract. The market of modern mobile applications has increasingly strict requirements for the

authentication system reliability. This article examines an authentication method using a
multimodal three-dimensional dynamic signature (MTDS), that can be used both as a main and
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additional method of user authentication in mobile applications. It is based on the use of gesture
in the air performed by two independent mobile devices as an identifier.

The MTDS method has certain advantages over currently used biometric methods, including
fingerprint authentication, face recognition and voice recognition. A multimodal three-
dimensional dynamic signature allows quickly changing an authentication gesture, as well as
concealing the authentication procedure using gestures that do not attract attention. Despite all its
advantages, the MTDS method has certain limitations, the main one is building functionally
dynamic complex (FDC) skills required for accurate repeating an authentication gesture.

To correctly create MTDS need to have a system for assessing the reliability of gestures.
Approaches to the solution of this task are grouped in this article according to methods of their
implementation. Two of the approaches can be implemented only with the use of a server as a
centralized MTDS processing center and one approach can be implemented using smartphone's
own computing resources. The final part of the article provides data of testing one of these
methods on a template performing the MTDS authentication.

Keywords: authentication, mobile device, accelerometer, personalized gestured, in-air signature,
handwaving authentication.
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BBEAEHNE

Pa3BnTME MHHOPMALMOHHBLIX TEXHOOMNIA U TPEHA MOOUIbHOCTM NPUBEN K TOMY, 4YTO
COBPEMEHHOE MOOW/IbHOE YCTPOMCTBO - CMapT(OH/MMAHLIET WM MHOM «rafpkeT» 3a4yacTyro
MCNOMb3YeTCHd B KayecTBe MOOW/ILHOrO O(uca, LEeHTpa pasB/eYeHUn U UHCTPYMeHTa [Ans
noTpebneHns VIHTEpHET-KOHTEHTA. Vicnonb3oBaHue OMOMETPUYECKMX MeToAuK
ayTeHTUPMKaLM B MOOUJIbHBLIX MPUIOXEHUAX MOBbILLAET WUHHDOPMaLNOHHYI0 6e30MacHOCTb.
JT0 CBA3aHO C TakUM CBOMCTBOM OWMOMETPUM KakK HEOTTOPXKUMOCTb OMOMETPUYECKOTO
npusHaka. OfHako BO3POCNO  KOMMYECTBO COOOLLEHWMIA O Kpaxe W (hanbcumKaumm
OrMomMeTpunyeckmx npusHakos [1, 2]. 310, npexpae BCero, CBA3AHO C TEM, YTO B MOAABMAOLLEE
OONBLUMHCTBO 3TWX MPU3HAKOB, TaKMX Kak 0TNneyvaTok Na/bua, pafy>kHas 060/104Ka rnasa v pedb
He MOryT OblTb CKpbITbl. KpoMe TOro, MeToAuKW ayTeHTU(MKauuMm npu MNOMOLM AaHHbIX
NPU3HaKOB TOXE HE ABNAKTCA CEKPETOM.

MpoTnBoAeNCTBME MOAAeNIKaM 61MOMETPUYECKUX MPU3HAKOB MAET B ABYX Hamnpas/ieHUsX -
pa3paboTKa HOBbIX METOAMUK 3alluTbl GUOMETPUYECKMX MapaMeTpoB [3-5], a Takxe paspaboTka
HOBbIX METOAMK. Hanpumep, AenatoTca MOnbITKA CAenatb CUCTeMy, AenatoLlyto TPpaauLMOHHbIe
OMOMeTpUYECKMe NPU3HaKK MOAUMULMPYEMbIMU 1N CMeHseMbIMK [6]. Cpean paboT Mo Moucky
Nerko  MOAMMUUMPYEMbIX W  CMEHSEMbIX OWMOMETPUYECKMX MPU3HAKOB CTOUT BbIAeNNTb
ayTeHTU(MKaUMIO Mpy nomoLLm Xecta [7-9]. MynbTumofanbHas TpexmepHas AuvHamuyeckas
nognuce (MTAIM) ABnsieTCqd OLHOM M3 TakMX METOAMK M MOXeT OblTb MCMO/b30BaHa Kak
OCHOBHOe, TaK W pe3epBHoe cpeactso. MTAIT nmeeT pag NpeMMyLLECTB Nepes, TPagULNOHHBLIMN
OMOMETPUYECKMU METOAMKaMW, WCMOJb3YEMbIMA B MOOGW/bHBLIX MPUIOXKEHUSAX, TaKMX Kak
OTMeYaToK Manbla, pacro3HaBaHue MO Pafy>XHOW 000/10YKM r/a3a, pacro3HaBaHue mua, a
TaKXXe pacrosHaBaHWe PeuYeBbIX XapaKTepUCTUK. ITO, MPeXae BCEro, BO3MOXHOCTb CKPbITON
ayTeHTU(MKaLMN U ObICTPO CMeHbl npusHaka. OpgHako MTAIM wvMeeT psig HeaoCcTaTKOB,
rNaBHbIM U3  KOTOPbIX SBMAETCA HEOOXOAMMOCTb  3arOMUHAHUSA  DKECTa,  C/yXKallero
OMOMETPUYECKM MPU3HAKOM, WX €CNU TOBOPUTHL HaY4HbIM A3bIKOM - BblpaboTKa Mpu 3TOM
(hYHKLMOHa/IbHO-ANHAMWUYECKOro Komniekca HaeblkoB (PAK). OgHuM v3 CpefacTB, KOTOpble
MOTyT MOMOYb B 3TOM MO0/Ib30BATESIO, ABMAETCA CO34aHWe CUCTEMbI KIaCCU(UKALMN >KEeCTOB.
Takas cucTema no3BONT BblAaBaTb MO/L30BATENO OLEHKY HaeXHOCTU XKecTa U peKoMeHAaLmm
Mo ero UCcnosib30BaHuIo.
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BapunaHTbl peasizaunm ayteHTUpUKauma npy nomowm MTAN

Metoguka MTUAI  OoCHOBaHa Ha  WMCNOMb30BaHWW  CneuuanbHOro  Xecta  Ans
ayTeHTU(MKALMKN, KOTOPbLIA PErUCTPUPYETCA akcenepomMeTpamm BYX YCTPOWCTB - CMapT(hoHa U1
YMHbIX 4acoB. [aHHble akcenepomMeTpa OT YMHbIX YacoB no bluetooth nonagatoT B CMapT(OH.
[JanbHenwme BblYMCIEHNS MOTYT MATU B CMapT(OHe UK NnepefaBaTbCsi Ha CepBep.

daktnueckn MTAIN npeacTaBnseT cob60i «3TaNlOHbI» U «NOPOrn». STaNIOHbI - 3TO AaHHbIe
aKCenepoMeTPOB YMHbIX YacoB W CMapT(OHa, MOMyYeHHble BO BPEMSI >KeCcTa, KOTOPbIiA
no/ib30BaTe/lb BbIOMPaET Kak CBOK MY/IbTUMOAA/IbHYIO TPEXMEPHYHO MoAnuchk. «Iloporu» - aTo
MaKCMMa/lbHO BO3MOXHbI pa3bpoc 3HaYeHWUA akCenepoMeTpPOoB, MPU MPEBbILEHUN KOTOPbIX
ayTeHTU(MKaLmMa 6yAeT CUMTaTbCS He NPONAEHHOM.

[aHHble aKcenepoMeTpPoB YCTPOWCTB, YYaCTBYHOLWMX B opmupoBaHun MTAM u
ayTeHTU(MKALWUM, SABNAIOTCA BPEMEHHbIMW pPAgaMUM U 01 HAXOXKAEHUS Mepbl  CXOXEeCTH
MCNONb30BaHME  XOPOLUO  3apeKOMeHAoBaBlUero cebs anroputma DTW  (anroputm
TpaHCchopMaLMM BPEMEHHON LWKanbl) AN CpaBHEHUsi XecTa € aTtanoHom [10, 11]. Cytb
a/iIrOpMTMa B BbIYMCNEHUN HESIMHENHOrO OTOOPaXKEHUS O4HOr0 BPEMEHHONO psga B APYrom C
MOMOLLH0 MUHUMU3ALMN PACCTOAHNIA MEXAY HUMU.

Jonyctum nmeetca atasoH Q = qi,gz,...,Qn ¥ BOCMPOMU3BeLeHHbIN XecT C = c1,C2,...,CT,
Torga ¢ nomotsto anroputmMa DTW no copmyne (1) MOXHO onpefennTb KpaTyanlumnii nyte W
[12]:

DTW(Q, C) = min p = 3 (W), (1)

roe K - gnivnHa nytu, d(wk) =(qi-cj)2 - anemMeHT nyTu.

B xofe vccnefoBaHns XXecToB B KayeCTBe UAEHTUPUKATOPOB MUCMO/b30BA/INCL ABA MakKeTa
-MTAMNL n MTAMN2. Maket MTAIN1 npegnonaran BbipaboTKy ABYX NMOPOroB s cMapT(oHa 1
yacoB no copmynam (2). Mog noporom cpabaTbiBaHNA MOAPa3yMEBAETCA 3HayeHue, npu
MPEeBbILLEHNN KOTOPOro, ayTEHTU(IMKALMA CUATAETCA He NPOMAEHHON:

Ps
Pw

DTW (Xs,Xse) + DTW(Ys,Yse) + DTW (Zs,Zse)
DTW (Xw,XWe) + DTW (Yw, YWe) + DTW (Zw,Z We), 2

roe Ps v Pw - COOTBETCTBEHHO Mepbl CXOXECTU XKecTa C 3Ta/IOHOM CMapTdoHa 1 XecTta ¢
3T/I0HOM YMHbIX 4acoB; Xs, YS, ZS - 3HauyeHWs YCKOPEHWIn NO Tpem OcsM, MOy4YeHHble OT
cMapTgoHa; Xw,Yw, Zw - 3Ha4YeHWNA YCKOPEHWIA MO TPem OCAM, MOJyYeHHbIE OT YMHbIX Yacos;
Xse, Yse, Zse, Xwe YWe, Zne - 3HAUEHUS| YCKOPEHWI, XPpaHALLMECS B KauyecTBe 3TanoHa, ANs Tpex
oceli cMapT(OoHa M TpexX 0Ceil YMHbIX YacoB.

[ns BTOPOro Maketa Noporu BblpabaTblBatoTCA 418 KaXKAON KOOPAMHATbI 0TAeNbHO (3):

Psx = DTW (Xs,Xse); Psy = DTW(Ys,Yse);Psz = DTW (Zs, Zse)
Pwx = DTW (Xw,XWe); PAy = DTW (Yw, YWe); Pwz = DTW (Zw,Z We), 3)

roe Psx, Psy, Psz - Mepbl CXOXeCTU >KecTa C 3Ta/IOHOM CMapT(oHa, Pax, Py, Pz - mepbl
CXOXXECTU XKecTa C 3Ta/IOHOM YMHbIX YacoB.

PellieHne 06 ycnewHon ayTeHTMdMKaumm A=1 NpUHMMaeTCs B C/y4ae, €CiM Mepbl
CXOXECTN MeXAy BOCMPOM3BEAEHHbIM XXeCTOM M 3Ta/IoHaMM CMapT(OHA WU YMHbIX 4acOB He
MPEBbILLIAKT YCTaHOB/EHHbIX MOPOros - ¢opmynbl (4) 1 (5) 4nsa Nepeoro 1 BTOPOro MakeTos,
COOTBETCTBEHHO:

A = (Ps< Pse) MM (Pw < Pwe). 4
A = (Psx < Psxe)l (Psy < Psye) N (Psz < Psze) I
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n (Pwx < pwxe) N (PW < Pwye) N (Pwz < Pwze), (5)

roe Pse, Psxe, Psye, Psze - noporn gnd cmaqu)OHa, Pwe, Pwxe, Pwye, Pwze - noporn gna yMHbIX
4acos.

Moporu ans AByX BbilleyKa3aHHbIX MaKeTOB (hOPMUPYHOTCS CleayHLLIM 06pa3oM:

- Nonb3oBaTeNb MPUAYMbIBAET XXECT WM MNPUHMMAET peLLUeHne O TOM, 4YTO OH OyaeT
3Ta/IOHOM;

- BblOpaHHbIA XeCT Monb3oBaTeNb BOCMPOM3BOAMT NATb pa3. [Ana Kaxaoro pasa
BbIYMCNAKOTCA Mepbl CXOXKecTW no gopmynam (2) nnm (3);

- Han6OobLLIVE Mepbl CXOXECTW M3 NATU NOMbITOK BbIOMPAKOTCS B KAYECTBE MOPOroB.

Mpn 3TOM MOryT BO3HUKHYTb CNefytoLLne HeraTuUBHbIe cLueHapumn hopmuposaHua MTAIT:

- €C/IN KECTbl OYeHb MOXOXM W MOPOru OblNM YCTAHOBNEHbI C/IMLLIKOM XXECTKO, TO B
peasibHbIX YCNOBMSAX BO3MOXHO 00/bLLIOE KOMMYECTBO OLUMOOK MEepBOro pofa - Hejornyck
CBOEro;

- ecnu 6bIn BblOpPaH CAULLKOM MPOCTON XXECT WM XKECTbl C/IMLLKOM pasfivyasmncb, TO
noporn OyayT YCTaHOB/EHbI CAULIKOM MSAFKO - 3TO MOBBLICUT BEPOSTHOCTb OLUMOGKM BTOPOro
poja - JOMYCK Yy>KOro (MHOW XecT OyfeT NPUHAT 3a NOA/MHHBIA) M OLIMOKa TpeTbero poja -
noggenka (cnycgpuHr) MTAT.

O6a cueHapus OyayT CTaBUTb MOJ Yrpo3y MH(POPMaUMOHHYH 6e30MacHOCTb MOGW/ILHOTrO
NpuIoXeHus B cnydae Bolibopa MTAIT B KayecTse CpeAcTBa ayTeHTUPUKaLUN.

3afayn cmuctembl oueHk MT AT

MepBOi M 0OYeBMAHOWN 3adadert cucTeMbl oOueHKM MTUAM saBnseTca  onpegeneHve
MaKCMMa/IbHOrO Mopora, MUCXoasa W3 XapaKTEPUCTUK >XKecTa - Yem MpPOLLEe XKeCT, TeM >KecTtuye
[O/MKEH ObITb YCTaHOB/MIEH MOPOr. JTO HEO6XOAMMO A1 TOro, 4YTOObl OLUMOKM TPeTbero u
BTOPOro pofa A/19 BCeX BUAO0B XXECTOB Oblna B 4OMYCTUMbIX Npeaenax.

Ncxoas w3 HasHavyeHWs MOOGWIBHOTO MpUIoXKeHUs, cuctema oueHkn MTAM moxet
pewaTh elle OAHY 3afjayy - BblAaBaTb PeKOMEHAAUWMK0 K MpPUMEHeHW. Tak, Hanpumep, Ans
BX04a B 0aHKOBCKME MPUMIOXEHUSA CTOUT pPeKOMeHoBaTb 00/5ee CNOXHble XecTbl, a AnA
pa3b/IOKMPOBKN CMapT(OHa MOXXHO UCMO/b30BaTb 6onee NpocTble. OTCHOAA BbITEKAET €lle 0fHa
3afla4ya - CUCTEMa He [Oo/KHa MponyckaTb CAULLIKOM NPOCTble XecTbl. Hanpumep, Korga
no/ib30BaTe/lb BMECTO XecTa OyeT AepXkaTb TeNlepOH Ha O4HOM MecCTe.

BaXXHO OTMeTUTb, 4TO, Mockonbky MTAIM npegnonaraet XecTKyt CBA3KY CMapToHa v
YMHbIX 4acoB, TO CMCTEME OLeHKM J0CTaTOYHO PaboTaTb TOMbKO C MOKasaHWUsSMMU CMapTgoHa -
OLeHMBasi TONbKO JKECT, 3aperucTpupoBaHHbli M. [anee B CTaTbe BCe OLEHKM OyayT
npeanonaratb OLEHKY AaHHbIX TO/IbKO CMapT(oHa.

MMpexxge yem uUcKaTb NyTU peannsaumm CUCTEMbI oueHkn MTAIT cTouT onpeaenuTb
AmnanasoH paboTbl 3TOM cucTeMbl. OAHOM U3 CaMbIX OYEBUAHBIX XapaKTePUCTUK, MO3BONAIOLLMX
MPOBECTMW TaKOW aHa/In3, ABNAETCA CYMMa 3Ha4YeHWIA BpeMeHHbIX psagos MTAN.

B Tabnuue 1 npegctaBnieHbl pe3ynbTaTbl CyMMUPOBAHWS BCEX 3HAYeHWUI BPEMEHHbIX
pAnoB  (Kakumy ABAAKOTCA MOKAa3aHUA akcenepoMeTpa Mo TPem 0CAM), BbIMOSIHEHHbIE MO
(hopmyne (6) 4na pasINUHbIX XECTOB:

M = IK [+ [yH + [Zj] (6)
roe M - cyMma BCEX 3HAYeHWIn YCKOPEHMIA Mo TPeM 0CAM, i - KOMMYECTBO 3HAYEHWii BO

BPEMEHHOM psidly, Xi, Vi, Zi - NOKa3aHWsi akcenepomeTpa Ansd ocei X, y u z. Mpun 3TOM BAUSHUE
rpaBuTaLmm ybpaHo cornacHo pekoMeHaaumsm paspadbotumkos OC Android.
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Tab6nuuya 1. Pe3ynbTaThbl CyMMUPOBAHUSA BPEMEHHbIX
pagos MTAT ansa pas3HblX XKECTOB.

XXect Cymma 3HaueHun M

Kpyr 250 - 350

KBagpat 300 - 450

Kpect 1300 - 1700

TpAcka 3000 - 5000
cMapT(oHa

Bpema Bocnpoun3BeLeHNA BCEX YKa3aHHbIX XXeCcToB NpumMepHo paBHO 1 c. [pefensHas xe
CyMMa 3Ha4YeHWIn C YYeTOM MaKCUMa/bHOro 3Ha4yeHUsi YCKOpPeHUs paBHOro 39 M/C2 KU YacToTe
paboTbl akcenepometpa 1600 My, paBHa 187200 3a O4HY CeKyHAy.

Tak Kak cuctema oueHkn MTAM pomkHa ObITb  [JOCTYMHA LUMPOKOMY  Kpyry
nonb3oBaTene, TO NPeACTaBNAETCA LienecoobpasHbiM, CBECTM 3afadvy CUCTEMbl K OTHECEHWIO
BbIOPAHHOI 0 XXecTa K 04HOMY U3 YeTbIPeX KacCoB:

- BbICOKasa HafeXHOCTb;

- CpeaHnAsA HaAeXHOCTb;

- HU3Kaa HaeXHOCTb;

- Hegonyctumas MTAI.

Mpy 3TOM BHYTPEHHWUA anropuTM MOXET WCMO/b30BaTb 60/1ee LUMPOKWUIA  [ManasoH
KnaccoB Ans peanmsaumm 60nee TOHKOW HaCTPOVKM.

Moaxoabl K peannsaumm cucTembl oleHKM MTAIN

MOXHO  BblgenuTb TpWM  Hambonee MOAXOAAWMX  METOAMKMA  pelleHus  3agayn
Knaccumkaumm MTATT:

1) ncnonb3osaHne metoga KNN - k - 61vkainumnx cocefient;

2) UCNONb30BaHNe HEMPOHHON CETY;

3) paHXXmnpoBaHVe HafeXHOCTW B 3aBUCUMOCTM OT M (CyMMbl MOAY/IEN YCKOPEHWIA).

MeTtognka KNN-k - 6amxadwmx cocefer LUMPOKO MCMNOMb3yeTca A1s  aHanmsa
pyKonucHbiX noanucerd [13]. OHa npeanonaraeT co3gaHue 6asbl MTANM paHXXUPOBaHHbLIX MO
KnaccaM OT BbICOKOW HafeXHOCTU [0 Hegonyctumoin MTANM. TMpu co3paHum  noanucu
NPOUCXOAUT BbIYUCIIEHNE MEPbl CXOXECTU K KakAOoMy 06bLekTy B 6ase. B KayecTBe Mepbl
CXOXECTM TaKXe MOXET ObITb MCMOMb30BaH anroputm DTW (7):

= (7)

roe Qj- knaccbl MTAIM, X - BOCNPOW3BEAEHHbINA XKECT, at - 00bEKTbI K/acca.

BTopas meToamka - MCNOb30BaHWe HEePOHHOW CETU TakXe WMCNOMb3yeTcs A1 aHam3a
pyKonucHon nognucu [14]. And “cnonb3oBaHWst [aHHOW TEXHOMOrUW, Kak u ans metoga k-
OAMKaNLLIMX cocefiei, AOMKeH BbITb UCMOMb30BaH CEPBEpP, Kak LieHTp 06paboTkn MTAI.

[ns cospaHnsa knaccumkatopa MTAIM MOryT MCNosb30BaTbCA HEMPOHHbIE CETU XOPOLLIO
cebs 3apeKOMeH/0BaBLLUMe B pacno3HaBaHWM PYKOMMUCHbLIX MOAMUCENA:

1) nepcentpoHbl, FTOCT P 52633.5-2011, 1 nx mogndukaumm,
2) HeYyeTKWin IKCTPaKTop;
3) ceTn KBagpaTU4HbIX HopMm.

MeToauka KNN - Kk - 6avxaimnx coceaeit U UCNonb3oBaHWe HEMPOHHOM CETU He MOryT
NCMOMb30BaTh BbIYMC/IUTE/IbHbIE PECYPChI TO/IbKO CMapT(oHa, 0HaKo Takasa peanusauma MTAI
MOXET MoTpeboBaThbCs, HanpumMep, 415 pas3t/IoKMPOBKM CMapT(oHa.

MeToAMKa paHXUPOBaHUA HafEeXHOCTM B 3aBUCMMOCTM OT CYMMbl MOAYNER BCeX
3HaYeHWA YCKopeHuid - M p[ana cBoel paboTbl MOXET WCMO0Mb30BaTb PECYPChbl TOSbKO
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cmapthoHa. CyTb ee B knaccugukauuy MTAIM B 3aBucumoct ot M. Kpome TOoro cnefyet
BBECTM OrpaHWYEHME Ha MaKCMMasilbHO BO3MOXXHbI NOPOr Pmax. Tak Kak OT BeU4YMHbI M
[l0/1)KHa 3aBMCETb BEMYMHA NOPOra, MOXHO YCTaHaBNMBaTb Pmax B 3aBMCUMOCTM OT M (8):

Prax = Lp, (8)

rge [l - 3HadeHMe, KOTOPOE MOXET ObITb PaccuMTaHO 3KCMepUMEHTasIbHO U OyaeTt
orpaHnumnBaTh Pmax. [pumep orpaHnyeHms no Pmax NMOKa3aH KPUBOW Ha pucyHke 1

XKecTbl, UMeroLwmMe CANWLKOM ManeHbKoe 3HadyeHne M, nnbo camwkoM 60MbLLUIoN pa3bpoc
P>Pmax, CTOUT NpU3HaTb HEAOMYCTUMbIMWA. [19 OCTa/IbHbIX XECTOB 3MMUPUYECKM MOTYT ObiTb
nofobpaHbl 3Ha4YeHUs M, Npy NpeBbILLEHNN KOTOPbIX XXeCT OyAeT nonagaTtb B KNacChl BbICOKOM,
CPEeAHEN NN HNU3KOW HaOEXHOCTW.

Ha pucyHke 1 npefcTaBnieHbl pe3ynbTaTbl onpoboBaHust mMaketa MTAIM 1 Ha rpynne u3
NATU YeNI0BEK.

(Fig. 1 Results oftesting the layout ofMTDP1)

Ha pucyHke 1 Kpome oOrpaHUYeHus, 3adaHHOro no copmyne (8), MokasaHbl 30HbI,
paH>X1pPOBaHHbIe MO BenyMHe M:

1 - 30Ha HeONYCTUMbIX XKECTOB;

2 - 30Ha XXECTOB C HN3KOW HAIEXXHOCTHHO;

3 - 30Ha XXECTOB CO CpefHeN HaeXKHOCTbIO;

4 - 30Ha YKeCTOB C BbICOKOW HafEeXHOCTbHO.

[na Kakgoro npeAcTaBNeEHHOrO Ha pucyHke 1 >kecTa Oblnv NpoOBefeHbl NPOBEPKU
BOCMPOM3BOAUMOCTM M HE MeHee MATW MOMbITOK B3/loMa (CNy(gmHra), Korfga »ecT BbIMOHSANCA
APYTVIM YeNOBEKOM.

3aknoyeHne

HecmoTpsi Ha Yy4acTuBLUMECA COOOLLUEHWA O BO3MOXHOCTSX MOAAENKM W KpaKu
OMOMETPUYECKMX MPU3HAKOB, WCMOMNb30BaHWe OWMOMETPUM B CUCTEMAX Bepudukauum wu
ayTeHTUMKauuM NPOAO/IHKMT pacTh. HoBble TeXHOMNOrMK OYAYT NPUMEHSATHCA U B CMEXHbIX
0651acTAX AeATeNbHOCTM YenoBeKa, Hanpumep, GyMakHOM [OKyMmeHToo6opoTe [15]. Cuctema
ayTeHTU(MKaLMN NIMYHOCTM Ha ocHoBe MT/AI MOXeT Moiy4nuTb pacnpocTpaHeHue B
MOOM/IbHBIX  MPUIOXKEHMSAX 3@ CYET ee MNPeuMyLlecTB Mepes  HblHE  UCMO/b3yeMbIMU
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6I/IOMETpI/ILIECKVIMI/I TEXHONOIMAMAU, TakKUMU KaK BO3MOXXHOCTb CKprTHOI7I ayTEHTI/I(bVIKaLWII/I n
6bICTpaﬂ CMeEHa I/I,U,GHTI/I(*)I/IKaTOpa. Peannsauma cUCTEMbI OLEHKM >KecTa NO3BOMNT CAeNaTb ero
y,Cl|06HbIM Ona NCnoJsib30BaHUA M NOBLICUTL €ro XapakKTeEPUCTUKN C TOYKKM 3PEHNA HAOEXHOCTN,
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AnnoTauyna. Cpegn BaXKHEMWMX nNapaMeTpoB  GUMOMETPUYECKMX  CUCTEM  FO/I0COBOWA
MOJANbHOCTK,  OMpefenstowmx  UX  3PMEKTUBHOCTb,  Hapsgy C  HageXHOCTbIO U
NMOMEXO0YCTONYMBOCTbIO  BbILENAT CKOPOCTb WAEHTU(MKAUMN U BepuUpMKaLum NINYHOCTM.
[aHHbIA nNapamMeTp OCOGEHHO 4yBCTBUTENEH MNP 006paboTKe KpynHOMaclUTabHbIX 6a3
rOM0COBbIX AaHHLIX B PeXWmMe peanbHOro BpemeHW. MHOrve wuccnefosatenibckue paboTbl B
[AaHHON 00MacT HampaBneHbl Ha pa3paboTKy HOBbIX W COBEPLUEHCTBOBAHME WMEHOLLMXCS
anropuTMOB MNpPeACTaB/ieHMs M 00pabOTKM peyeBbIX 3anuceid, 06ecneumBatoLLMX BbICOKYHO
NPON3BOAUTENBHOCTL  FOMIOCOBBIX ~ OMOMETPMYECKMX — CUCTEM.  34eCb  MepCrneKTUBHbLIM
NPeLCTaBNAETCA COBPEMEHHbIA MOAXO0[ K PELUeHUIO C/IOXKHBIX 00beMHbIX 3afay C 60MbLINM
YMC/IOM 3M1EMEHTOB M YYeTOM KX B3aVMOCBS3el, MCMOMb3YIOLWMIA NAaThopMy KOMMIEKCHBLIX
ceTeil. Tak, N3BECTHbI PaboTbl, B KOTOPbLIX MPW PeLLeHN 3aa4ax aHaim3a 1 pacrnosHaBaHus fnLy
no otorpadumsm n306paxeHnsi TPaHCHOPMUPYHOTCA B KOMMEKCHbIE CETU ANS MOCNeAyHOLLEi
NX 06paboTKM CTaHAAPTHLIMK MpueMamn. O4HUM K3 NePBbIX NPUMEHEHUIA KOMMEKCHbIX CETEN
B 3ajayax aHaim3a 3BYKOBbIX PAAOB (My3blKa/lbHbIX W PEYEBbLIX) SIBASAOCL OMMCaHUE WX
4aCTOTHbIX XapaKTepUCTUK C MOMOLLI0 MOCTPOEHUSA CETEBLIX MOZENEN - KOHBEpTaLUMKN PSaoB B
cetn. Ha nnatgopme ceTeBOl OHTOMOMMMN B AaHHOW paboTe pa3BuUT NPeL0XKEHHbIV paHee MeToj,
NnpeLCcTaBIeHNs ayanonHhopMaunn ¢ LeSbio ee BbICOKOMPOU3BOAMUTEILHOIO aBTOMATMYECKOro
aHasM3a N CHMKEHMSI MOrpeLHOCTM B pacro3HaBaHWM JIMYHOCTM - AuKTopa. [ns 3Toro
npegnonaraeTcd KOHBEPTMPOBaHME 3BYKOBOW WHGopMaumM B OpMy  accoumaTvBHOM
CEMAHTNYECKON (KOTHUTUBHOMN) CETEBOM CTPYKTYpbl, COAepXKawleid [Be  KOMMOHEHTbI:
amnaUTYAHY0O W 4YacTOTHYHO. Bblnv 3anmcaHbl f[Ba PeyeBbIX MpPUMepa C MOCNeayroLWwen nx
TpaHchopMaLmeid B COOTBETCTBYHOLLME CETW M CPaBHEHMEM TOMOMOMMYECKMX METpUK. Habop
TOMONOrMYECKUX METPUK KaKAOW U3 CceTeBbIX Mofeneid (amnauTygHOM W YaCTOTHOW)
npeAcTaBnseT coboil BEKTOP, a BMECTe - MaTpuLly, Kak LMdpoBol "CeTeBOIN™ 0TMeYaTok rosoca.
Mpegnaraemblii  CeTeBOM MOAXOL C €ro YyBCTBUTE/IbHOCTbIO K COCTOSHWMIO WHAMBMAA -
(h3MoNOrMYecKoMy, MCUXOMOTMYECKOMY, 3MOLMOHA/IbHOMY, MOXXET OKa3aTbCsi MO/E3HbIM He
TOMBKO AN 3a4a4 NAEHTU(NKALMA TMYHOCTU, HO W 415 ONpeaeneHns ee COCTOAHNS.

KntoueBble cnoBa: 6MOMeTpuMYeCKMe MOJANbHOCTMK, 3BYyKOBas WHGpopmauusa, naeHTwudunkauyuns

AWKTOpa, KOMMNNeKCHble ceTH, aMmnanTyaa, yacroTa.
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JIMUHOCTW. Be3onacHoCTb MHOPMALMOHHbIX TexHonoruia, [S.1.], v. 25, n. 1, p. 81-89, 2018. ISSN 2074-7136.
JocTynHo Ha: <https://bit.mephi.ru/index.php/bit/article/view/1096> [JaTa poctyna: 15 feb. 2018.
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BE30MACHOCTb MH®OPMALIMOHHbIX TEXHOMOMAN = IT Security, Tom 25, Ne 1(2018) 81


mailto:kuular1991@mail.ru
https://orcid.org/0000-0003-4832-3397
https://orcid
mailto:alexeitikhomirovprof@gmail.com
https://orcid.org/0000-0002-7317-5851
http://dx.doi.org/10.26583/bit.2018.1.08
https://bit.mephi.ru/index.php/bit/article/view/1096
http://dx.doi

dauta K. Kyynap, AHgpei L. TpydaHos, Anekceit A. TUXOMMPOB
NBYXKOMMOHEHTHAA CETEBAA MOJE/Ib B TEXHONOIMMAX FO/I0OCOBOW
NOAEHTUOUNKALNN NTNYHOCTU

Edita K. Kuularl, Andrey I. Trufanovl, Alexei A. Tikhomirov2
Irkutsk National Research Technical University,
Lermontov street,83, Irkutsk,664074,Russia
e-mail: kuularl991@mail.ru, https://orcid.org/0000-0003-4832-3397
e-mail: troufan@gmail. com, https://orcid.org/0000-0002-6967-3495
ANHA University,
Incheon, Republic ofKorea
e-mail: alexeitikhomirovprof@gmail.com, https://orcid.org/0000-0002-7317-5851

Two-component network model in voice identification technologies
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Abstract. Among the most important parameters of biometric systems with voice modalities that
determine their effectiveness, along with reliability and noise immunity, a speed of identification
and verification of a person has been accentuated. This parameter is especially sensitive while
processing large-scale voice databases in real time regime. Many research studies in this area are
aimed at developing new and improving existing algorithms for presentation and processing
voice records to ensure high performance of voice biometric systems. Here, it seems promising
to apply a modern approach, which is based on complex network platform for solving complex
massive problems with a large number of elements and taking into account their
interrelationships. Thus, there are known some works which while solving problems of analysis
and recognition of faces from photographs, transform images into complex networks for their
subsequent processing by standard techniques. One of the first applications of complex networks
to sound series (musical and speech) analysis are description of frequency characteristics by
constructing network models - converting the series into networks. On the network ontology
platform a previously proposed technique of audio information representation aimed on its
automatic analysis and speaker recognition has been developed. This implies converting
information into the form of associative semantic (cognitive) network structure with amplitude
and frequency components both. Two speaker exemplars have been recorded and transformed
into pertinent networks with consequent comparison of their topological metrics. The set of
topological metrics for each of network models (amplitude and frequency one) is a vector, and
together those combine a matrix, as a digital "network™ voiceprint. The proposed network
approach, with its sensitivity to personal conditions-physiological, psychological, emotional,
might be useful not only for person identification, but also for determining his /her condition.
Keywords: biometric modalities, sound information, speaker identification, complex net-works,
amplitude, frequency.
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BBegeHue.
B nocnepHee Bpems GMOMETpUSA - HayKa O pacro3HaBaHUM JIMYHOCTM MO ee (IM3UYECKUM U
NnoBefleHYeCKMM Mpu3HakaMm - CTPeMUTE/NIbHO pas3BMBasiaCb, a ee [JOCTVXKEHWS HaLin

NnpUMeHeHWe B psge 06/1acTeld, TakMX Kak NpaBOOXpaHUTeNbHble, MeANLMHCKUE U (MHAHCOBbIE
cnyX6bl [1]. OcHOBHas 3afa4a OGMOMETPUYECKON CUCTEMbI 3aKNOYAeTCs B CPaBHEHWUMU ABYX
OMOMETPUYECKMX IK3EMM/IAPOB W YCTAHOBNEHUN MPUHAA/IEXXHOCTU UX K OAHOA WM pPasHbIM
nnyHocTam. Kak B Lenom B npobnemMe ynpaeneHus [OCTYMNOM BbIAENANOT [Ba Kacca 3afad -
NOEHTUMUKALUMM 1 ayTeHTU(UKALMN CYObeKTOB. MOXHO OTMETUTb, YTO CYOBLEKT ABNSETCA
HocuTenleM  Moayns  OUMOMETPUK -  WUAEHTU(MKATOPOB M OAHOBPEMEHHO  MPU3HAKOB,
MO3BONAIOWMX MPOBECTU TMPOBEPKY - BepUMKAUMIO- U Tem CcambiM MOATBEPAUTL WU
ONpOBEPrHYTb MCKOMYHK) ayTeHTUYHOCTb. XapaKTepHO, YTO Ansa GUMOMeTpUM TPYAHOCTU 3afad
NOeHTUMKauMm B OONbLUE Mepe HOCAT TEeXHOMOTMYECKUA  XapakTep, Korga ofHa
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dauta K. Kyynap, AHgpei L. TpydaHos, Anekceit A. TUXOMMPOB
NBYXKOMMOHEHTHAA CETEBAA MOJE/Ib B TEXHONOIMMAX FO/I0OCOBOW
NOAEHTUOUNKALNN NTNYHOCTU

perucTpupyemas 6uoMeTpuKa nosb3oBaTens cpaBHUBaeTcs co Bcemu N, XpaHAwmMMUcA B 6ase
faHHbIX, (1:N). Tak, Integrated Automated Fingerprint System (IAFIS), penosutapuii 8 CLUA,
ynpasnsiembln ®BEP B 2016 rogy cogepxan ceegeHuss o 6onee yem 100 mMAH. nmu, fasas
BO3MOXXHOCTb A0CTYynNa K 6a3e faHHbIX MPaBOOXPaHUTEIbHbIM OpraHaM B pexxume 24x7x365 [2].

BrviomeTpuyeckas ayTeHTU(MKaLMA He npeanonaraeT CpPaBHEHUs PerucTpupyemoit
OMOMETPUKMA CO BCEMM 3aMUCAMU B PENo3vTapuu, a TOMbKO C eAMHCTBEHHOW, (1:1), HO And
NOAAEPKKN  (hOPMaTIbHOrO  MOATBEPXKAEHUA  MOA/IMHHOCTM  HEOOXOAMMbI  C/OXHbIE
OpraHn3aumMoHHO-MPAaBOBbIE  PELUEHNs, BKIKOYasA CTaHZapTM3auui0  MPOLIECCOB, MPUHATUE
MPOTOKO/I0B.

TakuM 00pa3oM TexXHOMornyeckme TpeboBaHUA K peLleHnsM (MPov3BOAUTENbHOCTU U
HaJeXHOCTIN) NPOSBAAIOTCA B 60/bLLUEN CTEMNeHN B GUOMETPUYECKIMX 3afadax UaeHTUDMKaLM.

AHanm3 ronoca NpeacTaBnseT cob6oi oaHy 13 HopmM BUOMETPUUECKOW ayTEHTU(MKALMN,
Mo3BOMIAOWAA YCTAHOBUTL JINYHOCTb WMHAMBMAA MO HAOOPY €ero YHUKasbHbIX aKyCTUYeCKUX
XapaKTePUCTUIK.

FonocoBass MOAanbHOCTh, cpean npounmx [3], AeMOHCTpUpYeT CBOK 3(eKTUBHOCTL B
3afavax WMAEHTU(UKAUMU  IMYHOCTU, YTO OCOGEHHO Ba&KHO B TENEKOMMYHMKALMOHHBIX
npunoXxexuusx. [4] nofyepkuMBaiocb, YTO 3TO eAMHCTBEHHas OMOMeTpuYeckasd MOAASIbHOCTD,
KOTOpas NO3BOMSeT WAEHTU(MUUMPOBATL 4esnoBeka Mo TefnegoHy. OueHKa TOYHOCTU
NOEHTUPMKALMKW, KaK NpaBuio OCHOBBLIBAETCA Ha XapakKTepucTuke, BBEAEHHOW HaunoHabHbIM
WHCTUTYTOM cTaHgapToB u TexHonormin CLLUA (National Institute of Standards and Technology,
NIST)- Equal Error Rate, EER, paBHOM olMbKe nepsoro u BTOporo poga: FRR=FAR.
(TpagmumoHHo, nog owWMbKOoM MepBOro poga MoApasyMeBaeTcs OTKa3 B MpaBax JerabHOMY
nonb3oBatento, FRR; ownbka BTOporo poga, - npefocTaBneHMe npaB camo3saHuy, FAR, npu
3TOM C NPOTMBONONOXHBLIM CMbIc/IoM B NIST [5]). Cpean cuctem pacrnosHaBaHUs IMYHOCTM MO
ronocy, vcnosb3yrowmx 6asbl faHHbIX, C rOM0COBLIMW (hpasamy COTEH aKTOPOB -AMKTOPOB,
Hanny4wmne nokasarenn EER coctasnatoT 3-5% [6,7]

B HacTofiLlee Bpems 19 FOM0COBON MAEHTU(IMKALMN NPUMEHSETCS LUMPOKUIA CNEKTP
mofenen, METOAMK, NPOrpaMMHbIX U TEXHUYECKMX CPeacTB. [8-15]

[naBHble yCWUNMsA uUccnepoBatenien U pa3paboTyUMKOB B AaHHOW NpeAMETHOW 06nacTu
Harnpae/fieHbl Ha CHVDKEeHVE Kak MOrpeLlHoCTU B pacno3HaBaHUM NIMYHOCTU - AUKTOpa, Tak U
COMYTCTBYIOLMX TEXHOMOrMYECKUX 3aTpaTr B Mpouecce pacno3HaBaHus. B pabote [16] 6bino
NPeL/I0KeHO UCMONb30BaTh CETEBOM MOAXOL, Kak NO3BOMAKOLMIA 060ATUCH HU3KO 3aTpaTHbLIMU
BbIUYMCIEHNAMM.

CeTeBoe onucaHue fIBNSeT COOO COBPEMEHHYH NaT(hopMy MUCCNefoBaHUA CaMblX
pasHbIX AaHHbIX, B T.4. BPeMEHHbIX pAgoB [17] 4TO MOXET NpeAcTaBNATb WHTepec AnA
OMOMETPUYECKOro aHanm3a. 3[4ecb BaXKHbIM MNpPeACTaBfsieTcs paspaboTka CXeM W anroputMoB
TpaHcopMaumMm Kn306pakeHNn 1 3BYKOBbIX 3anuceil [18-20] B KOMMJIEKCHble CETU 1S
Moc/ieAyroLLero 1x COMPOBOXAEHUS HAAEXHbIMU 3(h(EKTUBHLIMK METOAaMU Teopun rpados,
Teopuy BEPOATHOCTEN U NIMHEHOW anrebpsi.

Mogenb.

3BYKOBOI curHan MOXHO MPeACTaBUTb, KaK COBOKYMNMHOCTb Pa3/IMyHbIX CUHYCOUAaNbHbIX
COCTaB/IAIOLMX. BricoTa 3Byka - OMNPeAeNfeTcs 4YaCcTOTOM 3BYKOBOMW BOJHbI (MK, NepuofomM
BO/HbI). YeM Bbllle 4acTOTa, TeM Bbllle 3BYy4YaHWe. TpomkocThb 3Byka OMpefenseTca
aMﬂﬂMTy,ﬂ,OVI CUrHana. Yem Bbllle amMnauTyaa 3ByKOBOI7I BOJIHbI, TEM 'POMYE CUTHa/.

3BeCTHO, YTO npoueaypa pacrno3HaBaHWs MYHOCTM MO FO/I0COBOMY BGMOMETPUYECKOMY
MoKasaTe/lto 3aK/oYaeTCqd B CpPaBHEHWM 3amnuceil ronoca, CAeNaHHbIX C MOMOLLbIO PasIvyHbIX
ayauo yCTPOMCTB. Ho cpaBHMBaTL NPeabsaBASEMbIA FON0C C OFPOMHbLIM 06bEMOM ayno AaHHbIX
C Uenbl0 BbIABMEHNA COBMafeHNA Tro/sioCa AUKTOpa A0BOJ/IbHO C/1I0)KHO W TEXHOOINMYECKHU
3atpatHo. B oTinume oOT TpaguUMOHHBLIX MeTOAoB B [16] npefnoXeH MeToh CpaBHEeHWs
ayanoaaHHbIX NyTem NOCTPOEHUA CEeTeBOW MOJENMN N NONTYHEHUA MaTpPuLlbl CETEBLIX METPUK.
ObecrieumBass  BbICOKOE ObICTPOAENCTBME, [AaHHbIA  METOf, OfHaKo, XapaKTepusyeTcs
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HeAOoCTaTOUMHOM HAaAEXHOCTbIO UM TOAWUTCA NUWb ANs npeaBapuTenibHOM (rpy6oil) OueHKM
3BYKOBbIX 3amnucein n3-3a 6/IM30CTU CETEBbIX METPUK Pas/IMYHbIX TO/I0COBbIX PSAOB W, TeM
CaMbIM 3HQUYNTE/IbHOM BEPOATHOCTM OLUMBGOK BTOPOro Poja.

C ucnonb3oBaHneM 06LLero noaxoga [16] B gaHHOW paboTe cTaBMMach 3aJada CETEBOroO
MpeLcTaBNeHns  ayauouHpopmMauuym Kak C  LUenbl0  ee  BbICOKOMPOW3BOAMTENILHOMO
aBTOMATMYeCKOro aHan3a, TaKk WM CHUXKEHMSI MOrpeLlHOCT! B PACro3HaBaHWW JIMYHOCTU -
AvKTopa. PelleHne npeanonaraeT KOHBEPTMPOBaHME 3BYKOBOW WH(oOpMaumn B Gopmy
accoumaTMBHON CEMAHTUYECKON (KOTHWTWBHOWM) CETEBOM CTPYKTYPbl C ABYMS KOMMOHEHTaMW:
amnINTYAHON 1 YaCTOTHOMA.

[ns cpaBHUTENbHOrO aHanm3a Obln 3anmncaHbl 2 peyeBbIX (aiia 4BYX pasHbIX AVKTOPOB
B thopmate WAYV. 3anucu cpenaHbl MUKPOOHOM MOOMILHOMO TenethoHa. YCNOBHO peyeBble
aKTopbl- AUKTOPbI 0603Ha4eHbl Kak C1 1 31. C1- My>XCKoro poga, 27 net. 31- XXeHCKOro pofa,
26 net. B KayecTBe peyeBOV WMH(OpPMaLMK, BOCMPOU3BOAUMON [AUKTOPaMU BblGPaHO OAHO
NpesiokKeHVe C  OfAMHAKOBbIM  KOMMYECTBOM  CNoB.  Ayamo  (haiinbl  npefsapuTesibHO
obpabatbiBanMcb, nepesoaunmcs 13 MP3 dopmarta B hopmaTt AaHHbIX WAV.

C nomoLLbto crieymanu3vpoBaHHou nporpammel Spectral Plus (nporpamma gnisi paboTsl €
aygmo -thainamm [21]) onpefeneHbl BpeMeHHble TOYKM C MUKOBLIMU aMNUTYAHbIMA 1
4aCTOTHbIMU [aHHbIMW. [JaHHble NpeacTaB/eHbl Ha puc. 1-2.

NMNKOBBLIE AMNNUTYAHBLIE N YACTOTHBIE
OAHHBIE

500.000000 * Amplitude  * Freq(Hz)

450.000000
£400,000000
~350,000000
~300,000000
<250,000000

£200,000000
<150,000000
8100,000000
< 50,000000
0,000000

BERE" 0B

O 0O 0O OO OO

3838882838

8 8888288

BPEMHA

Puc. 1 lnarpamma BpeMeHHbIX TOYEK C NMMKOBbIMY aMNIMTYAHbIMU U YaCTOTHbLIMU NOKa3aH!AMK
(peueBas 3anucb Cl)
(Fig. 1 Chart oftime points with peak amplitude andfrequency indicators (speech record C1))
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[MnKoBble faHHble AMNANUTYAbI U YacToThbl

“ Freg(Hz) “ Amplitude
400,0000

350,0000
g 300,0000
X 250,0000
o 200,0000
~ 150,0000
I 100,0000
< 50,0000

Bpems

Puc. 2. marpaMma BpeMeHHbIX TOYEK C MUKOBLIMU aMMIMTYAHbIMA U YaCTOTHLIMW MOKa3aHUSIMM
(peueBas 3anucb 31)
(Fig. 2 Chart oftime points with peak amplitude andfrequency indicators (speech record E1))

MocKonbKy HabnogeHns MPOBOAATCS B HEKOTOPOM BPEMEHHOM WHTepBasie, TO ANA
KaDK[I0/ BPEMEHHOW TOUKW CNneayeT onpefennTb 3HaveHne amnantygpl (puc. 3.) u yacToTbl (puc.
4.) curHana.

Puc. 3. 'pah N0 4aCTOTHBLIM NMOKa3aHNAM Puc. 4. I'path no aMnAMTYAHbIM NOKa3aHUAM
(peuesas 3anuch Cl) (peuesas 3anuch C1)

(Fig. 3 Graph built onfrequency indicators (Fig. 4. Graph built on the amplitude indicators
(speech record C1)) (speech record C1))

B Hallem cnydae nNpu KOHBEPTUPOBAHMMN AaHHbLIX B KOMMMIEKCHYH CETb Y3/10M 151 NOCTPOEHWS
CeTeBOI mMoaenun aensetcs nmMbo amnamtygda (puc. 5.), nnbo yactoTa (puc. 6.) B onpeaenéHHoiA
BPEMEHHON Touke. [Mogo6HO [16] 3a CYET MPUMEHEHWUS CXEMbl «MOJENM cocefcTsa» [18]
yCTaHaB/MBAETCA NOCNef0BaTe/lbHasA CBA3b MEXAY Y31aMu - 4acToTaMU - COCEAHSIS

BE3OMNMACHOCTb MH®OPMALUMOHHBLIX TEXHONOINW = IT Security, Tom 25, Ne 1(2018) 85



dauta K. Kyynap, AHgpei L. TpydaHos, Anekceit A. TUXOMMPOB
NBYXKOMMOHEHTHAA CETEBAA MOJE/Ib B TEXHONOIMMAX FO/I0OCOBOW
NOAEHTUOUNKALNN NTNYHOCTU

Puc. 5 Tpad no amniMTygHblM rMokKasaHuam Puc. 6 - pa no 4acTOTHbLIM MOKa3aHWsAM

(peuesas 3anuch 31) (peuesas 3anuchb 31)
(Fig. 5 Graph built on the amplitude indicators (Fig. 6. Graph built on frequency indicators
(speech record E1)) (speech record E1))

npucoeguHseTcd K cocegHen (N0 3HAYEHWUO, He MO BPEMEHW) W, aHaIOrM4yHO, MeXay
amnamTygamu. OBTOpeHWe Y3N10B OMpefeneHo YBeNYeHWEM WX BECOBbIX 3HaueHui. [ns
Mosly4YeHns MaTpuubl METPUK CTPOATCA MO OTAeNbHOCTM 2 rpada No  YacTOTHbIM U
amnAnTYAHbIM MHAMKATOpaM. ECTeCTBeHHO, 4TO 00beAnHWUTL ABa rpag)a HU B MY/IbTUM/EKC
[22], HM B 0O6Uyt0 CTBOMOBYKO CTPYKTYpY [23] He npeactaBnseTcsd BO3MOXHBIM, XOTS
M3HAYa/IbHO [aHHble COOTBETCTBYIOT OAHOW BpPEMEHHOM Toyke. OTMETMM, 4TO Mpw
YCTaHOB/MEHUN CBA3WM amnauTyga WM 4vactota OyayT onpefeneHbl UX MepBbIMU 3HAYEHUSMU.
MoBTOpsItOLLEECA aMMNUTYAbl U 4acTOTbl MPOCTO NPUBEAYT K YBENIMYEHUIO BECOBbLIX 3HAYEHWIA
Y3/10B.

PesynbTaTbl UcCef0BaHWIA.

BblbOp K/MOYEBbIX CETEBLIX METPUK, XapaKTepu3yHOLMX MpPoLeccbl B UCCIedyeMon
CUCTEME AB/SIETCS BTOPbIM BRXKHEMLLIMM 3TarnoMm Moc/e CTPOMTENbCTBA CaMO CETEBOIN MOAESM.

Tabnuua 1 MaTpuua meTpuk (Peyesas 3anuce C1)

MeTpMKa Cratuctvka amnautygpl  CTaTUCTUKA 4acTOTbl
y3/bl 32 19

pebpa 82 37

CpepHsas cTeneHb 2,562 1,947
CpeaHas B3BeLLEHHadA CTeneHb 4,844 3,158
CpefHuiA KO3(hUUMEHT KnacTepusaumm 0,368 0,32
CpefHaa nnvHa nytn 6,215 5,522

Tabnmya 2 MaTpuya meTpuk (Peyesast 3anuch 1)

MeTpUKa Cratuctuka amnamntyabl  CTaTUCTUKA YacToThI
y3/ibl 30 30
pebpa 80 62
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CpepHsas cTeneHb 2,667 2,067
CpefHss B3BeLUeHHas CTemneHb 6,6 6,6

CpefHuiA Ko3ahULMEHT KnacTepusaLmm 0,359 0,272
CpepgHsas gavHa nyTtu 5,562 5,969

Pag TOMONOrnyecknx MeTpuk (2-in n 3-i ctonbupl B Tabnmuax 1-2) COOTBETCTBEHHO
amnaUTYAHON M YaCTOTHOM CeTeBbIX MOZENEN peveBOro TekcTa npeacTaBnseT cobor BeKTop, a
BMECTe - MaTpuLy, Kak LUMpoBOW "ceTeBON™ OTMeYaToK rosoca. ITOT LM(POBOIA OTNEYaToK, B
HalleM cnydae - MaTpuua CeTeBbIX METPUK, [O/DKEH HaunyywmM 06pa3oM  OTpaxaTb
NHAMBUAYaNbHbIE T0/10COBbIE OCOOEHHOCTW aKTopa- AUKTOpa, W Mpu 3TOM B COOTBETCTBUW C
TpeboBaHNAMN K BUOMETPUYECKUM cucTeMaM 6e3omnacHOCTU [24] ocTaBatbCA CTabU/IbHLIM BO
BPEMEHM, NIEFKO W3MEPSEMbIM W He MoAAaBaTbCs UMUTauMW. AHanu3 Mmatpuy (Tabn.l-2),
XapaKTepu3yoLWwmx METPMKKM, YKa3bIBaeT Ha UX pas/inumne, KOTOpoe obecrneynBaeT BOSMOXHOCTb
HaeXXHOW naeHTUMKaunm auKTopa. [Ansa NOATBEPXKAEHMS YYBCTBUTENIbHOCTM MaTpULbl METPUK
K ronocy akropa-guKTopa, Aa/lbHeillne uccnefoBaHus OyAeT BK/IKOYaTb CpaBHEHWE 3anucei
O[JHOr0 AMKTOpa C ayTEHTUYHBIMU N HEayTEHTUYHBLIMI 3aNUCAMMN.

O6nacTb NPUMEHEHWS CUCTEMbl MAEHTU(MKALUMM MO TOM0COBLIM  OUOMETPUYECKUM
[laHHbIM [0CTaTOYHO 0OLUMPHA: BeputmKaLma KIMEHTOB NPW AOCTYMe K AaHHbIM, TeM 60nee UTo
OCTa/lbHble OMOMETPUYECKME [AaHHble 4YeloBeKa He Tak-TO MPOCTO MOY4YUTb Yepe3 CUCTEMbI
yoaneHHoro poctyna. O6paboTka peuyeBbiX 6a3 [AaHHbIX, CPaBHUTE/IbHbIA aHaiM3 Ha
COOTBETCTBME AaHHbIX. [L0BOIbHO YacTO NPUMEHSETCA B KPUMUHAIUCTUKE.

[aHHbIA METOA MOXHO NPUMEHSATb NPY BepuUdmnKaLmmn, Nonb3osate/b NPeAbsBAsSeT B TOM
WIN WMHOM BWMAE CBOM WAEHTU(MKATOP, WM CUCTEMA pacrno3HaBaHMS [O/DKHA CPaBHUTb
MOMYYEHHYHD MaTpuLy METPUK C  WMEKOLLENCa MaTpuULEed METPUK COOTBETCTBYHOLLENO
NOEHTUMUKATOPY NIMYHOCTU MNpPeLbsBUTENs, M CUCTEMA pacno3HaBaHWUs A0/HKHA MOATBEPANTb
WM  OTBEPrHYTb 3TOT WAeHTUdMKaTOp. [1OCKOMbKY MNOMb30BaTeNlb  3aMHTEPecoBaH B
NOATBEPXKAEHMUN €ro NAeHTUMMKAToOpa, TO CTapaeTcsd He BHOCUTb B PeYEBOM Maposib BapuaLui,
KOTOpble OTCYTCTBOBa/IM B MEPUOL 3aMnCK €ro roflocoBbIX BUOMETPUYUECKMX AaHHBIX.

BbiBOAbI.

MogroToBneHa [BYXKOMMOHEHTHas CeTeBas MOfeflb [0/I0COBOW  GMOMETPUYECKON
MOJaNbHOCTK, BK/HOYAKOLLEA aMNAUTYAHYI0 M YaCTOTHYH COCTaBAsAOLLIME, K KOTOPbIM MOXHO
MPUMEHUTb M3BECTHbIE aITOPUTMbI TOMOIOMMYECKOr0 COMocTaBneHns. CaenaH BbIBOA O TOM,
YTO MaTpuLia K/HOUYEBbIX TOMOMOIMMYECKNX MapameTpOB CETEBbIX KOMMOHEHTOB MOAENMN MOXET
CNY>XWTb CETEBbIM LMPPOBLIM OTMEYATKOM, MO3BOMSHOWMM 3(PPEKTUBHO CpaBHMBATL ronoca
npeabsaBUTENs U UMeroLLMecst B 6a3e AaHHbIX, B MPeAMNONOXeHNN GOMbLUeid YyBCTBUTENbHOCTY
MeTOfa M 3HAYMTENIbHO MEHbLUMX TEXHOMOMMYECKMX 3aTpaT, Yem TOro TPebyrT TPaauLMOHHbIe
CUCTEMBI.

MnaHnpyeTcs mccneaoBaTb OCOOGEHHOCTWM WCMOMb30BaHUA CETEBbIX MOAENEN B TEKCT
3aBMCUMbIX U TEKCT HE3aBUCUMbIX CUCTEMaX r0N0COBOM NAEHTUUKALNN.

BaXXHbIM 1 HEO6XOAMMbIM NPeACTaBMsSeTCA AanbHelillee n3yvyeHne BANSHWUS Ha pe3y/bTaTbl
rof0COBOr0 Pacro3HaBaHMS NIMYHOCTA C MOMOLLLI CETEBbIX METPMK TaKMX (aKTopoB, Kak
MOMEXM W LIYMbl, OLIMOGOYHOCTb MPOM3HOLLEHWS, COCTOSIHME AMKTOPA, pasnMume YCTPOWCTB
ronocosoii 3ammcu. C  [Opyroil CTOPOHbI, €CAM  MpeanaraeMblii  CETEBOM  MOAXOfA
MPOAEMOHCTPUPYET  YYBCTBUTENBHOCTb K COCTOSHAK  MHAMBMAA -  (PM3MOMOrMYECKOMY,
MCMX0MNOrMYECKOMY, 3MOLIMOHANIbHOMY, OH  MOXET OKa3aTbCS MO/e3HbIM He TONbKO AN1s 3adad
NAEHTUOUKALUM NINYHOCTK, HO U ANs ONpefeneHns ee cocTosiHus. KOHLEenumMio KOMMIEKCHBIX
CeTell, KaK MccneaoBaTe/lbCKyto MNaTopMy pasyMHO OLEHWUTb ANS NPUMEHEHUS TaKXKE K MHbIM
OMOMETPMYECKMM MOAAIbHOCTSAM.
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AHHOTauusA. ABTOMATU3MPOBAHHbIE CUCTEMbl YMPaB/IEHUS TEXHOMOrMYECKUMU npoLeccamm
(ACY TIM) ABNAOTCA BaXKHEMLLEA YacTbio MPOMBILLIEHHON MHAPACTPYKTYPbl Y UCMOMb3YHOTCH
Ha TakMx O0ObeKTax, Kak HejTe- M ra3onpoBoAbl, BogopacnpeaenuTeNibHble CUCTEMBI,
3NEKTPUYECKNE CETW, aTOMHble 3M1eKTPOCTaHLUMM M MPOM3BOACTBO. Ha CerofgHsWwHWin AeHb
npobnema obecrneyeHns MHGOpMaLMoHHoW 6esonacHocT ACY TIT CTOMT [O0BO/ILHO OCTPO.
Cneunanmctamm 13 pasHbIX CTPaH MpoBefeHO 60/bLLIOe KOMMYECTBO WCCef0BaHUA B AaHHOM
obnactn. CrnocoBHOCTb  3/10YMbILIEHHUKOB  OOHAPY)XXUTb  MPOMbILL/IEHHbIE  YCTPOMCTBA,
[OCTYMNHble Yepe3 WHTEpHET, M nonyyaTb K HUM HeCaHKLUMOHMPOBAHHBIA A0CTYMN Bbl3bIBAET
TPeBOry B Kpyrax CreuuasuctoB no WHMOpMauUMOHHOM 6GesonacHocTW. TMouckosmk Shodan
npefoCTaBNsAeT aTaKyoLWwyM MOLLHbIA UHCTPYMEHT ANA MAEHTU(MKALMN aBTOMATU3MPOBaHHbIX
CUCTEMbI YNPaBIEHNS Y X KOMMOHEHTOB U NOCNEAYHOLLMX 3/10HAMEPEHHbIX BO3AENCTBUI Ha HUX.
B faHHoiA cTaTbe AaHo onucaHve Tunosoin ACY T, npefcTas/eH 06LLMiA aHa/IN3 3aLMLLEHHOCTI
coBpeMeHHbIX ACY TTI1; onucaHbl BO3MOXHble BekTopa aTak Ha ACY TI1, onucaH npumep
Nnosy4yeHMs HecaHKUMOHMpoBaHHOro goctyna K ACY TIT ¢ ncnonb3oBaHMEM MOUCKOBMKA
Shodan; gaHbl pekoMeHgauumn no obecneveHno MHMopMaLMoHHON 6e3onacHocT ACY Tr.

Knouesble €noBa: aBTOMATU3NPOBAHHbIE CUCTEMbI YIPaBNeHNs, TEeXHOIOMMYeCKne npoLecchl,

ACY TI1, nHdopmaumoHHas 6e30nacHOCTb, 3allumMTa MHopMaLumi, BEKTOp aTaku, Shodan.
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Information security of industrial control systems: possible attack vectors and protection
methods
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Abstract. Industrial control systems are employed in numerous critical infrastructure assets
including oil and gas pipelines, water distribution systems, electrical power grids, nuclear plants
and manufacturing facilities. Today the problem of ensuring information security of the industrial
control system is quite acute. Specialists from different countries conducted a large number of
studies in this field. The ability of intruders to discover industrial devices accessible via the Internet
and to obtain unauthorized access to them is of concern to information security professionals. The
Shodan search engine provides the attacker with a powerful tool to identify industrial control
systems and their components and subsequent malicious effects on them.

In this article the author describes the typical industrial control system, presents general analy-sis
of the security of modern ICS and describes possible attack vectors on the ICS. An example of
obtaining unauthorized access to industrial control systems using the Shodan search engine is
described and recommendations how to ensure information security of the industrial control
system are given.
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BBegeHune

LLINPOKNIA MHTEpeC K 3aLULLEHHOCTU MPOMbILLMIEHHLIX CUCTEM BO3HUK HE TaK [JaBHO,
nocne cepuv WMHUMAEHTOB CO CrMeLMaiM3MPOBaHHLIMU KOMMbIOTEPHLIMK BUpycamu. Torga
BbISACHWNOCH, YTO CMeLCnyX06bl MHOCTPaHHbIX FOCYAApPCTB, KOHKYpPUPYHOLLMEe Kopriopaumun uam
KnbepTeppopmucTbl  MOFYT MCMO/Mb30BaTb B CBOMX LENAX HEAOCTATOYMHOE BHMMaHWe K
NHOPMaLMOHHOW 6e30MacHOCTN aBTOMATM3MPOBaHHBIX CUCTEM YNPaB/eHNA TEXHONOr MYeCKUMN
npoweccaMm 1 Mx KOMMOHEHTOB.

Ha cerogHsWwWHWA feHb CyLLecTBYeT GO0/bLUOE KOMYECTBO Hay4HbIX paboT B 061acTu
obecrieyeHmss UHMopMaumoHHoW 6e3onacHocTy ACY T [1-3]. bonblioin wuHTepec Yy
nccneaoBartesieil Bbi3blBAOT YA3BUMOCTU PasINYHbIX KOMMOHeHTOB ACY TIT M BO3MOXHOCTb
npoBefeHVss atak Ha HuX [4-6]. MHorve u3 ysa3BMMbIX KOMMOHEHTOB aBTOMAaTU3MPOBAHHBIX
CUCTEM MOXXHO OOHAPY>XUTb HanpAMYyHo U3 CeTU VIHTepHeT ¢ NOMOLLbIO nouckosmka Shodan [7].
O[HMM 13 HanpaBNEHWNIA HaYUHbIX U3bICKaHWI B JlaHHOW 06/1aCTU TaKXKe SABMSETCA aHa/N3 PUCKOB
NH(opMaLMoHHON 6e3onacHocTM ACY TI1 [8]. Kpome TOro, MHOro BHUMaHUS yaenseTcs CETEBOM
6e30MacHOCTN aBTOMATM3MPOBaHHBIX CUCTEM ynpasieHuns [9-12]. Mo pe3ynbTaTtam uUccnefoBaHms
KomnaHun Positive Technologies, 54 % Bcex ACY TI1 ya3BuMbl K pa3fiiHbIM atakam [13]. U
MPUYMH CTONb MJIAYEBHOIO MOMOXEHUS [en - HEeCKo/bKo. Bo-nepBbix, 3TO KOHCepBaTW3M
PYKOBOAMTENEN  MPeAnpusaTUA,  KOTOpble  HauefeHbl Ha  MPUOPUTETHOE  obecreyeHme
CTabWNbHOCTN MPOU3BOACTBEHHBLIX MPOLECCOB, & MOTOMY He >XenatT PUCKOBaTb, BHOCSH
n3MeHeHns (NyCTb AaXe CBA3aHHble C 6e30MacHOCTbIO) B MPOWM3BOACTBEHHbIE CUCTEMbI. Bo-
BTOPbIX, 3TO MOpabHO  YyCTapeBLUMe  peLleHns,  WUCMOMb3yemMble B COBPEMEHHbIX
MPOV3BOACTBEHHbIX  KOMMeKkcax. B-TpeTbuX, OTCYTCTBME  BbICOKOKBAIMPULMPOBAHHBIX
crneuvanncToB B 06nactu obecrieveHns Vb Ha npomssogcTee n KBO.

B oTnune oT yrke NprBbIYHLIX BUPYCOB 4151 MEPCOHASIbHBIX KOMMbIOTEPOB Y MOOW/IbHBIX
Teneg)oHoB, [eCTPYKTUBHOE NH(OPMALIMOHHO-TEXHUYECKOe BO3/elCTBME Ha
aBTOMATU3MPOBaHHbIE CUCTEMbI YMPaB/IEHNS TEXHOOMMYECKMM NPOLLeccaMy HeCET OrPOMHYHO
CouManbHYt0 OMacHOCTb. Takoe «MH(OPMaLMOHHOE OpYXKMe» MOXET MPUBECTU K Cepbe3HbIM
4yenoBeYvecKMM xepTteam [14].

Bo3MOXKHble BEKTOpPa aTaku 1 ux peanmsaumns B Tunosoi ACY Tl
ABTOMaTU3MpPOBaHHAsA CUCTeMa YnpaB/ieHUs TexXHoormyeckum npoueccom (ACY TI) -
3TO COBOKYMHOCTb TEXHUYECKMX W NPOrpaMMHbIX CPeAcTB, MpefHa3HaYeHHbIX  AN1d
aBTOMaTU3aLMN yrpasieHUs TEXHONOrMYECKUM 1 NPOMBILLIEHHLIM 060PY0BaHMEM.
CtpykTypa Tvnosot ACY TI1 npeactasnsieT coboi TpexXypoBHEBYHO MOAENb (pa3feneHune
Ha YPOBHU B COOTBETCTBUM C npukazom ®CTIK Poccum Ne31) (puc. 1):
- Ha HmXHem ypoBHe pacrnonaratoTcs WCMOMHUTENbHbIE MeXaHU3Mbl, [aTYMKWU,
NPUBOAbI, PErMCTPaTOPbl Y MHAMKATOPbI, CBA3aHHbIE JIOKASIbHOM CETHIO HKHErO
YPOBHS.
- Ha cpefHem ypoBHe HaxogdTcs Mporpammupyemble NOrMyYecKnue KOHTPOepb!
(MNK), koTopble C MOMOLLBI0 aHaSIOrOBbIX MOAK/HOYEHWIA, MOMEBLIX LIWH U
nponpueTapHbIX MPOKO/OB CBA3aHbl C YCTPONCTBAMU HUXKHETO YPOBHS.
- Ha BepxHem ypoBHe MOryT pacnonaratbCsi aBTOMaTu3MpoBaHHble paboune Mecta
COTpyAHUKOB, cepsepa, SCADA-CUCTEMbI 1 YeN0BEKO-MaLLUMHHBIA UHTEPeNAC.
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APM APM APM
SCADA  pHxeHepa CWUCTEMHOro onepaTtopa HMI
CepBep KM MHXeHepa (SCADA) naHenb
> poBeHb
mi -
onepTo u hoi o
(nmcnet yepckoro)
ynpaBfeHus
Ethernet TCP/IP
Industrial Ethernet
K nnK
> pOBEHb
ABTOM 1l M4eCKoo
Industrial Ethernet ( MoneBas wuHa (RS-232, RS-485) )

MoneBoi ypoBeHb

KOHTpONbHO-n3meputenbHbie npnéopbl (KAM):
WUCMONTHUTENIbHbIE MEXAHU3MbI, JTAaTHUKN, NPUBOAbLI, PErUCTPATOPbl, MHANKATOPbI

Puc. 1. Tunosas apxuTekTypa ACY TI1
(Fig.1. Structure ofusual ICS)

MporpammHble cocTasnsowme ACY TrT:

- OnepaunoHHble CUCTEMbI PeasibHOrO BPEMEHM;

- cucTembl cbopa faHHbIX 1 gucnetyepckoro ynpasneHns (SCADA).
AnnapatHble cocTasnaiowme ACY TI1:

- nporpammunpyemble 10rnyeckmne KOHTPOIeps;

- [laT4nKn, PerucTpaTopsbl, MPUBOAA Y UCNOMHUTENbHbIE MEXaHW3MbI;

- MOAynu UngpoBOro U/unmn 4enoBeKo-MalLMHHOIO MHTEpPENCa;

- APM onepartopa 1 cepBepbl CUCTEMBI;

- KOMMYHWKaLMOHHbIE CETM.

MepeyeHb 0CHOBHbIX Yrpo3 ACY TrI1, 0TMEUEHHbIX B peasibHbIX HUWAEHTAX:

- araku Ha cucTeMbl cbopa AaHHbIX 1 aucnetyepckoro ynpaeneHus (SCADA);

- araku Ha MNJ1K ¢ ncnonb3oBaHNEM UX YSA3BUMOCTEN (HEaBTOPU30BaHHbIM AOCTY K
(hMpmMeHHOMY MporpaMMHOMY 06ecrneyeHunto, Naposib Mo YMONYaHWIo, YAaNEHHOe
N3MeHeHWe napona uT. 4.);

- araku Ha MH(PaCTPyKTypy M onepauuoHHble CUCTEMb! (TPOSHCKME MPOrpamMmbl,
BUpYyChI, Yepeu, ARP-cnyguHr, DoS- n DDos-aTtaku);

- aTaku Ha NpOTOKO/Ibl C UCMO/b30BAHNEM UX YA3BUMOCTER;

- araku Ha 6a3bl gaHHbIX (SQL MHbeKLMA);

- [Opyrue ataku (nepenonHeHue Oyepa, OTKa3 B JOCTYMe, OTKa3 B YMpaB/ieHUM,
0TKa3 B MpeAcTaB/eHUn, NogmMeHa npeactasneHuns) [15].

HanbosbLlee KONM4ecTBO YA3BUMOCTeEN cpean KomnoHeHToB ACY Tl umetotr SCADA-
cucTeMbl - 87% (MPOLEHT YA3BUMBIX CUCTEM OT MX OOLLIEr0 KONMYeCTBa), Aaslee CNeayroT CUCTEMDI
4e/IOBEKO-MALLUMHHOTO  MHTepdeiica - 49%, pexe 0OHapyXXMBalOTCA  YA3BMMOCTM B
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nporpaMmmmnpyemMbliX NOrMYeckux KoHTponnepax - 20%, u COBCEM peAKO B MPOMNPUETAPHbIX
npotokonax - 1% [13].

Ha cerogHAWwHWA  [eHb  OrPOMHOE  KOMMYECTBO  Pas/IMyHbIX  KOMIMOHEHTOB
aBTOMATU3MPOBAHHbLIX CUCTEM YNpaBieHUs TEXHOMOrMYeCKUMY npoLieccamm AOCTYMNHbI U3 CETU
VHTepHeT, 0 Yem CBUAETENLCTBYHOT pe3y/ibTaThbl MOMCKa C UCMO/b30BaHMEM MOUCKOBMKa Shodan
(pucyHok 2). Shodan (https://www.shodan.io) nocbinaet 3anpoc Ha Ny6/AM4yHO AOCTYMHble IP-
afipeca 1 NPOTOKO/IMPYET MH(OPMaLMi0, NOMYyYeHHYO B OTBET (Ha3BaHWe YCTPOWCTB, MX Tun,
Ha/mume Beb-nHTepdelica u T.4.). B pe3ynbTare cO34aeTca Kapta CeTU VIHTEpHET, ¢ NMOMOLLbIO
KOTOPOW MOXHO MCKaTb YCTPOWCTBA C CETEBbIM UHTEP(ENCOM WK, YCTAaHOBUB HY>KHbIE (DUNbTPbI,
CMOTPETb 3@ aKTya/lbHbIM COCTOSHUEM [/106a/TbHOI CETU U U3yYaTb XapakTep pacnpocTpaHeHus
yasBumocTein [7].

Puc. 2. KonnuecTBO JOCTYNHbIX KOMNOHEHTOB ACY Tl u3 ceTun MIHTepHeT [16]
(Fig.2. Amount ofavailablefrom the Internet components ofICS)

B kauectBe npumepa [A19 MPaKTUYECKOM peam3aumMnm  MOXHO  PacCMOTPeTb
NnoTeHUMaNnbHbIA BEKTOP aTakm Ha Tunosytdo ACY TIl - pgocTyn K nponpueTtapHomy
nporpaMMHOMY  06GeCreqyeHMt0 € UCMO/b30BaHWEM  ayTEHTUPUKALMOHHBIX AaHHbIX  «M0
YMOJTHaHUIO.

C nomoubto novckosmka Shodan 6binm HailfeHb! AOCTYMHble U3 ceTn ycTpoicTea i.LON
SmartServer ¢ OTKpbITbIM Be6-UHTEpdericom (hunbTp «200» B Shodan) - nx obHapyxwunocs 36
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wr. (pucyHok 3). NHTepHeT-cepsep i.LON SmartServer komnaHuu Echelon npegHasHaveH ons
ynpaeneHus cetamu LonWorks n mucnonb3yetcs Ans aBTOMaTU3aUMU 3[4aHWUIA, ynpaBfeHus
CUCTEMaMWM  OCBELLUEHUS, OTOMJIEHWS, BEHTUAAUMM W KOHAMUMOHMPOBaHMUSA, NO3BO/MSET
MOAK/KOYATb HanpAMYH CHETYMKM BOAbI, 3MIEKTPOIHEPrMN U rasza, a Takke MPUMEHSETCA A1
LIeHTPa/IM30BAHHOIO0 3HEPreTUYECKOro MeHe[KMEHTa Ha TeppuUTOpuasibHO pacrnpefeneHHbIX
NpeanpusaTUsX.

(Fig.3. Results ofShodan search)

[Hanee 6bin BbI6paH MHTEpHeT-cepBepbl i.LON SmartServer, pacnonoxeHHo B Kopee, ¢
ip-agpecom 1.212.147.219 (pUCYHOK 4).

city sejong-sl
Country Korea, Republicof

Organization LG DACOM Corporation
1sP LG DACOM Corporation

Last Update 2018-01-20T723:08:45.219600
Renote Management console

ASN AS3786 login:

Puc.4. YCcTpoiicTBO, AoCTYynHoe no aapecy 1.212.147.219
(Fig.4. Device with 1.212.147.219 address)

BE3OMACHOCTb MH®OPMALIMOHHbBIX TEXHOTIOI MW =IT Security, Tom 25, Ne 1(2018) 94



MrHatnin A. 'paukos
NMH®POPMALUWMOHHAA BE3OMNMACHOCTb ACY TI: BO3SMOXXHbIE
BEKTOPA ATAKN N METO/AbI 3AWLNTHI

Bbin BbINOMHEH NEPEXO/ MO YKa3aHHOMY afjpecy U 06HapYXKeHo, UTO MaHe b YNpaBieHuUs
VHTEPHET-CEPBEPOM 3alLi/LLieHa NPY NOMOLLY aBTopu3aLm (PUCYHOK 5).

Puc.5. OkKHo aBTOpM3auuy Ha MHTepHeT-Ccepsepe
(Fig.5. Authorization window ofthe internet-server)

[ns ycnewHol aBTopusaummn Ha UHTEPHeT-cepBepe € MOMOLLH0 6a3bl IOMMHOB U Naponel
«M0 YMOMYaHWO» AN1A pas3nyHbIX KomrnoHeHToB SCADA-cucTem 6blfa nogobpaHa napa
NorvH/naponb Ans JaHHOro YCTPOCTBa (PUCYHOK 6).

I |© Hesawuweno |www.crrtifence.com/default-password-database/

SCADA Default Password (SDPD)

CRITIFENCES CRITICAL INFRASTRUCTURE, SCADA, ICS AND MOT DEFAULT PASSWORD DATABASE

EN | CJj fcj

echelon]

Looking for more data? for more information about CRITIFENCE API, e-mail to api(5)critifence.com

Product Vendor Type UsemameiPassword

i.LON SmartServer Echelon Programmable Modules for ftp and Ins servers: ilon:ilon
i.LON SmartServer Echelon Building Energy Management Solution, LonWorks/IP Server, Internet Server ilon:ilon

i.LON SmartServer 2.0 Echelon Building Energy Management Solution, LonWorks/IP Server, Internet Server ilon:ilon

i.LON 600 Echelon Building Energy Management Solution, LonWorks/IP Server, Internet Server ilonzilon

i.LON 10Ge4 Echelon Building Energy Management Solution, LonWorks/IP Server, Internet Server ilon:ilon

Luminsight Echelon Central Management System

Echelon:echeloncorp
Puc.6. basa nor1MHoB 1 Naposneid «no yMonyaHuio» Ans pa3inyHbiX KOMNoHeHToB SCADA-cUcTeEM
(Fig.6. SCADA Default Password Database)
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[Janee 6bin 0CYyLLECTB/IEH YCMNELLUHbIA BXOA B KOHCO/b aAMUHUCTPATOpa MHTEPHET-CepBepa
(pvcyHOK 7). Vicrnonb3ys KOHCOMb afMUHMUCTPATOPa, NOTEHUUabHBIA 3/10YMbILLIEHHUK MOXET
NoMyYNTb pas/iMyHble JaHHble 06 YCTPOWMCTBE, HanpvMep, BEPCUIO NPOLUMBKK, U UCMONb30BaTb
COOTBETCTBYHOLLME YA3BUMOCTU, MH(OPMALMA O KOTOPbIX HAXOAUTCA B OTKPLITOM AOCTYrE B CETU
VIHTepHeT.

O O © 1.212.147.219i80S1/user/echelon/index.htm

Q* o C

eawrRfD by — ECH610V

SmartServer

=07/ S|

Back

Setup - System Info

Navigate
General O Driver

BAA -

Model Number

Channel Type TP_FT_10
U «Y SmartServer
B T Remote Access Modem installed No
:g DiaHn CPUSpeert 264 MHa
OfZ Dial-Out
OZ1 TQlire Firmware Version
a J1 smtp.t online.de Bootrom Version 4.06.048
a Zj Freenet )
3 mx.freenet.de Hardware Revision 3
atC vind Ethernet Value

Ethernet MAC Address 00 00-71-05-19-85

a’Sil (Internal)
a
LAN IPv4 address
P

MdiallnlD
fonTaikPackelsPerSei
nTaikErrprsPerSecc
‘entVessaai

LAN IPv6 Address Disabled

GPRS Network IP Address Not connected

ryicePiriMessage General Statistics Current Value Recommended Limit

Flash Disk Activity: Moving Average 0 Erasesf Minute 78 Erases ( Minute maximum

FrnoRAM

Flash Disk Activity: Last 3 Minutes 1 Erase/ Minute Not Aodicable

Puc. 7. Hdhopmauus 06 ycTpoicTse
(Fig.7. Information about device)

Takke NoTeHUMabHbIA 3N10YMbILLNIEHHUK MOXET HapyLUUTbL paboTy YCTPOMCTBA, CMEHUTD
napofib KOHCOMW YMNpaBNneHUs W, TeM CcambIM, 3anpeTWTb [OCTYN K HeMy CUCTEMHOMY
agMuHucTpartopy (prcyHok 8).

C 1 1® i.21i,147.219;808l/user/echelon/index,htm

Feviaar z QN

SETUP
| swmit~ ] Setup - Security
Navigate Generali Value
't General O Driver + Enable this Page without Security Access
o fig LAN FTP/Telnet User Name ibn i
S A~ Remote Access FTP/Telnet Password | Change Password 1
Zj Dial-In
r [Z Dial-Out
" Service Port
B =\ T-Qpljns
a s smtp.t-ornne.de ® Enable FTP Pi-
B Z| Freenet
® Enable Web Server * Si
Br~ W ® Enable SSL web server 443
0 LB(IV»\r[Ch . ® Enable Downlink RNI Connections 1628
BiSILON system fintemall
n O VirtFb H Enable Telnet 23
n .
CMdiallnNum O Enable SNMP 161
” 1CMgprelp
1» CMdlalmiD ® Enable Remote Reboot Not Applicable
Enable LonScanner Connections 1629 __|*

1» LonTalkErrotbPerSeu
| SvstemEventMessain
b SenirePinMestwie

m) Capture all Packets on LonScanner Connections

Puc.8. CTpaHulaynpasneHus naponem KOHCom
(Fig.8. Password managementpage)
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B pesynbTaTe AaHHOTO MCCMEAOBaHUS HW OfHO YCTPOICTBO He MOCTpaaano. [aHHbIi
SKCMEPVUMEHT MPEecneoBan MCKMHUMTENLHO HayuHble LieNM - MOKa3aTb PeaslbHOCTb aTak U
MPOCTOTY MX peann3aLium.

3aknoyeHune

BblleonuncaHHbIA NpyMep MokKasas, YTo aTaky Takoro Tuna peasibHbl, IErKO peasimsyembl 1
MOrYT KacaTbCs Kak 00bIYHbIX CUCTEM aBTOMAaTU3aLMKN 34aHWIA, KOTOPbIE UCMOMb3YHOT MHTEPHET-
cepBep I.LON SmartServer and yaaneHHOro [ocTyna, YrpaBneHUs N KOH(UrypupoBaHuS
YCTPOWCTB, TaK W NPeAnpusaTUiA, KOTOpble OpraHM3ytoT CBOM MPOW3BOACTBEHHbLIA MpoLEcC C
1CNOMb30BaHWEM [aHHOro 060pyAoBaHUA (Hanpumep - HACOCHbIX CTaHumid). ocneactsums
HapyLUeHMs NPOM3BOACTBEHHOrO Mpolecca Takoro npeanpusTus  MOryT ObiTb  BecbMa
MacLUTabHbIMW.

Bo3MOXKHble CNOCO6bI 3aLMThbl OT aTak AaHHOro Tuna:

- 0b6s3aTeNlbHas CMeHa Naponen «rno YMOMYaH» U YBEIMUYEHME X CNOXKHOCTMY;

- CBOEBpPEMeHHOe 06HOB/NEHME NPOLUMBOK 060pYA0BaHMS [0 MNOCNeAHEN Bepcuu;

- NepUoANYECKNA MOHUTOPUHT YA3BUMOCTEA U OGHOB/IEHWIA NPOrPaMMHOr0 06ecreyveHus,
YCTPaHAOLWMX KX.

Ha cerogHAwHW [feHb NOAXOA  MPOU3BOAUTENEA  MPOMBILLIIEHHONO  MPOrpaMmHOro
obecreyeHmns 1 060pyA0BaHNSA K UCMPaBNEHNIO YS3BUMOCTEN, a TaKXe CUTyaLns C yCTpaHEHNEM
N3BECTHbIX YA3BUMOCTEN B aBTOMATM3MPOBAHHbLIX CUCTEMAX, PasBEPHYTbIX Ha MPeanpuaTUsX,
ocTaloTca nnaveBHbIMU. Kak pesynbTar, nogasnstollee 60MbLUMHCTBO aBTOMATU3MPOBAHHbIX
CUCTEM YNpaB/ieHNS TEXHONOrMYECKMMIN NpoLeccaMn B AaHHbIA MOMEHT OCTatOTCS YA3BUMbI K
arakam.

[aHHoe nccnegoBaHve npecnefyeT Lesb MoKasaTb, HACKO/bKO NIErKO MOXHO MONYy4YMTb LOCTYN
K KOMMOHEHTaM peasibHO aBTOMaTU3MPOBAHHON CUCTEMbI YNPaB/eHMs, a TakXXe MPonTb CBET Ha
TO, KaKune HeraTuBHble NOCNEeACTBUS MOTYT ObITb 3TUM Bbl3BaHb!.
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MATEMATUYECKAA MOZE/Ib KAK CPEACTBO ONTUMN3ALNN CUCTEMBbI
ABTOMATUN3ALUNN MPOLECCA YTIPABJIEHVA NHUVWOEHTAMU
NH®OPMALIMOHHOW BE30MACHOCTU
DOE http://dx.doi.org/10.26583/bit.2018T O

AunoTauyns. COBpPEMEHHble MH(OPMAaLMOHHbIE TEXHOMOMMN OKa3blBatoT BCe OOMbLUee BUSHUE
Ha AVHaMWKY pasBUTUA U CTPYKTYPY YMpaBieHus opraHmsaumein.  O¢¢eKTUBHOCTb
ynpaB/ieHYeCKO AeATeNlbHOCTU NPU BHEAPEHUW COBPEMEHHBLIX MH(OPMALMOHHbLIX TEXHONOIMNA,
HanpAMY0 3aBUCUT OT KayecTBa ynpasfieHUs UHUMAEHTaMU UH(OPMAaLMOHHON 6e30MacHOCTU.
BmecTe ¢ TeM, KaK B POCCUMICKMX, TaK W B 3apyOeXHbIX Tpyfgax He B [OCTAaTOYHOM CTeneHu
OCBeLeHbl  BOMPOCbl  OLEHKN  B/IMAHMS  YNpaBfieHUs  WHUMAEHTaMU  MH(OPMALMOHHON
6e30MacHOCTN Ha KayecTBO U 3((EKTUBHOCTb CUCTEMbl YMpaBieHns npeanpustuem. Ans
pelleHns 3TUX MpobsemMm  KIOYEBbIM  HanpaB/eHVEM SBMSETCH  ONTUMU3AUMA  CUCTEMbI
aBTomMaTM3auMmn npouecca YnpaBneHUs UHUMAEHTaMU  MH(OPMaLMOHHON  6e30MacHOCTY.
CerogHa  0coboe BHWMaHVWe  yfenseTcs  npoueccam  YNpasfeHUs  MHUMAEHTamu
NHOPMaLMOHHOW 6e30MacHOCTM Ha TakKMX KPUTUYECKM BaXKHbIX 0O0beKTax POCCMINCKON
depepaunn, Kak PepepanbHas Hanoroasd cnyxba Poccum (PHC). [Ond  NOCTPOEHMS
maTeMaTMyeckord Mogenu OnTUMU3aLMM  [aHHOW CUCTEMbl NpednaraeTcsd  WUCMonb3oBaTb
mMaTeMaTUyeCKMin annapar TeopMm MaccoBOro 0bcnyuBaHus. PaspaboTaHHas MoAesb NO3BONT
OLEHUTb KayeCTBO YMNpaB/fieHYeCKoW [AeATeNbHOCTM C Y4Y4eTOM [MpaBu/il U OrpaHUYeHui,
HakKnajblBaeMbIX Ha CUCTEMY B/IMSHUAMU peasibHbIX (DaKTOPOB WMHLMAEHTOB WHMOPMAaLMOHHOW
6esonacHocTM. B cTaTbe paccMaTpuvBaeTCs MpPUMEP, AEMOHCTPUPYHOLWNMA paboTy CUCTEMDI,
npvBeAeHbl MOJMTyYeHHble CTAaTUCTUYECKMe AaHHble. TMOCTPOeHWEe Takoh CUCTEMbl MO3BOMUT
MOBbLICUTL KayecTBO npefocTaBnseMbix ®HC Poccum CepBMCOB M CKOPOCTb pearvpoBaHus Ha
NHUMAEHTbI MH(POPMALMOHHON 6e30MNacHOCTK.

KnwoueBble cnoBsa: yrposa MHOOPMALMNOHHOM 6e3onacHocTH, aBToMaTu3nmpoBaHHasd
WHpOpMaULMOHHAA cucTema, MHUULEHTS WHHOPMALNOHHOW 6e3onacHocTH, UeHTpHb
06paboTKM pJaHHbLX OGepgepanbHOW HanoroBolh cnyx6b Poccuu, ynpaBrneHne UHUUAEHTaMKU

WHPOPMALUOHHOIK 6€30NaCHOCTMK.

Ona  uuTuposauns. KPACHOXXOH, Honua TI. MATEMATUYECKAA MOJAE/b KAK CPEACTBO
onTtMMM3AUMN  CUCTEMbI ABTOMATU3ALUMWN  TIPOLIECCA  YMPABJIEHNA WHUWMAEHTAMW
NH®OPMALIVIOHHOW BE3OMACHOCTW. Be3onacHocTb MH(OPMALMOHHBIX TexHonoruii, [S.1.], V. 25, n. 1, p.
99-107, 2018. ISSN 2074-7136. AocTynHo Ha: <https.:/bit.meplv.ru/index.php/bit/article/view/1096>. [aTa
foctyna: 19feb. 2018. doi:http://dx.doi.org/10.26583/bit.2018.1.10.
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Mathematical model as means of optimization of the automation system of the process of
incidents of information security management
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Abstract. Modem information technologies have an increasing importance for development
dynamics and management structure of an enterprise. The management efficiency of
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FOnusa I'. KpacHoXoH
MATEMATUNYECKAA MOE/Tb KAK CPEACTBO ONTUMUSALMN CUCTEMbBI
ABTOMATVSALUW MPOLECCA YTIPAB/IEHNA HUMOEHTAM MH®OPMALIVIOHHOU
BE3OIMNACHOCTU

implementation of modem information technologies directly related to the quality of information
security incident management. However, issues of assessment of the impact of information
security incidents management on quality and efficiency of the enterprise management system
are not sufficiently highlighted neither in Russian nor in foreign literature. The main direction to
approach these problems is the optimization of the process automation system of the information
security incident management. Today a special attention is paid to IT-technologies while dealing
with information security incidents at mission-critical facilities in Russian Federation such as the
Federal Tax Service of Russia (FTS). It is proposed to use the mathematical apparatus of
queueing theory in order to build a mathematical model of the system optimization. The
developed model allows to estimate quality of the management taking into account the rules and
restrictions imposed on the system by the effects of information security incidents. Here an
example is given in order to demonstrate the system in work. The obtained statistical data are
shown. An implementation of the system discussed here will improve the quality of the Russian
FTS services and make responses to information security incidents faster.

Keywords: information security threat, automated information data system, information security
incidents, Data-processing centers of Federal Tax Service of the Russian Federation,
management ofincidents ofinformation security.

For citation. KRASNOZHON, Yulia G. Mathematical model as means ofoptimization ofthe automation system of
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BeegeHue

B Hawwm gHu adhheKTUBHOE yNpaB/ieHne SBNSETCA OYeHb LieHHbIM PECYPCOM AN KaXKAO0W
KOMMaHWN, OHO CTOMT Ha psAdy C (PUHAHCOBbLIMW, MaTepuasibHbIMK, YeSI0BEYECKUMU U UHbIMU
pecypcaMu opraHusauu. MIMeHHO noaToMy a(h(heKTUBHOCTb YNpaB/feHYeCKOon AesTeNIbHOCTA 1,
B YaCTHOCTW, eé MOBbILUEHME 3a CYET M3YYeHUs WU aHaIn3a OTAeNIbHbIX acreKTOB BHefpeHust
COBPEMEHHbIX WHMOPMALNOHHBIX TEXHONOMMIA  YNpPaBfeHNs, MOXHO CUMTaTb  K/IHOUEBbLIM
Hanpas/ieHVeM MOZepHU3aUMN [eATeNIbHOCTU BCeil KomnaHun. B HacToswee Bpems ocoboe
BHUMaHWe  yaensetcd  WT-TexHonormsim B Mpouecce  YNpaB/feHUs  MHUMAEHTaMu
NH(OPMaLMOHHON 6e3onacHOCTM  [1-3] Ha KPUTMYECKM BaXKHbIX 06beKTax POCCUINCKOMN
depnepaunn. Takum 06bEKTOM sBnsieTcs PefepanbHas Hanorosas cnyxo6a Poccun (PHC).

Ha cerofHsIWHWIA [eHb AN POCCUIACKON U 3apy6eXXHO HayKu MHTEpec npeacTaBnseT
BOMPOC B/UAHMS COBPEMEHHBLIX WHMOPMALNOHHBIX TEXHONOrMIA Ha [AMHAMUKY pasBUTUS U
CTPYKTYpY ynpaBneHus opraHusaumein. Cpean poOCCUMCKMX YUEHbIX, KOTOpble YAensanm 60bLuoe
BHMMaHWe acriektaMm BHeapeHus T B pasfiMuHble cdepbl AedTeNIbHOCTU NPeanpusTui, cnegyert
OTMETUTb TakMX mccneposaTenei, Kak . B. AnexuHy, T. . bapaHoBckyto, K. KO. BopobbéBa,
H. A. Kopobosa, B. W. Jloiko, O P. MaxmytoBy. W3bickaHusm B 06nacti npob6sem
NPUMEHEHNA WHMDOPMALMNOHHBIX TEXHOIOTWA B YNpPaB/eHUN OpraHv3aumsaMn  NOCBALLEHbI
paboTbl 3apybeXxxHbIX yueHbIX - B. [eitTca, P. KannaH, I'. MuHcka, [, HopToHa, A, LHaingepa.

Llenblo cTaTby ABMSETCS OMNMCaHWe MaTeMaTMyecKor MOfenM ONTUMMU3aLUN CUCTEMbI
aBTOMaTMU3aL MK npoLecca ynpasneHns NHUMAeHTaMyU MHPOPMaLLMOHHOM 6e30MacHOCTU.

O60oCcHOBaHMe MaTemMmaTu4eckor Mmoaenu

Wcxoas u3 Toro, 4to maremarmyeckas Mofeslb - 3TO MaTemaTvyeckoe npefcTaBieHune
peasibHOCT, TO eCTb MOfJe/lb Kak CUCTema, TO A/19 ONTMMMU3ALMM CUCTEMbl aBTOMaTM3aLun
npouecca ynpasneHns NHUNAeHTaMy MHOPMaLMOHHOM 6e30NMacHOCTM Mbl ByfieM UCMOo/b30BaTb
MaTemMaTMyeckoe MOJenMpoBaHMe (COBOKYMHOCTb MaTeMaTUYeCKUX BblpakeHuin) [4], Kak
MOMOLLb B PeLUeHWM MOCTaB/IEHHOW 3afayn. [ NOCTPOeHMst MPeAnoyvYTUTENIbHOW MOZeM
onTUMM3aLMKN AaHHOW cucTeMbl B tmnmane @ K'Y «Hanor-Cepsuc» ®HC Poccun no LLJOJ B T.
Mockee (panee - uanan), Heo6XOAMMO WCMOMb30BaTb METOAMKM Teopunm  MacCoBOro
06CNy>XMBaHWS.
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Tak Kak cuctema maccoBoro obenykmsaHus (CMO) - 3To cucTema, Korja B KaHabl
06CNy>XMBaHWS B ClydaiiHble MOMEHTbI BpPeMeHW MOCTynaeT MOTOK 3afBOK (TpeboBaHwit),
MPOUCXOAWT UX BbIMOJTHEHVE MOTOKOM 06CNY)XXMBaHUSA 3TUX 3a9BOK [5,6], TO crieflyeT NOHMMaTh, YTO
B AaHHOM cny4dae kaneHTamy CMO ABAAKOTCA COTPYAHUKM (hunuvana, 3asBKU OT KIVEHTOB
ABnAlOTCA obpaweHnsMm K CMO, a nokasaten 3PQeKTMBHOCTM pPaboTbl COTPYAHMKOB -
nokasarensmu CMO.

BaxHbim nokasateniem CMO aBfisetca  3dpeKTMBHOCTb paboTbl  COTPYAHMUKOB.
Co3gaBaeMasti MOfeflb, MO3BONWUT OLEHUTb KayecTBO paboTbl COTPYLHWKOB W BCEro OTAena
nHhopmaTmn3aumMmn B LefoM. KoyeBoi 3afadvein npu agantaumMm matemMaTvyeckoro annapara B
peLUeHnI 3aja4mM CTaHeT NOACHET OLEHKM KadecTBa paboTbl U NPOBEPKA NPaBu/l U OrpaHUYeHu,
HakKnaablBaeMbIX Ha CUCTEMY BIUAHUAMMN peasibHbIX (hakTopoB [7].

CTouT yuuTbiBaTh, 4TO paboTa MO MaTeMaTMYeCKOMY annapary HeBO3MOXHa 0e3
NCMO0/b30BaHWA CTaTUCTUYECKMX [aHHbIX. B paccmatpuBaemMoMm MpuMepe 3TW AaHHble 6yayT
BblBeeHb! A1 JeMOHCTpauuy paboTbl cucTeMsl [8]. Mpu peaslbHOM BHePEHWM, BCe Tab/INYHble
[laHHble MOryT ObITb CKOPPEKTUPOBaHbI MOC/e TECTOBOr0 3anycka Ha OCHOBaHWMW airopyvTMOB,
KOTopble OYAyT OnucaHbl HUXe.

[na  Havana HY)XXHO OnpefenvTb  3ajayn, KOTOpble  MOCTYnatT — Cheumanucty
TEXHUYECKON MoAdep XKW, [na KakAoW 3adauv ornpefenseM cpefjHee BpeMs ee BbINOSHEHUS,
NMPUOPUTETHOCTL M K KakoMy CMeuuanucTy HYXXHO MepeHanpaBuUTb [aHHbIA 3anpoc. B
OCHOBHOM, B OpraHumsauuy OyayT MCMO/b30BaTbCA HenapasiebHble MPOLECcChl, Korga Tumbl
3aa4y 3apaHee pacnpefesieHbl MeXay WCMONHWUTENAMU WU He MOTYT fepefaBaTbCAd OT OAHOM0 K
[IPYroMy B C/lydae, eC/in AaHHbIN cneumanncT 3aHaT [9].

Tak Kak crewumasimcTbl BTOPOro YPOBHA HE MOTYT peluaTb CTOPOHHME 3afauyun, TO A1
KaXX[oro cneuuanucta He COCTaBWUT TpyZa OMpefennTb CHMCOK COBCTBEHHbIX 3ajay W
onpefeMTb BpPeMA UX peLUeHus, a Takke MNPUOPUTETHOCTb 3TUX 3afady. Takke OLEHKY
NMPUOPUTETHOCTM [O/DKEH fAaTb COTPYAHWK TPETbero ypoBHA. [lofyuvB CNMCOK 33agay ot
CMeLnasncToB BTOPOrO0 YPOBHSA, CUCTEMA CMOXET OnpeaenaTb 3afayn  [ns  Kakaoro
crneuuanncTa, MPOrHO3MpoBaTb ero 3aHATOCTb M BpeMs OXuaaHuus A nosnb3osatens [10].
YuutblBad, 4YTO B CWUCTeMe HefonycTMMa MoOTeps 3adBOK, TO OyZeT WCNoNb30BaThCA
ofHoKaHasIbHast CMO ¢ 0XXnAaHUsAMU 1 HEOTPaHNYeHHOM o4vepesibto, HO HY)XXHO YUMTbIBATbL TO,
4TOObI OYepesb He CTpemMunach K GECKOHEUHOCTU.

PaccMOTpUM OMMCaHHYIO CUCTEMY Ha MpumMepe paboTbl CUCTEMHOrO aAgMUHUCTpaTopa
oTAena nHpopmatunsaumm. B Ka4yecTBe MCXOAHbIX AaHHbIX BO3bMEM Tabnmupbl:

- OLieHKM nocTynarowimx 3anpocos (Tabnuua 1),

- CpefiHero Konm4yecTBa 3asBOK Mo AHAM (Tabnuua 2),

- AONYCTUMbIe MOKa3aTeNn KayecTBa paboTbl CUCTEMHOrO agMuHUcTpatopa (Tabnmua 3),

- OMYCTUMbIe MoKa3aTe/in KayecTsa paboTbl 0TAena MHpopmaTmauum (tTabnuua 4),

a TaKXKe KO/IMYeCTBO 3adBOK n = 10, KPUTUYHOE KOMMYECTBO 3asBOK NepBoro yposHsa /¢= 10,
KPUTUYHOE KONMYECTBO 3asiBOK BTOPOro YPoBHS P T=25.

Tabmua 1 OueHka NocTynarLMx 3anpocos

MopALKOBbIi CpepHee Bpems

CneunanmcT HOMED 33713UM Vma 3agaun VICTIONHEHVS tn MpuopnTeT L
Al He paboTaeT UHTEPHET 0254 5
OrtcyTtcTByeT
CUCTEMHBI A2 MOAKNIOYEHVE B 0lu 1
JIOK&/IbHOM Yare
AAMUHIACTPATOP A3 TpebyeTcs NOAKNOUATL 05 4 4
HOBOrO Mo/b30BaTENS ’
Al YTepsaH naposb 0,334 2
Bl 3asvicna B 24 3
AnmuHucTpatop b, OGHapy»KeHb!
B2 COBMajatoLLye JaHHbIe Y 0414 3
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BE3OIMNACHOCTU
pasHbIX NO3ULIA
B3 OLwmbKa BbIrpyskm B/, 0,754 2
B4 Owwmbka ,ql(s)glaBIIEHl/lﬂ B 0334 5
Cl He paboTaeT NpuHTEp 0254 2
o He BKnouaeTcA 0,08 u 1
TexXHVK-MHXeHep KOMMbIOTEP
C3 Bupyc Ha KomnbroTepe 05u 2
4 HeT Heobxoammoro MO 1y 4
Tab6nuuya 2. CpefHee KOAMYeCTBO 3asiBOK B Yac N0 AHSAM
KonnyecTBO 3a8BOK B KonunyecTBoO pa6oq|/|x KonnyecTBO 3a8BOK B
A€Hb yacosB yac
7|Msa npoLLwyto 24 8 3
2|n3a npoLLnyto 20 8 25
7@3a NpoLLTyHo 16 8 2
7,n3a NpoL1yro 144 8 18
3a NnpoLwyro 14,7 7 20
Tabnuuya 3. JjonycTuUMble NOKasaTeNnm KayecTsa
paboThbl CUCTEMHOIO agMUHUCTpaToOpa
CoTpyLHUK MokasaTenb kayecTsBa K
CoTpyaHUKmM oTAena NHgopmMaTmaLmm 0,7
Tabnuua 4. lonycTuUMble NoKasaTeNn KayecTsa
paboThbl 0T Aena uHpopmaTmzaymm
MokasaTenb KpuTepun

Cpe[Hee YMC/o 3asIBOK, HaXOMSLLEECS B CUCTEME Y
onpeaenieHHoro cotTpyaHuka (Ls)

CpeaHss NPOJO/KATENLHOCTb MPebblBaHUsA 3asBKN B - 0T 95% oo 100% HopMaTVIBa;
cucteme (Ws) - MeHee 95%;

CpefHee YmnCro 3asB0K B ovepean (Lq) - 110% w1 6oree

CpeaHss NPOJO/KATENLHOCTb MPebblBaHUS 3asBKN B

oqepey (W)

WTak, gonyctum, yTpom B NATHULY, 26 mad 2017 roga, crneynannct ciy>xobl NOLAEPXKKM
nonyunn 10 3aaBoK: 3aaBkn A2, A4, A3, Al, ase 3aaBku B1, 3aasku Cl, C2, C3, C4. lNporpamma
HauMHaeT OLEHKY CpefHero BPEMEHW WCMOMHEHUS ANA KaXOOro COTPyAHMKa W paccTaBnsieT
3a/lau” Nno NpUopUTETaM.

OOLee Bpems BbIMNOMHeHMS 3afady (Ha OcHOBaHWM Tabnuubl 1) cocTtaBngeT 1,18 u.
Mepeigem K MPOrHO3MPOBaHUIO HAaXOXAEHWS Y CreyuanncTa BTOPOro YPOBHSA OrnpefeneHHOro
KonmyecTBa 3agay. [na Havana BblYMCAUM t BbINOMHEHNA 3aaY [11].

ti+?2"*" "4 0,25+ 04 + 0,5+ 0,33

to . ~ . 0,295. (1)
Bblumncnmum nNoTHOCTL pacnpeneneHns 3asaBoK:
11

Ur, = o 6:55% 3,389 (2)

Bo3bmeM TabnMyHOE 3HauyeHue A Ans NATHUUBIL, 2=2,1. [na noacyeta BepPOSTHOCTU
HaxOoX/eHWs y creyuanncTa n3asaBoK BbIYMCIUM KOIPPULNEHT I
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Tenepb onpefenyM nNpeaenbHbIe BEPOSTHOCTU CUCTEMBI MO POpMy/am:

Po=(-r)=1- 0,619 =0,380, (4)
Pi =(L-r)*r=r*P0=0,619 *0,380 = 0,235, (5)
2
P2=V * Pq= 0,145, (6)
3
P3=r *P0= 0,090, (7)
P4=1 p 0= 0,055. (8)

Tak Kak c yTpa Koa(hdmumeHT r < 1 , npobnemMa 6eCKOHEYHO pacTyLUel oudepeam
OTCYTCTBYET.

Vi3meHeHMe nopsajka ovepean No NPUOPUTETY MPUBENO K TOMY, YTO 3aga4vn B ovepeam
nayT cnegyrowmm obpasom: Al, A3, A4, A2.

OueHka MNPOAYKTUMBHOCTM Cheumanncta npoucxXoauT Mocne MonyyeHuss peanibHOro
BPEeMEeHW BbIMONHEeHUs 3a4au.

3MeHEeHUs CTaTUCTUYECKNX AaHHbIX NMPOUCXOAUT B KOHLE paboyero aHs.

Ha OCHOBaHWM MOACUUTAHHBIX BbILLE BEPOATHOCTEN, MOXHO BbIMUC/IUTL CReayHoLIMe
KO3(hULMEHTBI A8 HOBbLIX YTPEHHMX 3afay M 3aa4, OCTaBLUMXCA C MPOLUIOro paboyero aHs:

- CpefiHee 4ncno 3adBOK, HaxodLleeca B CUCTEMe Y CUCTEMHOr0 agMUHUCTPaTopa

r _ 0,619 1,625, (9)

1-r _ 0,381
- CpegHAA Npo4o/HKUTENBHOCTD I'Ipe6bIBaHI/IF| 3ad9BKW B CUCTEME

1,625

21 0,773y, (10)

- CpeaHee 4Yncno 3adBOK B o4epean

L,y L--= 1625- 0,619 = 1,006, ()

- CPeAHAs NPOAOMKUTENBHOCTb NPebblBaHNS 3aBKW B 0Yepeam

0,619
3,389*0,380

wQ=— = 0,480. (12

Mpegnonoxum, yto yepes 10 MUHYT B cucTeMy noctynunm 3aaBkm A2(2) n A3(2).
CnepoBatefibHO, HY)KHO MepecMOTpeTb Odepedb M BCe OCTasibHble nokasatenn. OObLuee Bpems
BbIMO/IHEHNA 3aa4 Tenepb cocTaBnseT 1,78 u. 3asaBKM B ovepean BCTaHyT B nopaake A3, A3(2),
A4, A2, A2(2), Tak Kak 3asBKa Al yxe 06paboTaHa, a 3asBKW C OJVUHAKOBbIM MPYOPUTETOM
BCTalOT B 0Yepesb Mo TOMY MOPSAKY, B KOTOPOM OHW NpuLaK. Mepeigem K NporHo3vpoBaHuIo
HaxoXAeHnsa Yy Cheuuanncta BTOPOro YPOBHSA OMpefeneHHOro KonvyecTsa 3ajady, rge tq
BbINO/IHEHNA 3aay:

t. +t7+t3+t4+tc 05+05+033+0,1+0,1

n— = 0,306. (13)
Bbluncnnum nnoTHOCTL pacnpegeneHnsa 3aaBoK:

Bo3bmeM TabnMyHOE 3HauyeHue X Ans NATHUUBLIL, 2=2,1. [na nogcyeta BepOATHOCTU
HaxOoX/eHWs y crieypnanncTa n 3asaBoK BbIMUCINM KO3MMULUNEHT/":

_ A_ 21

r -~ 3,267

0,642. (15)
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FOnusa I'. KpacHoXoH
MATEMATUYECKAA MOAE/Nb KAK CPEACTBO ONMTUMU3AUUN CUCTEMBI .
ABTOMATU3ALMKM MNMPOLECCA YTIPAB/IEH/A MHUVNOEHTAMA MHOOPMALIIOHHOU
BEE3OMACHOCTU

Tenepb onpefenvm nNpeaebHbIe BEPOSTHOCTU CUCTEMbI MO (HOPMynam:

PO=(1-r)= 1-0,642 = 0,357, (16)
Pi=(1-r)*r=r*P0=0,642 *0,357 = 0,229, (17)
p=r * Pg= Q47, (18)

P3= r:i P 0= 0,094, (19)

P4=r*P 0= 0,060 (20)

P5=r * PO =0,038 . (21)

Tak Kak KoahdmumeHT r<l , npo6nema GECKOHEYHO PacTyLLEein oyepean OTCYyTCTBYeT
[12].
Ha OCHOBaHWM MOACYMTAHHbIX Bblllle BEPOSITHOCTEW, MOXHO BbIUMCAWUTL CReaytoLLye
KO3(h(hULMEHTbI 151 3334, KOTOPble HAX0AsTCs B 06paboTKe B JaHHbIA MOMEHT:
- Cpe/iHee YNC/IO 3asIBOK, HAXOAALEECH B CUCTEME Y CUCTEMHOIO afIMMHMCTpaTopa
r_ 0,642
1-r _ 0,358

1,793, (22)

- CpeaHAAa Npoao/HKUTENNbHOCTb I'IpE6bIBaHI/IFI 3a8BKN B CUCTEME

X === }5%3 = 0,853u, (23)
cpegHee 4ncno 3aaBOK B 04epen
g he 1, = 1793 - 0642 = 1151 (24)
- CPefIHsS NPOAOMKUTENBHOCTL NPEBbIBaHS 3aBKW B oUepeam

_ Ty 0,642
W8 = pM1-r)'  3.267%0.358

Mocne 3TOro 3asBOK A/19 CUCTEMHOrO aAMUHUCTPATOPa B CUCTEMY He mocTynasno. Ho 3a
50 MUHYT [0 OKOHYaHWsA paboyero AHA B cucTeMy noctynuno 3 3aaBku - Al(2), A4(2), A3(3).
Bpemsi Ha BbInosiHeHKWe 3agad coctasut 1,08. CnegosartensHo, CMO cdopmupoBana 3anpoc, a
MMEHHO: MCK/0YMIA HEMPUOPUTETHbIE 3aa4n 1 BKIKUMNA NpUopuTeTHbIe [13].

= 0,549. (25)

(T- Tpa6) < X tn, (26)

(7-0,83)<1,08 - ycnosume He BbINOMHSETCA, cucTeMa cTaHoBuTCA CMO € orpaHuWYeHHOMN
OYepedblo M UCKOYaeT 3asaBKy A4(2) U3 CUCTEMbl M NMEPEHOCUT ee Ha crefyowmii pabounii
[eHb, @'y CUCTEMHOr0 afiMUHUCTpaTopa 0bpasyeTcs ovepelp M3 ABYX 3ajady B nopsigke Al(2),
A3(3).

Mpown3Befem pacyeTbl 48 3TUX ABYX 3a4au.

_ tl)t2 _ 0,25+ 05

= 0,375, (27)
1\@: ?O = 0,375 = 2’667’ (28)
r=2=_2L-0787 (29)

L 2,667
PO=(l -r)= 1-0,787 =0,213, (30)
Pl=(1-r)*r =r*pP0 =0,787 *0,213 = 0,167, (31)
p2=r1 *pP0=0,132, (32
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Ly = 1, = 078 = 3,697, (33)

= 3£97 =
S A 2,1 (34)
La=1Ls--z 3697 - 0,787 = 2,91, (35)
Wo=— b= 078 = 1385 (36)

Mo OKOHYaHWUM paboyero AHsS He0OGXOAMMO MPOU3BECTM OLIEHKY PaboThbl COTPYAHMKA Ha
OCHOBaHWW PeanbHOro BpeMeHM BbINOMHEHUS 3aa4a4. DTO BpeMs Npe/AcTaB/eHo B Tabnuue 5.

Tabnuua 5. PeasbHoe BpeMs BbINO/MHEHNS
3aflay CUCTEeMHbIM afMUHUCT PaTOPOM

3agava Mpepnonaraemoe BpeMs BbINOSHEHUA — PeasibHOE Bpems BbIMO/IHEHUA
Al 0,25 4 0,24
A3 0,5u 0,4 4
A3(2) 05 u 0,45 y
A4 0,33y 0,33 4
A2 01wy 0,2y
A2(2) 0,1 u 0,25y
A1(2) 0,25 4 0,25y
A3(3) 0,5 u 0,54

Ha ocHOBaHWM OMMCaHHOrO MeToAa OLEHKM KayecTBa paboTbl COTPYAHWUKA, C Y4YeTOM
BPEMEHM 3alePXKKM BbIMO/IHEHUA 3a8BKW, BbIYUCIUM KOaduumeHT K no qopmyne [14]:

K = = 1+1+1+1+02+025+1+1 = 1 04. \537,)
FIHI+1+0, 40, I +1+i

OnpefenmM nosyyeHHbIn KoahgUUmMeHT paboTbl B COOTBETCTBUM C Tabnuuein 4. Takum
obpa3om, paboTa CUCTEMHOrO afMUHUCTPATOpa W3-3a [ABYX TMPOCPOYEHHbIX 3afay He
COOTBETCTBYET MPUHATLIM KPUTEPUAM KayecTBa paboThl B OTAESE.

[Ons  OoueHKM KavecTBa pabOTbl BCEA CUCTEMbI, MOACUMTAEM CPeAHME 3HAYeHUs
creyroLmx KoapmrLneHTOB:

- CpefiHee YMCno 3a8BOK, HaxoAsLLeecs B CUCTEME Y CUCTEMHOr0 agMUHUCTPaTOpa
_ 1,625+1,793+3,697 _ n
L'scp 2 (38)
- CpeaHAA Npoao/HKUTENNbHOCTb I'IpeﬁbIBaHI/IFI 3a4BKW B CUCTEME

0,773+0,853+1,759

Wp = - 2 = 17128, (39)

- CpegHee 4ncro 3aABOK B o4epen

V p= e —eee— = 1,689, (40)

- CpeaHAa nNnpoao/HKUTENNbHOCTb I'Ip66b|BaHI/IFI 3adABKW B o4Yepean
0,480+0,549+1,385

%= 7 =0805, (41)
[laHHble  MoKasaTenM MOFYT  UMCMOMb30BaTbCA [/ OLEHKM  paboThbl  OTaena
I/IH(*)OpMaTI/ISaLl'VII/I Nno 4YeTHbIM nepuogam. Ha OCHOBaHMM MOMAYYEHHbIX [aHHbIX, BO3MOXHO
MOCTPOEHMS TPAIUKOB, OTPAXKAKLMX AMHAMUKY W3MEHEeHWUs noKasaTeneil. Ho Tak Kak Ham
BaXKHO YMEHbLLUEHNE nokasarenen Ws Lg n Wg TO MOXHO OTMETWUTb, YTO KayeCTBEHHble
nokasatenu paboTbl OTAeNa B [aHHbI/ [eHb HWKe 3adaHHbIX B cucteme [12]. 3To ABnseTcs
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HOpMa/ibHbIM, MOTOMY YTO MpPUMeEP MOKa3blBaeT pPaboTy CUCTEMbl B MepBble HeAenn nocrne
NOAKNIOYEHMS. PeasibHble 3HaUYeHMs MoKa3aTesiein MoryT BbITb BHECEHBI B CUCTEMY TO/IbKO NOCNE
OKOHYaHWA TeCTOBOr0 Nepnoja NCrosb30BaHUS.

ABTOMaTUYECKash KOPPEKTUPOBKA AaHHbLIX MNPOUCXOAUT CheayrowmMm 06pa3om: nocne
OKOHYaHWA paboyero AHA MokasaTesb k 3TOro AHA 3aMeHsAeT B Tabnuue 3HaYeHWe 415 3TOro xe
OHA.  Takke aBTOMATMYecKM MOTYT W3MEHATbCA HEKOTOpble 3HayeHWs, TakuMe Kak tn.
ABTOMAaTMYECKM tn MOXET OblTb CKOPPEKTMPOBAHO B C/eAyHOLLEM C/y4yae: ecfiM B TeyeHue
OTYETHOro nepuoga (ogHa paboyas Heaens) 6bIN0 BbINOMHEHO 60MEe TPEX OAHOTUMHLIX 3a4ady U
peaslbHOe BPeEMSI BbIMOMHEHUA 3TUX 3afady Obl10 M60 MeHblue, M60 60/blue TabANYHOrOo
3HAYeHNs, N MX cpeaHee apudmeTMUecKoe OTIMYaeTCs OT TabNNMYHOIO 3Ha4YeHUs He 60nee Yem
Ha 25%, TO HOBOe 3Ha4yeHne BHOCUTCH B TabnuLy BMeCTO COOTBETCTBYHOLLEro tn. Ecnn cpegHee
apumMeTMyeCcKoe OT/IMYaeTca OT TabNMYHOro 3HayeHMs 6osiee yem Ha 25%, TO opmupyeTca
3anpoc And HavaslbHUKa OT[ena O BO3MOXHOM BHECEHMN W3MEHEHWI B TabnMUHblE AaHHbIE.
Ecnn B TeyeHMe OTYeTHOro nepmofa OAHOTUMHBLIX 3af4ay BbIMO/IHEHO MeHblUe Tpex, TO
KOPPEKTUPOBKA He NPOM3BOAMTCA aBTOMATMYECKW, HO, eC/in Y AaHHbIX 3a4a4y CPOK MCMOSHEHWS
npesbilan 25%, 3TO Y4MTbIBAETCS B OTYETE OLEHKM KayecTBa paboTbl COTPYAHMKA.
VI3MeHAeMbIMM TOMbKO Haya/lbHUKOM OTefla OCTatoTCsA MoKasaTe/in MPUOPUTETHOCTM 3adayu
[15]. OTK paHHble MOTYT BbITb M3MEHEHbI TO/IbKO HA OCHOBE CTAaTUCTUYECKOrO aHaim3a paboThbl
BCEM CUCTEMbI Ha A/INTENTbHOM MPOMEXYTKE BPEMEHW.

3aknyeHne

Takum o6pa3om, paspaboTaHHas mMaTemMaTuyeckasi MoAeb Ha OCHOBE oaHOKaHabHO CMO
C HeorpaHM4eHHON ouepefblo MO3BOMAET paccyuUTaTh Takue MoKasaTesn, Kak CpefHee 4mcio
3aBOK, HaXO[sLLEeecs B CUCTEME, CPeAHsAA NPOLOMKUTENILHOCTL NPebbiBaHNA 3asiBKM B CUCTEME,
cpefjHee 4MCNO 3aBOK B O4epean, CpefHas MPOLO/DKMTENbHOCTL MpebblBaHMA 3asBKU B
oyepean. BHefpeHwe AaHHOM MOAENM MOMOXET YNYUWWUTL MNOKasaTenn KadyecTBa paboThl
crneunanncToB otaena umHgopmaTtusaumm dunmana ®PKY «Hanor-Cepsuc» ®HC Poccumn no
LLOA B . MocKBe, OTBETCTBEHHbIX 32 AaHHbIA TN 3asBKW, a TakKXXe ONTUMU3MPOBATb CUCTEMY
aBTomMaTM3auMmn rnpouecca YnpaBneHUs WHUMAEHTaMU WH(OPMaUMOHHOW 6e30macHoCTH, a
MMEHHO: COPTUPOBKY MOCTYNatoLWmMX B CUCTEMY 3asBOK MO MPUOPUTETaM U BPeMsi 06paboTKu
3TUX 3aABOK.
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OMbIT PEAJIU3ALNU MNTOTHOMO NPOEKTA EBPOMENCKOW CUCTEMBI
OMOBELLEHNA N OEBMEHA MHD®OPMALIVEWV MO MHO®OPMALIMOHHOW
BE3OMNACHOCTWU

AHHOTauus. dopmMupoBaHue 106anbHOr0 MHGMOPMaLMOHHOIO 06LLLecTBa € 0CO60 OCTPOTOWA
CTaBUT Npo6neMy pasBUTUA KyNbTypbl MH(OPMaUMOHHOW 6e3onacHocTM. B [loKTpuHe
NH(OoPMaLMOHHON 6e3onacHOCTM Poccuitickont depaepaumn, NpUHATON B Aekabpe 2016 roga, Kak
OAHa M3 OCHOBHbIX Yrpo3 OMnpefensieTcsd HU3Kas OCBEAOMJ/IEHHOCTb FpaxhaH B BOmnpocax
o6ecneyeHns IMYHOW MHHOPMaLMOHHON 6e30MacHOCTH.

OfHUM 13 Hambosee BaXKHbIX MEXaHW3MOB MOBbLILIEHNA KOMMETEHTHOCTU WM (HOPMUPOBaHMS
Ky/bTYpbl MHOPMALMOHHON 6e30MacHOCTX, NOMMMO MacCcOBOrO OOYYeHUs NHofel, ABNAKOTCS
MeTOAbl MponaraHgbl W CO3[4aHUA  «rOpPsAYMX  NIAHWIA».,  OHW  MO3BONAIOT  LUMPOKOM
06LLEeCTBEHHOCTIN 6paTh Ha cebs MHMUMATVBY B HabBMOAEHUN U YBELOMIEHUN O KOMMbIOTEPHBIX
MHUMZeHTax. Pa3BuTve nNOJ06HBbIX MNOAXOLOB LENecoobpasHo OCYLeCTBATb € YYETOM
HaKOMMEHHOr 0 CEeroAHs MeXAyHapoAHOro onbiTa.

C 9TON UuUenbt0 B CTaTbe pacCcMaTpuBaeTCs E€BPOMECKUA  OMbIT  CO34aHWst  CUCTEMbI
MH(OPMaLMOHHO-KOHCYIbTATUBHO MOMOLLM B 061aCTV NpeaynpexaeHns yrpo3 6e3onacHoOCTu
NCNONb30BaHWS 06LWEeLOCTYMNHLIX W KOPMOPATUMBHLIX WMH(OPMALMOHHBIX CUCTEM, a Takxke
NNKBUAAUMW MOCNEACTBMIA MPOSBAEHWUS Yrpo3 B WHMOPMAaLMOHHON ciepe. AHanm3 OMbiTa
peann3aummn NUIOTHOrO MPOEKTa eBPOMENCKON CUCTEMbI OMOBELLEHMSI 1 06MeHa MH(opMaLei
BbISIBU/T L|e1eCO06Pa3HOCTb NPOEKTUPOBAaHUA MOA0OHLIX CUCTEM Ha OCHOBE MOAENN YrNpaBeHNs
C YeTbIpbMSi MrpoKamMun, O6beAVHSAIOWE OMnepaTopoB CeTW, MPOU3BOAMUTENEN WMHGOPMALUK
(KoTopble ABMAKOTCA nocTaBmkamu WT-NpofyKToB WM cneywannctamm B obnactm UT-
6e30MacHOCTH), NOKaNIbHbIX MH(OPMALMOHHBLIX NOCPEAHUKOB U NOTpebuTenen nHgpopmauumn. B
KayecTBe MOZENN MH(OPMAaLMOHHOIO MOTOKA MOXET OblTb BblOpaH Y3e/, KOTOpbIA 3anyckaeTt
NOKaNbHbIA BebG-MopTan, MNpPeaocTaBAsOWMIA MHADOPMaLMIO 418 KOHEYHbIX MNOMb30BaTesNel,
(hopMUpYET HOBYKO MH(OpMaLMIO, afanTUpyeT WH(OPMaLMIO K OrpaHUYeHUsIM  PasINYHbIX
KaHa/I0B PacrnpoCTPaHEHUs U K XapaKTepPUCTUKaM LEeNeBbIX rpynn KOHEYHbIX MOsb30BaTene.
MeTofonMornsa MUAOTHOrO MNPOEKTa MOXET OblTb WCMOMb30BaHa MPW  MPOEKTUPOBaHUN U
pa3BepPTbIBAHMM CUCTEMbl OMOBELLEHNA W O06MeHa WH(opMauveid, OpPUEHTUPOBAHHON Ha
KOHEYHbIX MO/Ib30BaTe/Iel HECKONbKMX PErMoHOB WM CTpaH, COTPYAHWMYaloWMx B 0651acTu
NH(OPMALMOHHON 6e30MacHOCTM.

KntoueBble cnoea: WHGoOpMaLUyoHHas 6e30MacHOCTb, OCBEAOM/IEHHOCTb M0  BOMpocam
NHOPMALMOHHOM Ge30MacHOCTW, CUCTEMa OMoBeLeHnst N 0bMeHa MHopMauyen, KynbTypa
VHopMaLMoHHOW 6e30MacHOCT!.
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A NEW OS ARCHITECTURE FOR IOT

Abstract. Current computer operating systems architectures are not well suited for the coming
world of connected objects, known as the Internet of Things (loT) for multiple reasons: poor
communication performances in both point-to-point and broadcast cases, poor operational
reliability and network security, excessive requirements both in terms of processor power and
memory size leading to excessive electrical power consumption. We introduce a new computer
operating system architecture well adapted to 10T, from the most modest to the most complex,
and more generally able to significantly raise the input/output capacities of any communicating
computer. This architecture rests on the principles of the Von Neumann hardware model, and is
composed of two types of asymmetric distributed containers, which communicate by message
passing. We describe the sub-systems of both of these types of containers, where each sub-
system has its own scheduler, and a dedicated execution level.

Keywords: Internet of Things (IoT), architectures, operating systems.
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OCOBEHHOCTWU MOAENMMPOBAHVA NH®OPMALMNOHHbBIX OTKA3OB LIN®PPOBbLIX
KMOIM CBWC MNPV BO3AENCTBUW PAAVNALINNA

AHHOTauua. PacCcMOTpeHbl MeToAbl 006ecnevyeHust WMHGOPMALIMOHHON 6e30MacHOCTY,
KOTOpbIe OCHOBaHbl Ha MPUMEHEHUN (YHKLMOHabHO-OMMUYECKOro MOAENMPOBAHNS GOMbLLIVX
UMADPOBLIX MHTerpanbHbiXx cxem (CBWC) npu BO3AECTBUM WOHU3MPYIOLLETO W3MYUeHMs.
MoKa3aHo, 4TO KpPaTHOCTb Y37a WM MOLLHOCTb CrMeKTpa 060nee TOYHO OMUCHLIBAETCS MpU
CMONb30BAHNN MOHATUS HEYeTKOW KpaTHOCTW. [pefnoXKeHbl MeToAbl MPOrHO3VPOBaHMS
MH(OPMAaLIMOHHO Ge3onacHocTU BIC npu BO3AECTBUM MOHM3UPYIOLLIETO M3/TyYeHUs, KOTOpble
OCHOBaHbl Ha MOAEN HEYeTKOro LM(POBOro M BEPOSITHOCTHOIO HaeXXHOCTHOFO aBTOMATOB.
Mpuyem xapakTep UX U3MEHEHWUs! NpK 06/TyYeHUN 3aBUCUT OT MHOTMX (DAaKTOPOB, BK/OYas TUN
N3MyYeHns, ero MHTEHCUBHOCTb W CMEKTP, BUJ, KpUTEPUaNbHOrO NapamMeTpa XapaKTepu3yHoLLEro
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paguaumoHHyto cTolikocTb VC, pexxum paboTbl MMKpocxeM. M03TOMy B pasHbIX AvanasoHax
YPOBHel UM MHTEHCUBHOCTEN BO3AeiCTBMS MOAeNb MIC MOXET HOCUTb KaK HeuyeTKuid, Tak U
BEPOSTHOCTHbIN XapakTep. [poBeieHWsI TaKOro COMOCTAaB/eHUS SIBMSIETCA  He06XOAMMbIM
3Tanom o6Lei npoueaypbl aHanm3a pagnaumoHHow ctorikoctn UC.

KntoueBble €noea: TOMOMNOTMYECKNE BEPOSTHOCTHbIE MOAENN, HEYeTKMe BEPOSTTHOCTMW, 30HbI
HeonpeaeneHHOCTH.

Anekceid A. aBpuwwe, AnekcaHap M. XKyk

CeBepo-KaBka3ckuii heaepanbHbIi YHUBEPCUTET,
yn. MywkuHa, 1, r. CTasponons, 355009, Poccus
e-mail: alexxx.2008@inbox.ru, https://orcid.org/0000-0002-4242-6152
e-mail: alekszhuk@mail.ru, https://orcid.org/0000-0002-0168-8391

PA3PABEOTKA BECMPOBOHOW MATOSATTTUTTTEHHOW CUCTEMBI
NOEHTNOUKALUVA N KOHTPONIA AOCTYMNA TPAHCIOPTHBLIX CPEACTB

AHHOTauus. B AaHHON cTaTbe paccMaTpuBatoTCsi 6ecrpoBOAHbIE CUCTEMbI MAEHTU(MKALUN 1
KOHTPONSA LOCTyNa TPaHCMOPTHbLIX CPEACTB Ha OXpaHseMble 00beKTbl. PAaCCMOTPEHbI N3BECTHbIE
cuctembl. B pesynbTaTe yCTaHOBNEHO, YTO OLHMM W3 MNEPCNeKTUBHLIX MOAXO0L4OB K
NOEHTU(MUKALMN N KOHTPO/IKO [OCTYyMa TPaHCMOPTHbLIX CPEeACTB HAa OXpaHsemble OObLEKTbI
ABNSETCA MCMNO/b30BaHNE CUCTEM Ha OCHOBE MPUHLMMNA «CBOM-UYXO0i». Cpeaun AaHHbIX CUCTEM
BbIAENIAIOTCA «OAHOHAMpaB/ieHHbIe» U  «[BYHanpaB/eHHbIe» CUCTEMbl WAEHTUPUKALMN 1
KOHTpONsA gocTyna. «/[lByHarnpaB/ieHHble» CUCTEMbI ABNAKOTCS 60/1ee NpeAnoYTUTENbHbIMU A1
BOMPOCOB WAEHTU(MMKALMN K KOHTpona goctyna. OfHako, B HacTosllee Bpems, [AaHHble
CUCTEMbI AO/MKHBLI UMETH YMEHbLLEHHYH BEPOATHOCTL pacrio3HaBaHWUA CTPYKTYPbl 3aNPOCHbLIX Y
OTBETHbIX CUTHAI0B B CWY TOrO, YTO NOTEHLMaNbHBIA 310YMbIWIEHHUK MOXET [OCTaTOYHO
Nerko BbINOSIHUTL HeCaHKUMOHMPOBaHHbLIN AOCTYN K paguokaHasy cucTeMbl. Ha ocHoBaHUW
aTOro paspaboraHa GecripoBofHasd cuCTeMa WAEHTU(MKaLMM U KOHTPONA  LOCTyna
TPaHCMOPTHbLIX CPeACTB Ha OXpaHsieMble OObEKTbl Ha OCHOBE MPUHLMMA «CBOM-UYXKOW»,
OT/IMYAIOLLAACH  MOBbILLEHHOW 3aLMLEHHOCTBI0  OT  HecaHKUMOHMPOBAaHHOro  JocTyna W
nofas/ieHNs NMoMexaMu 3a CHeT UCNO/b30BaHWS Mepe3anicbiBaeMbIX HAKOMUTENEN Xa0TUYECKMX
nocnefosatesibHocTeld.  [lOMONHWTENbHO K 3TOMY  Npef/araetca  WMCNosb3oBatb A
NOeHTUMUKaLMM  TpaHCMopTHOro cpeactea RFID-MeTKy, cofepxkallyto [OMOSTHUTENbHYHO
NH(OpPMaUMo 0 HeM. lpuBefeHbl HEKOTOPble TEXHUYECKME XapaKTepUCTUKM pa3paboTaHHOM
cUCTeMbI (BO3SMOXKHBbIA YaCTOTHbIN AMana3oH 3arnpoCHO-OTBETHBLIX CUMHaN0B, Aa/IbHOCTbL CBA3M,
CKOpPOCTb Mepeayn AaHHbIX, 00beM MnepefaBaemblX [aHHbIX, PekoMeHAauuu no Boibopy RFID-
MeTOK). Tak >e, C MOMOLLbI annapata HevyeTKOM noruku, Oblna NpousBefeHa OLeHKa
3aLlMLLEHHOCTN OT HeCaHKLUMOHMPOBAHHOIO [OCTYyNa 3anpoCHO-0TBETHbLIX CUIHa/I0B Ha OCHOBE
CUCTEMbI  «CBOW-YY)KO», MepefaBaeMblX MO0 pafuoKaHaly, pa3paboTaHHOW CUCTEMbI U
aHasioros. OLEeHKa 3aLLMLLEHHOCTM pa3paboTaHHOM CUCTEMbI MOKa3blBaeT LOCTATOYHbIN YPOBEHb
ee  3alMLIEHHOCTM OT  KOMIMJIEKCHbIX yrpo3  (NpocMoTp, MOAMEHa, nepexsar MU
Paavo3NeKTPOHHOe NOoAaB/ieHne Tpaguka) No CPaBHEHUO C M3BECTHLIMW CUCTEMAMW [aHHOIO
Knacca. CpeaM OCHOBHbIX MNPevMYyLLeCTB pa3paboTaHHOW CUCTEMbl CreayeT  YNOMSHYTb
MOBbILLUEHHYHO 3alULLEHHOCTb OT HeCaHKLMOHMPOBAHHOMO AOCTYrNa M NOAAB/IEHUA NOMeXaMu 3a
CYeT MCMNosb30BaHUA Mepe3anuncbiBaeMblX HaKOMUTENel XaoTUYeCKUX NocnefoBaTe/lbHOCTEN, B
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KOTOPbIX NOTEHLMaIbHO MOXHO MCMO/b30BaTh LUMPOKMIA KMacc XaoTUYECKUX CUIHAMOB. Tak e
crneflyeT OTMETUTb MOBbILUEHHYHO BEPOATHOCTb WAEHTU(IMKALMN MPOBEPSAEMbIX TPAHCMOPTHbLIX
CPefCTB 3a CYET MCMNOMb30BaHMS NPUHLMNA «CBON-YyXoi» M RFID-mMeToK. Cpefn OCHOBHbIX
HeAOCTaTKOB MPEA/IOKEHHOW CUCTEMbI CleayeT OTMETUTb HEOOXOAUMOCTb Ha/MuMsi TOYHOW
CUHXPOHM3aL M1 MeXAy NnepeaatoLleli U NPUEMHO CTOPOHaMM.

Knioyesble cnoBa: uMAaeHTU(MKaUMA, KOHTPOMb A0CTYyna, TPaHCNOPTHble CPeacTBsa,
paguoKaHai, UMUTO3aLWLLEHHOCTb, Xa0TUYECKIE CUTHAbI.

Kcenmsi I'. Cusosal Metp K. Ckopoboratos2, Makcum O. MNpbiryHoB3

10611eCTBO C OrpaHNYeHHON 0TBETCTBEHHOCTbI0 «HIML, «Tonas,
YunTenbckas ynmua, 23, inTepa A, od. 533, r. CankT-INeTepbypr, 195269, Poccus
e-mail: ksizova@microtopaz.ru. https://orcid.org/0000-0003-0922-3430
HaumoHasbHbIN UccnefoBaTeNbCKUIA SAEPHBIA yHUBEPCUTET «MUD»,
Kawwpckoe wocce, 31, r. Mocksa, 115409, Poccus
e-mail: pkskor@spels.ru, https://orcid.org/0000-0002-3146-0304
306LeCTBO C OrpaHNYeHHO 0TBETCTBEHHOCTbIO «O2 CBeTOBble CUCTEMDI»,
HoBsopowuHckas ynmua, 4, imTepa A, r. CaHkT-MeTepbypr, 196084, Poccus
e-mail: maxim.prygunov@oz2svet.ru, https://orcid.org/0000-0002-7895-3536

MPUMEHEHWE METOA0B AHAIN3A HAAEXHOCTW N PUCKA
NPV OBECMNEYEHWN, MPOrHO3VPOBAHWM 1 OLIEHKE
PAANALIIOHHOW CTOMKOCTU P2A

AHHOTaUMA. YCTaHOB/IEHO COOTHOLLEHME MOHATUMA «KauyecTBa», «HaAeXHOCTU», «CTOMKOCTW»
NPOAYKUMMN U «pUCKa». PacCMOTpPeH OTeYeCTBEHHbIM W 3apybGeXHbIA  OMbIT, a Takxke
MEeXJyHapoaHble, HauMOHa/IbHble U OTpac/eBble CTaH4apTbl B 06/1aCTV 06ecrneveHns Kavectsa
TEXHOMOMMYECKUX CUCTEM Pas/IMYHONO HasHaveHus. BblisiBNeHO, YTO 3apybeXxHble OTpac/ieBble
CTaHAapTbl B 06nacTU 06ecneyeHMs KavyecTBa KOCMUYECKMX CUCTEM OMepUpyoT TEPMUHOM
«dependability» (B OTeYeCTBEHHOW TEPMUHOMOTUN CXOAEH C MOHATUEM «HALEXKHOCTU»),
BK/lOYA B HEro MOHATME pafuauMoHHON cTorkocTh. OrnpedeneHa B3aMMOCBA3b  MEXAY
3apy0OeXXHbIMX OTPac/EBbIMU, MEXAYHAPOAHLIMU U HALMOHAIbHBIMK cTaHgapTamu. MpuseseHb!
obLiMe cBefleHMA MO OCHOBHbIM MeTOAaM aHasm3a U OUEHKM HAAeXHOCTU W PUCKa,
NpeLCTaB/IeHHbIM B OTeYeCTBEHHbIX U 3apyOeXXHbIX HOPMAaTMBHbLIX AOKYMeHTax. [Npeanaraetcs
NPUMEHNUTH MMEIOLLLYIOCS Pa3BUTYIO METOLONOIMI0 aHa/In3a U OLEHKWN HafeXXHOCTW U puckKa s
3afa4 obecneyeHuns, NPOrHO3MPOBaHUA N OLEHKN paguaumoHHOM CTOMKOCTU POA KOCMUYECKOW
TEXHVKM Ha BCEX 3Tanax XXM3HEHHOro LMK/a.

KntoyeBble cnoBa: KavyecTBO, HAAE>XHOCTb, pajuaunoHHas CTOWKOCTb, Pafno3NeKTPOHHas
annapaTypa, puck.
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Muxavn b. Abpocumos, Mxab A. Kamun

CI'Y nmenu H.IM.YepHbiLlesckoro,
yn. AcTpaxaHckas, 83, r. CapaTos, 410012, Poccus
e-mail: mic@rambler.ru, https://orcid.org/0000-0002-4473-8790
e-mail: kamil.iehab@mail.ru, https://orcid.org/0000-0003-1100-5635

PA3PABOTKA CUCTEMbI NPEAOTBPALLEHUNSA BTOPYXEHUI C
NCMNONb30BAHMEM MAPANENIBHOMO NPOrPAMMMPOBAHUSA N CUCTEMbI
OTKA30YCTOMYMBOCTU

AHHOTauus. OfHON M3 NepBbIX Yrpo3 MobyavBLUMX CO3AaHMe CUCTEM MPefOTBPALLUEHUS BTOPXKEHWI
CUMTarOT «4epBb Moppuca», KOTOPbIA Nopasni KOMMbLHOTEPDLI B KOHLIE 1988r. CvcTeMb! MpeaoTBpaLLEeHUs
BTOPXKEHWIA pa3BMBa/IUCb, W CO BPeMEHeM CTa/li MOMHOLEHHOM CMCTEMOM, BK/IKOYaOLLEn B cebst
crelpanbHble NPOaKTVBHbIE METOAbI NPEAOTBPALLEHNS aTaK, pacCuUTaHHble 419 3aLTbl OT Pas/INYHOro
pofa yrpo3. Cpeay NpPoaKTVBHbLIX CUCTEM MPeAOTBPALLIEHNS BTOPXEHWIA MOXHO BbIAE/UTb CiefyHoLLMe:
MOBEJEHYECKUIA aHa/M3aTOpP MPOLECCOB /1A aHa/M3a MOBEAEHMA 3anyLUeHHbIX B CUCTEME MPOLIECCOB,
CUCTEMbI YCTpaHeHVe BO3MOXHOCTE MonafaHns WHMEKUMM Ha KOMMbOTep, CUCTeMbl G/I0KMPOBKA
MOPTOB, CUCTeMbI 6/10KMPOBKM D0S-aTak.

B cTatbe onucbiBaeTcA paspaboTaHHas cucTema MnpefoTBpalleHns BTOpXXeHWA. Llenb paboTbl
PacKpbITb BO3MOXHOCTW WCNONb30BaHWSA MNapaifiefibHbIX MOTOKOB A8 Yy4ylleHus paboTbl
CUCTEM  NPefOTBPALLEHNS  BTOPXKEHWIA.  DPPEKTUBHOCTL  pa3pabaTbiBaeMoi  CUCTEMbI
[OCTUraeTcsa 3a CYeT opraHmM3aummn npeaoTBpalleHne aTak Ha YPOBHE KOHKPETHOrO y3/1a, MyTem
KOHTPONA BCEX CUCTEMHbIX BbI30BOB. CUCTEMa CNY)XXUT MOCPEAHMKOM MeXAy OTKPbITON U
3alUMLLEHHON cpeflor. [na NOBbILEHMA CKOPOCTW nepefaqn/npuema nHpopmauum B cucteme
Oblna UCMoNb3oBaHa TEXHONIOMMA OTKa30yCTOMUYMBOCTU. AKTYa/lbHOCTb TeMbl Onpeaensercs
POCTOM 6eCUMCNEHHOr0 KONYeCcTBa pa3HOO6pa3HbIX BPeAOHOCHBLIX NMPOrpamMM, 1 Bo3pacTaroLLeit
Heo6X0AMMOCTI B 3aLLMTe KOPropaTMBHON MH(opMaLmK.

Knoyesble cnoBa: CUCTEMbl MNpPefoOTBPaLLeHNs BTOPXKEHMIA, 6e30macHoe CoefyHeHue,
0TKa30yCTONYMBOCTb, napannensHoe nporpaMMm1poBaHue, BMPYCbl, TexHonoruns
BUPTYa/M3auun, BpeLOHOCHbIN TpaduK.

KOpwii E. Ko3snos

PrHaHCOBbIN yHUBEpcMTET npu MpasuTenscTBe Poccuiickoii Peaepauym
(P1HaHCOBLI YHMBEPCUTET),
NenunHrpagckuii npocnekT, 49, Mocksa, 125993, Poccus
e-mail: kozlovye@yandex. ru, https://orcid.org/0000-0002-4448-0232

MoAXo4bl K ONMPEAENEHWNIO HALEXXHOCTW MY/IbTUMOAJIbHOW
TPEXMEPHOW AVUHAMWYECKOW NOAMNCK

AHHOTaUMs. PbIHOK COBPEMEHHbIX MOOW/bHLIX MPUNOXEHWUIA NPeabsBsSeT Bce 60ee XEeCTKue
TpeboBaHMS K HafeXXHOCTM CUCTeM ayTeHTU(MKauun. B cTaTbe paccmaTpuBaeTcs
ayTeHTUMKaumMa ¢ UCNob30BaHNEM MYNbTUMOAIbHOW TPEXMEPHON AMHAMUYECKON noanucu
(MTAMT), KoTopas MOXET WCMoNb30BaTbCA B KayeCTBE OCHOBHOMO WAV AOMO/IHUTENIbHOMO
CpefcTBa ayTeHTU(MKaLMM NOMb30BaTeNieil B MOOUIbHLIX NPUIOXKEHUSX. B ee OCHOBe NeXWT
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MCNOMb30BaHMe >KecTa B BO3LyXEe, BbIMONHAEMOro [BYMSi He3aBUCUMbIMW  MOOW/IbHLIMU
YCTPOMCTBaMM B KauyecTBe WAeHTU(MKaTopa. MeToamka mcnonb3oBaHus MTAM vmeeT pag
NPEeMMYLLECTB MO CPaBHEHWIO C WCMOMb3YeMbIMU B HacTosiLLee Bpems OMOMETPUYECKMMU
METOAMKAaMM, TaKMMM KakK OTMeyaTtoK na/bLa, ayTeHTU(UKaumMa no opme nvua Wi peyeBas
ayTeHTU(MKaums. OHa No3BONAET ObICTPO CMEHWUTL XKECT, KOTOPbIA CMYXUT UAEHTU(NKATOPOM,
a TaKXe CKpblBaTb caMy Mpouefypy ayTeHTU(UKaALWUK, UCMOMb3ya XeCTbl, He NpuB/eKatoLme
BHMMaHue. HecMoTps Ha npeumyllecTBa, uMcnonb3oBaHne MTAM vmeeT psf orpaHUYeHui,
npexzae BCero — 310 HeOOXOAMMOCTb BbIPabOTKM YeN0BEKOM (PYHKLMOHAIbHO AUHAMUYECKOrO
komnnekca (POK). OH Heobxogum [And MOBTOPEHUA ayTeHTUULMPYHOLWEro Xecrta C
[IOCTAaTOYHOW TOYHOCTbI. NS KOPPEKTHOro dopmuposaHns MTAM Heobxoauma cuUCTeEMa,
peann3yoLLas OLEeHKY Ha[eXHOCTU XecCTa, a Takke ero Aonyctumble Bapuaumun. loaxogbl K
PeLLeHNIO [aHHOW 3afayy onucaHbl B [aHHOW CTaTbe C pasfe/sieHneM KX Mo crnocobam ux
peanv3aummn. [Ba nogxofa moryT ObITb peasim3oBaHbl TOMIbKO C UCMOMb30BaHWEM CepBepa, Kak
LeHTpa o06paboTkm MTAM, a oAMH MOXET ObiTb peain3oBaH C  WCMNOMb30BaHMEM
BbIUYMC/IUTENIbHBIX PECYPCOB CMapT(oHa. B 3aK/MOUMUTENbHOM YacTU CTaTbl NPUBEAEHbI AaHHble
onpoboBaHNA OAHOM M3 METOAMK Ha MakeTe, pean3ytoleM ayTeHTU(NKaLMIo Npu NOMOLLM
MTAnM.

Knioyesble  cnoBa:  ayTeHTU(MKauMs,  MOOWNbHOE  YCTPOMCTBO,  aKCenepomeTp,
MepCoHaNM3MPOBaHHbIN XKeCT, NOANMCH B BO3AyXe, ay TeHTU(MUKALMA XKECTOM.

danTta K. Kyynapl AHgpein N. TpydaHosl Anekceit A. TUXOMUPOB2

WMpkyTCcKuii HaumoHanbHbIi ccnefoBaTenbCkuii TeXHUYECKUA YHUBEPCUTET,
NepmoHToOBa, 83, NpkyTCK, 6664074, Poccus
e-mail: kuular1991@mail.ru, https://orcid.org/0000-0003-4832-3397
e-mail: troufan@gmail.com, https://orcid.org/0000-0002-6967-3495
2YHueepenTeT VIHXA,
WHueoH, Pecnybnnka Kopes
e-mail: alexeitikhomirovprof@gmail.com, https://orcid.org/0000-0002-7317-5851

NBYXKOMMOHEHTHASA CETEBAA MOJE/Ib B TEXHOIOIMAX FO/1I0COBOW
NOEHTNOUKALUK TMYHOCTU

AHHOTauusi. Cpean  BaXKHEWWMX NapameTpoB  OMOMETPUMYECKMX  CUCTEM  rO/I0COBOM
MOAA/IbHOCTK,  OMpPefenslWmx  UX  3P¢eKTUBHOCTb, Hapsgy C  HaAeXHOCTbIO ”
MOMEXOYCTONYMBOCTLIO  BbIAENAOT CKOPOCTb WAEHTU(MKaALUM 1 BepUMKALMA  JINYHOCTU.
[aHHbI  napameTp 0COGEHHO YyBCTBUTENEH nNpu 00paboTKe KpynHoMacwTabHbIX 6a3
r0NOCOBbIX AaHHbIX B PEXMMe peasibHOro BpeMeHW. MHorue uccnefoBaTenbCKne paboTbl B
[laHHON 006MacT! HanpaBfeHbl Ha pPa3paboTKy HOBbIX W COBEPLLUEHCTBOBAHME WMEHOLLIMXCS
afropuTMOB  MPeACTaBNeEHN U 06pabOTKM peyeBbIX 3anucer, 06ecrneynBatoLLMX BbICOKYH
NPOM3BOAUTENILHOCTb  FO/IOCOBbIX ~ OMOMETPUYECKMX — CUCTEM.  3[eCb  MePCneKTUBHbLIM
NPeLCTaBNAETCA COBPEMEHHbIN MOAXO0A K PeLUeHUI0 CNOXHbIX 06bEMHbIX 3afay C 60/bLIMM
YMC/IOM 3/IEMEHTOB WM YYETOM MX B3aMMOCBSA3E, WUCMOMb3YHOLWMIA NNaThopMy KOMMNIEKCHBLIX
ceTell. Tak, U3BECTHbI paboThbl, B KOTOPbLIX MPW PELLEHNM 3afavaxX aHanmn3a U pacno3HaBaHUsA NuLy
no ¢otorpausM M3006paKEHUS TPAHCHOPMUPYHOTCS B KOMI/IEKCHbIE CETU ANS NOCNEAYHOLLEN
NX 06paboTKM CTaHAaPTHLIMU NpueMaMun. OAHUM U3 NepPBbIX NPUMEHEHNIA KOMMIEKCHBIX CETEN
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B 3aflayax aHasm3a 3BYKOBbIX PSA0B (My3blKajlbHbIX M peyeBblX) SBASANOCH ONUCaHWe WX
YaCTOTHbIX XapaKTEPMUCTMK C NOMOLLBIO NMOCTPOEHNS CETEBbIX MOENel - KOHBepTaLun psaos B
ceTn. Ha nnatdopme CeTeBOI OHTOMOMM B JaHHON paboTe pa3BMT MPEeANIOKEHHbIN paHee MeTof
npeLCcTaBneHNs ayaMoMH(OpMaLMmn ¢ Lenblo ee BbICOKONPOU3BOAUTE/IbHOr0 aBTOMAaTMYeCcKOro
aHasm3a W CHWKeHWsI MOrpeLlHOCT! B pacrno3HaBaHWM NIMYHOCTM - AuKTopa.  [na 3toro
npeanonaraeTcsi KOHBEPTMPOBaHME 3BYKOBOW MH(opmauum B (hOpMYy  accoumaTVBHOIA
CEMaHTUYECKON  (KOTHWTWMBHOIN) CETEBOA CTPYKTYpbl, COAepXalleii [ABe  KOMMOHEHTI:
amnaMTYAHYK0 W 4acTOTHYH. Bbinn 3anucaHbl fBa pedyeBbiX MpuvMepa C MOCNefyHoLen ux
TpaHcthopmalmeil B COOTBETCTBYHOLLME CETU W CPaBHEHMEM TOMOMOTMYECKUX MeTpuK. Habop
TONOMOrMYECKMX METPUK KaXKAOW W3 CeTeBbIX Mogeneid (aMnauTygHOM W 4acTOTHOM)
npeAcTaBnseT cob0i BEKTOP, a BMECTe - MaTpuLly, Kak LMdpoBOl "ceTeBOI" OTMeYaToK rosoca.
Mpepnaraemblii  CETEBO MOAXOL C €ro YyBCTBMTENIbHOCTHIO K COCTOSIHWMIO MHAMBMAA -
(hU31ONIOrNYECKOMY, MNCUXONIOMMYECKOMY, 3MOLIMOHASIbHOMY, MOXET OKa3aTbCA MOME3HbIM He
TOMbKO AN 33424 UAEHTUMUKALUM IMYHOCTU, HO W AN ONpeaeneHnst ee COCTOAHNS.

KntoueBble cnoBa: GMOMETPUYECKME MOAAILHOCTM, 3BYKOBasi MHGhopMauus, uaeHTudukaums
AVMKTOpa, KOMMNAEKCHbIe CeTU, aMnanTyda, YacToTa.
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NH®OPMALNOHHAA BE3OMNACHOCTb ACY TI: BOSMOX>XHbIE
BEKTOPA ATAKU N METOAbI 3ALLATbI

AHHOTauusA. ABTOMATU3MPOBAHHbIE CUCTEMbl YMPaB/IEHUS TEXHOMOrMYECKUMU npoLeccamm
(ACY TI) ABNAOTCSH BaXKHEWLUEN YaCTbiO NMPOMbILLIEHHOW UHPPACTPYKTYPbl U UCMO/b3YHOTCA
Ha TakMx O0ObeKTax, Kak HejTe- M ra3onpoBoAbl, BogopacnpeaenuTeNibHble CUCTEMBI,
3NEKTPUYECKNE CETW, aTOMHble 3M1eKTPOCTaHLUMM M MPOM3BOACTBO. Ha CerofgHAWwHWn AeHb
npo6nema obecneveHnss MHGopMaLMoHHON 6e3onacHocT ACY TI1 CTOMT A0BOSIbHO OCTPO.
Cneunanuctamm 13 pasHbIX CTPaH MpoBefeHO 60/bLLIOe KOMMYECTBO MCC/ef0BaHWA B AaHHOM
obnactn. CrnocoBHOCTb  3/10YMbILIEHHUKOB  OO6HApPY)XXUTb  MPOMbILL/IEHHbIE  YCTPOMCTBA,
[OCTYMNHble Yepe3 VIHTepHET, M nonyyaTb K HUM HeCaHKLUMOHMPOBAHHBIA A0CTYMN Bbl3bIBAET
TPeBOry B Kpyrax CreuuasuctoB no WHMOpMauMoHHOM 6GesonacHocTW. TMouckosmk Shodan
npesoCTaBNsAeT aTakyoLWyM MOLLHbIA UHCTPYMEHT AN MAEHTU(MKALMN aBTOMATU3MPOBaHHbIX
CUCTEMbI YNPaBeHNA U X KOMMOHEHTOB W NOC/eAYHOWMX 3/10HAMEPEHHbIX BO3AeNCTBUIN Ha
HUX.

B paHHOM cTaTbe paHo onucaHve Tunoso ACY TIN; npeactaBneH o6wmii  aHanms
3awmueHHocT cospemeHHbIXx ACY TTI1; onucaHbl BO3MOXHble BekTopa atak Ha ACY TI1;
onucaH npumep nosy4yeHUs HecaHKUMOHMpoBaHHOro goctyna K ACY TI1 ¢ ncnonb3oBaHueM
nonckosmka Shodan; faHbl peKOMeHAaumMmn no obecrevyeHnto MHHOPMaLMOHHON 6e30MacHOCTH
ACY TI.

Kntouesble €noBa: aBTOMaTU3NPOBAHHbIE CUCTEMbI YrIPaBNeHNs, TEeXHONOMMYeCKne npoLecchl,
ACY TI1, nHdopmaumoHHas 6e30nacHOCTb, 3allumMTa MHopMaumi, BEKTOp aTaku, Shodan.
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MATEMATUYECKAA MOZE/Ib KAK CPEACTBO ONTUMN3ALNN CUCTEMBbI
ABTOMATUN3ALUNN MNMPOLECCA YTIPABJIEHNA MHUNOEHTAMK
VHPOPMALMIOHHOW BE3OMACHOCTU

AHHOTauus. CoBpemMeHHble MHOPMaLMOHHbIE TEXHOMOMMN OKa3blBatoT BCe GO/bLUee BAUSHUE
Ha AUHaAMWKY pasBUTMS W CTPYKTYpY YrMpaeneHus opraHmsaunen.  3deKTUBHOCTb
yrpaB/ieHYeCKOW LeATeIbHOCTU MPU BHELPEHUN COBPEMEHHbBIX MH(OPMALMOHHBIX TEXHOMOMMIA,
HanpsMyto 3aBWCUT OT KayecTsa YNpas/ieHUs MHUMAEHTaMU MH(OPMALMOHHON 6e30MacHOCTY.
BMmecTe € TeM, KaK B pPOCCUICKMX, TaK U B 3apy6eXKHbIX TpyAax He B [LOCTATOYHON CTeneHu
OCBELLeHbl  BOMPOCbl  OLEHKN  BAUAHMA  YNpaBfieHWs  WHUMAEHTaMU  MH(OPMALMOHHOM
6e30MacHOCT Ha KayecTBO U 3(MEKTUBHOCTb CUCTEMbI YyMpaBneHus npegnpusatuem. [na
PeleHnss 3TUX NpobneM  KIYEBbIM HanpaBleHNWEM ABMSETCA  ONTUMM3AUUA  CUCTEMBI
aBToMaTm3auMy rpolecca ynpaBneHUs WHUWUAEHTaMW  WH(OPMALMOHHON  6e30MacHOCTU.
CerogHa  ocoboe  BHMMaHue  yfensieTca  npoueccaMm  YNpaBfieHWs  UHUMAEHTamu
MH(OPMALMOHHON 6e30MacHOCTM Ha TakUX KPUTUYECKU BaXKHbIX 06bekTax Poccuitckoi
Pefepaumn, Kak DegepanbHas Hanoroeasd cnyxba Poccum  (PHC). [Ans  nocTpoeHus
maTeMaTuyeckord MoZenn OnTUMMU3aLMM  [AaHHOW CUCTeMbl MNpefsiaraeTcsd  UCnosb3oBaTb
mMaTeMaTU4ecKmii annapar Teopumn MaccoBOro 06CnyXuBaHus. PapaboTaHHas MOZeNb NO3BOMNT
OLEHUTb KayeCTBO YrpaB/IeHYeCKOW [eATeNIbHOCTM C YYeTOM MNpaBuil M OrpaHUYeHuid,
HaKNaAblBaeMbIX Ha CUCTEMY B/IUSHUAMMW peasibHbIX (PAKTOPOB MHUMAEHTOB MH(OPMAaLMOHHON
6esonacHocTM. B cTatbe paccmatpuBaeTcs MNpuMep, AEMOHCTPUPYIOLLMIA paboTy CUCTEMBI,
npvBeLeHbl MOMyYeHHbIE CTAaTUCTUYeCKMe [aHHble. [MOCTPOeHWe TakOW CUCTEMbI MO3BOMNT
MOBbICUTL KayecTBO MpefocTasnsieMbix PHC Poccum cepBMCOB M CKOPOCTb pearnpoBaHUs Ha
NHUMAEHTbI MHPOPMALMOHHOM 6e30MacHOCTY.

KntoueBble  cnoBa: yrposa  MHGOPMAaUMOHHOW  6e3onacHOCTM,  aBTOMaTU3MpPOBaHHaA
NH(OPMALMOHHAA CUCTEMA, WHUMAEHTbI  WHOPMAUMOHHOW  6e3onacHoCTK,  LleHTpbl
06paboTKN [faHHbIX PefepanbHO/ HaNoroBom Cny>k6el Poccun, ynpasneHne WHUMAEHTamu
MHChOpMaLOHHON 6e30NacHOCTM.
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Experience of the pilot implementation
of the european information sharing and alerting system in the field
of information security

Abstract. The formation of a global information society poses a particular challenge to the
development of an information security culture. In the Doctrine of Information Security of the
Russian Federation, adopted in December 2016, one of the main threats is the low awareness of
citizens in matters of ensuring personal information security.

One of the most important mechanisms for increasing competence and forming an in-formation
security culture, in addition to mass training of people, are methods of propaganda and creation
of "hot lines". They allow the general public to take the initiative in monitoring and reporting
computer incidents. The development of such approaches should be carried out taking into
account the international experience accumulated today.

To this end, the article examines the European experience of creating a system of information
and advisory assistance in the field of preventing threats to the security of public and corporate
information systems, primarily information and telecommunications networks, as well as
eliminating the consequences of threats in the information sphere. The analysis of the experience
of implementing the pilot project of the European Information Sharing and Alert System has
revealed the advisability of designing such systems on the basis of a management model with
four players that unites network operators, information producers (who are IT product suppliers
or IT security specialists); local information intermediaries and consumers of information. As a
model of the information flow, a node can be selected that runs a local web portal that provides
information to end users, generates new information, adapts information to the constraints of
various distribution channels, and to the characteristics of end-user target groups. The
methodology of the pilot project can be used in the design and deployment of a notification and
information exchange system aimed at end-users of several regions or countries cooperating in
the field of information security.

Keywords: information security, information security awareness, information sharing and
alerting system, culture ofinformation security.
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A New OS Architecture for loT

Abstract. Current computer operating systems architectures are not well suited for the coming
world of connected objects, known as the Internet of Things (loT) for multiple reasons: poor
communication performances in both point-to-point and broadcast cases, poor operational
reliability and network security, excessive requirements both in terms of processor power and
memory size leading to excessive electrical power consumption. We introduce a new computer
operating system architecture well adapted to loT, from the most modest to the most complex,
and more generally able to significantly raise the input/output capacities of any communicating
computer. This architecture rests on the principles of the Von Neumann hardware model, and is
composed of two types of asymmetric distributed containers, which communicate by message
passing. We describe the sub-systems of both of these types of containers, where each sub-
system has its own scheduler, and a dedicated execution level.

Keywords: Internet of Things (IoT), architectures, operating systems.
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Features of the model of main information failures in digital
CMOS VLSI at impact of the radiation

Abstract. The methods of information security, which are based on the use of functional-logical
modeling of very large digital integrated circuits (VLSI) under the influence of ionizing radiation
are considered. It is shown that the multiplicity of the node and the power of the spectrum are
more accurately described when using the concept of fuzzy multiplicity. Methods are proposed
for predicting LSI failures when exposed to ionizing radiation, which are based on the model of
fuzzy digital and probabilistic reliability automata. Moreover, the nature of their changes during
irradiation depends on many factors, including the type of radiation, its intensity and range, type
a criteria parameter characterizing the radiation resistance of ICs and work mode. Therefore, in
different ranges of levels or intensities of the impact of the IC model can be either of fuzzy or
probabilistic nature. Carrying out such a comparison is an essential step in the overall analysis of
the IC radiation resistance.

Keywords: topologicalprobabilistic models, fuzzy probability, areas ofuncertainty.
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Development of a wireless protection against imitation system for identification and control
of vehicle access

Abstract. This article deals with wireless systems for identification and control of vehicle access
to protected objects. Known systems are considered. As a result, it has been established that one
of the most promising approaches to identifying and controlling vehicle access to protected
objects is the use of systems based on the "friend or foe™ principle. Among these systems, there
are "one-directional” and “bedirectional" identification and access control systems.
"Bidirectional” systems are more preferable for questions of identification and access control.
However, at present, these systems should have a reduced probability of recognizing the
structure of the request and response signals because the potential attacker can easily perform
unauthorized access to the radio channel of the system. On this basis, developed a wireless
system identification and control vehicle access to protected objects based on the principle of
"friend or foe", featuring increased protection from unauthorized access and jamming through
the use of rewritable drives chaotic sequences. In addition, it’s proposed to use to identify the
vehicle's RFID tag containing additional information about it. Are some specifications of the
developed system (the possible frequency range of the request-response signals, the
communication range, data rate, the size of the transmitted data, guidelines for choosing RFID).
Also, with the help of fuzzy logic, was made the security assessment from unauthorized access
request-response signals based on the system of "friend or foe", which are transferred via radio
channel, developed systems and analogues. The security assessment of the developed system
shows an adequate degree of protection against complex threats (view, spoofing, interception
and jamming of traffic) in comparison with known systems of this class. Among the main
advantages of the developed system it’s necessary to mention increased security from
unauthorized access and jamming through the use of rewritable drives chaotic sequences, in
which you can potentially use a wide class of chaotic signals. It should also be noted the
increased likelihood of identification check the vehicle through the use of the principle of "friend
or foe" and RFID. Among the main disadvantages of the proposed system it should be noted the
need for precise synchronization between transmitting and receiving sides.

Keywords: identification, access control, vehicles, radio channel, protection against imitation,
chaotic signals.
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Application of dependability and risk analysis methods in the process of implementation,
prediction and evaluation of electronic equipment radiation hardness

Abstract. The relationship between the concepts of "quality”, "dependability”, "hardness” of
products and "risk" is established. The domestic and foreign experience, as well as international,
national and industry standards in the field of quality assurance of electrotechnical systems for
various purposes are considered. It was revealed that the foreign industry standards in the field of
quality assurance of space systems use the term "dependability” (in the domestic terminology it
is similar to the notion of "reliability"), including the concept of radiation resistance. The
correlation among foreign industry, international and national standards is defined. General
information on the main methods of analysis and assessment of dependability and risk, presented
in domestic and foreign documents, are considered. The authors of the paper propose to apply
the existing developed methodology of analysis and evaluation of dependability and risk for the
tasks of ensuring, predicting and assessing the radiation hardness of space systems at all stages
ofthe life cycle.

Keywords: quality, dependability, radiation hardness, electronic equipment, risk.
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Development Intrusion Prevention System by Using Parallel Programming and Fault
Tolerance Technology

Abstract. One of the first threats that prompted the creation of intrusion prevention systems is
considered to be the "Morris worm™, which hit computers in late 1988. Intrusion prevention
systems evolved, and eventually became a full-fledged system incorporating special proactive
methods to prevent attacks, designed to protect against various kinds of threats. Among the
proactive intrusion prevention systems are the following: a behavioral process analyzer for
analyzing the behavior of processes running in the system, eliminating the possibility of
infection on the computer, locking the ports, blocking the DoS attacks.

In article the developed system of prevention of invasions is described. It is more effective to
develop and use the systems of prevention of invasions as separate means of protection which
will serve as the intermediary between the protected and opened networks. It is more expedient
to organize prevention of the attacks at the level of concrete knot, by control of all system calls.
Special attention in article is paid to use of technologies of parallel programming in the
developed system. The main advantages of system of fault tolerance and the used algorithms for
realization of technology of prevention of invasions are described.
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Keywords: the intrusion prevention system, secure communication, fault tolerance, parallel
programming, viruses, virtualization, malicious traffic.
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Approaches to determining the reliability of a multimodal three-dimensional
dynamic signature

Abstract. The market of modern mobile applications has increasingly strict requirements for the
authentication system reliability. This article examines an authentication method using a
multimodal three-dimensional dynamic signature (MTDS), that can be used both as a main and
additional method of user authentication in mobile applications. It is based on the use of gesture
in the air performed by two independent mobile devices as an identifier.

The MTDS method has certain advantages over currently used biometric methods, including
fingerprint authentication, face recognition and voice recognition. A multimodal three-
dimensional dynamic signature allows quickly changing an authentication gesture, as well as
concealing the authentication procedure using gestures that do not attract attention. Despite all its
advantages, the MTDS method has certain limitations, the main one is building functionally
dynamic complex (FDC) skills required for accurate repeating an authentication gesture.

To correctly create MTDS need to have a system for assessing the reliability of gestures.
Approaches to the solution of this task are grouped in this article according to methods of their
implementation. Two of the approaches can be implemented only with the use of a server as a
centralized MTDS processing center and one approach can be implemented using smartphone's
own computing resources. The final part of the article provides data of testing one of these
methods on a template performing the MTDS authentication.

Keywords: authentication, mobile device, accelerometer, personalized gestured, in-air signature,
handwaving authentication.
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Two-component network model in voice identification technologies

Abstract. Among the most important parameters of biometric systems with voice modalities that
determine their effectiveness, along with reliability and noise immunity, a speed of identification
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and verification of a person has been accentuated. This parameter is especially sensitive while
processing large-scale voice databases in real time regime. Many research studies in this area are
aimed at developing new and improving existing algorithms for presentation and processing
voice records to ensure high performance of voice biometric systems. Here, it seems promising
to apply a modern approach, which is based on complex network platform for solving complex
massive problems with a large number of elements and taking into account their
interrelationships. Thus, there are known some works which while solving problems of analysis
and recognition of faces from photographs, transform images into complex networks for their
subsequent processing by standard techniques. One of the first applications of complex networks
to sound series (musical and speech) analysis are description of frequency characteristics by
constructing network models - converting the series into networks. On the network ontology
platform a previously proposed technique of audio information representation aimed on its
automatic analysis and speaker recognition has been developed. This implies converting
information into the form of associative semantic (cognitive) network structure with amplitude
and frequency components both. Two speaker exemplars have been recorded and transformed
into pertinent networks with consequent comparison of their topological metrics. The set of
topological metrics for each of network models (amplitude and frequency one) is a vector, and
together those combine a matrix, as a digital "network™ voiceprint. The proposed network
approach, with its sensitivity to personal conditions-physiological, psychological, emotional,
might be useful not only for person identification, but also for determining his /her condition.

Keywords: biometric modalities, sound information, speaker identification, complex net-works,
amplitude, frequency.
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Information security of industrial control systems: possible attack vectors and protection
methods

Abstract. Industrial control systems are employed in numerous critical infrastructure assets
including oil and gas pipelines, water distribution systems, electrical power grids, nuclear plants
and manufacturing facilities. Today the problem of ensuring information security of the
industrial control system is quite acute. Specialists from different countries conducted a large
number of studies in this field. The ability of intruders to discover industrial devices accessible
via the Internet and to obtain unauthorized access to them is of concern to information security
professionals. The Shodan search engine provides the attacker with a powerful tool to identify
industrial control systems and their components and subsequent malicious effects on them.

In this article the author describes the typical industrial control system, presents general analy-sis
of the security of modern ICS and describes possible attack vectors on the ICS. An example of
obtaining unauthorized access to industrial control systems using the Shodan search engine is
described and recommendations how to ensure information security of the industrial control
system are given.
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Keywords: industrial control systems, technological processes, ICS, Information Security, data
protection, attack vector, Shodan.
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Mathematical model as means of optimization of the automation system of the process of
incidents of information security management

Abstract. Modern information technologies have an increasing importance for development
dynamics and management structure of an enterprise. The management efficiency of
implementation of modern information technologies directly related to the quality of information
security incident management. However, issues of assessment of the impact of information
security incidents management on quality and efficiency of the enterprise management system
are not sufficiently highlighted neither in Russian nor in foreign literature. The main direction to
approach these problems is the optimization of the process automation system of the information
security incident management. Today a special attention is paid to 1T-technologies while dealing
with information security incidents at mission-critical facilities in Russian Federation such as the
Federal Tax Service of Russia (FTS). It is proposed to use the mathematical apparatus of
queueing theory in order to build a mathematical model of the system optimization. The
developed model allows to estimate quality of the management taking into account the rules and
restrictions imposed on the system by the effects of information security incidents. Here an
example is given in order to demonstrate the system in work. The obtained statistical data are
shown. An implementation of the system discussed here will improve the quality of the Russian
FTS services and make responses to information security incidents faster.

Keywords: information security threat, automated information data system, information security
incidents, Data-processing centers of Federal Tax Service of the Russian Federation,
management ofincidents ofinformation security.
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TpeboBaHUSIM:

- TemMa CTaTbM [O/MKHA OblTb aKTyaslbHOW, MMeTb Hay4yHOe WM MPaKTUYeCKOe 3HayeHue U
ny6/11MKOBaTLCA aBTOPaMu BrepBble;

- PYyKONuCb A0/MKHa 6bITh 0thopM/ieHa TONbKO B hopmaTe *.doc, nonoca A4, kernb 12, wpudt
TimesNewRoman, nHTepBan NoayTOPHBIA;

- B Hayasie cTaTby MAYT CBEAEHMS O CTaTbe Ha aHI/IMACKOM SA3biKe: . O. damununs aBTopos (no
LIEHTPY, CTPO4YHbIMM OyKBaMW); Aanee CBefeHWA 00 aBTopax - AO/HKHOCTb, Y4YeHas CTereHb,
y4YeHOe 3BaHVe, MeCTO paboTbl, KOHTaKTHbIN TeneoH, afpec 3MEKTPOHHOW MOYTbl U JINYHbIN
naeHTMgpukatop ORCID (No LeHTPY, CTPOYHbIMKU ByKBaMK, KYPCUB); 3aTeM Ha3BaHue ctatby (Mo
LIEHTPY, CTPOYHbIMM OyKBaMKn, MOMY>KUPHO C NOAYEPKMBAHMEM); K/IHOUeBble cfioBa (He 6oree
LLIECTW, MO LUMPUHE, KypcuB); aHHOTaums (8-12 CTpOK, MO LWMPUHE, CTPOYHLIMKU ByKBaMN);

- [anee UAYT CBeAeHUs O CTaTbe Ha PYCCKOM fA3bike: N.O. damunna aBTopoB (MO LEHUTPY,
CTPOYHbIMU OyKBamK); fasee CBefeHWA 06 aBTopax - [O/DKHOCTb, Y4YeHas CTemneHb, Y4eHoe
3BaHMe, MECTO paboTbl, KOHTaKTHbIA TenedioH, adpec  3MEKTPOHHOW  MNo4YTbl U
NNYHBIN naeHTugrkatop ORCID (Mo LeHTpY, CTPOYHbIMU GYKBaMK, KYPCWB); 3aTEM Ha3BaHue
cTaTby (N0 LEHTPY, CTPOUHBbIMM OyKBaMU, NOMY>XMPHO C NOAYEPKMBAHNEM); K/IHOUEBbIE C/IOBA (He
6onee LWecTH, Mo LWMPUHEe, KypCuB); aHHOTaums (8-12 CTpOK, Mo LWMpKHEe, CTPOUHBLIMU BYKBaMK);
- 3aTem MAET TEeKCT CTaTbM Ha PYCCKOM W aHT/IMIACKOM $A3bIKe, Ker/lb 12, UHTepBas Moy TOPHBIN,
PEKOMEH/YEMbIN 06LLMIA 06BEM CTaTbW He JO/MKEH NpeBbiwaTb 10 cTpaHuu, BKIoYas Tabnmupl,
NNIKCTpaLmy,

- B KoHue cTatb npusogutca CIMNCOK JIUTEPATYPbIl, B KOTOpPOM YyKa3aH
oménmnorpatyecknii  CMCOK WCTOYHUKOB NIUTEpaTypbl, O(OPM/IEHHbIA B COOTBETCTBUU C
[eCTBYIOWMMY CTaHAapTaMn (Kak npaeuio, He MeHee 15 HauMeHOBaHWA);

- nocne cnucka nutepatypbl naetT REFERENCES, B KoTOpoM 3T 6ubnunorpadguyeckune
NCTOYHUKN LO/MKHBI ObITb HANMCaHbl NaTUHWULER (T.e. NaTUHCKMMKU ByKBamm).

Ycnosus or|y6r| MKOBaHNA CTaTbl:

- CTaTbl MOXeT ObITb BbIC/IAaHA MO 3/IEKTPOHHOW MNOYTe WKW NpefcTaBineHa B pefakuuio Ha
OYyMaXXHOM (OLHOM 3K3eMMJISIPE) U INEKTPOHHOM HOCUTENSAX (KPOME AUCKET);

- pefakUMOHHasA KOMNernus XypHana cnefyet 3aTMY4eCKUM HopMaM, NPUHATLIM B MEXAYHapo4HOM
Hay4HOM COO0O6LLEeCTBe, ONMpascb Ha pekomeHgauuy KomuteTa no aTUKe Hay4YHbIX My6nmKaumi,
He NPOTMBOpeYaLLMM HOpPMaM POCCUMICKOro 3akoHOoAaTe/lbcTBa B 06/1aCTAX  perynvMpoBaHus
[eAaTe/IbHOCTY CPefACTB MaccoBO MHOPMaLUK 1 aBTOPCKOro MNpasa;

- CTaTbW, He COOTBETCTBYIOLLME YCTAHOB/IEHHbIM TPEOOBaHMAM MPeACcTaBeHNs 1 0hOPMIEHNS,
He paccmaTpuBatoTCsA U He Ny6InKYHTCS;

- B OHOM HOMepe XXypHana ny6nmKyeTcsi, Kak npaBnsio, TOIbKO OfiHa CTaTbs aBTopa, B TOM YKC/e
C CoaBTOpamu;

-aBTOPbl [O/DKHbI MNPEefOCTaB/ATb TOMBbKO OpPUTrMHAa/bHbIE pPaboTbl, NPU  UCMOMb30BaHUN
TEKCTOBON WM rpadmyeckoii MHGopMauum, MosyYeHHON n3paboT Apyrux nud, HeobXoAuMbl
CCbI/IKW Ha COOTBETCTBYHOLLME NYOAMKaLMA UK NMUCbMEHHOE pa3peLLeHe aBTopa;

- peweHve 0 Nyb6nMKaumy pyKonucu MNpUHUMAETCH pefakUMOHHOW KOMervein Ha OCHOBaHUU
pesynbTarta peLeH3MpoBaHns MU 3KCMEPTHON OLEHKN KBIM(IULMPOBAaHHLIMW CreuuaincTaMmmn B
o6nactu UB;

- B C/lyyae npuema pykonucu K nyonvkauuy aBTop AO/HKEH OMepaTVBHO AaBaTb OTBETbl Ha
BOMPOChI pefakuuu, CBA3aHHbIE C 3aMeYaHus MU M0 CTaTbe;

- B C/ly4yae OTKasa B Ny6/mKaumm pefakuMoHHas KONierns gomkHa npefocTaBuTb aBTopy KOnuo
peLeH3nn 1 060CHOBaHME 0TKasa ny6mKauuu;

BE3OMACHOCTb MH®OPMALMOHHbLIX TEXHO/IOIUW = IT Security, Tom 25, Ne 1(2018) 123



- nojaya CTaTbM B 60/iee YeM OAWH >KYpPHan OAHOBPEMEHHO paCLEHMBAETCA Kak HeaTU4HOoe
NoBeAgHNE U ABNSETCA HEMNPUEM/IEMOIA;
- CTaTbyM Ny61MKyHOTCA BecrnnaTHo.

MPABUNA OPOPMJIEHUA TEKCTOB ANA MYBANKALNN

1 CraTbl HeobX0AMMO Mojasath B 3/1eKTPOHHOM Buge (*.doc unm *.rtf) ¢ pacnevatkoin (nnm
(hainnom B hopmate *.pdf) - BO n36eXKaHMe HETOUYHOCTEN NPOUTEHMS (hopMy/I.

2. KapTuHku, rpatuku, goTtorpaum u gpyrve Buibl UAIKOCTPaLMiA, MO BO3MOXHOCTK, Cleayet
NpPeLoCTaB/ATb He TOMbKO BK/IKOYEHHLIMW B TEKCT, HO W OTAE/bHbIMU (haillaMn B UCXOLHOM
(hopmate (He MHTerpupoBaHHbLIMU B AOKYMeHT Word).

3. CokpallleHus 1 abbpeBmaTypbl, KOTOPbIX HET B CMIUCKE COKPALLEHNIA, HEOOXOAMMO PacKpbIBaTb
(B ckobKax WM B CHOCKE).

4. [aBasi B TEKCTe CTaTbM CCbINIKA Ha (DOPMY/Ibl, BbIPOKEHWUS WM OrpaHNUYeHuns, MOXanymncra,
ybeanTecb B TOM, YTO COOTBETCTBYHOLLME 0OBEKTbI B CTaTbe eCTb U NMPOHYMEPOBaHbI.

5 Ccbinkn Ha nutepatypy ChefyeT faBaTb B TeKCTe B KBaApaTHbIX CKOOKax, B Cllydae
LUMTUPOBAHUSA - C YKa3aHWEM CTPaHULL.

6. Mpy odopmMneHnn cnucka NUTepaTypbl XenatesbHO o6paliaTb BHUMaHWe Ha Haanyue
BbIXOAHbIX [aHHbIX paboT M u3beraTb MOBTOPHbLIX YKa3aHWn OAHOW M TOW >Xe paboTbl Mof
pasHbIMWY HOMepamu.

7. CCbl/IKM Ha 3aKOHbl, HOPMATVBHbIE aKTbl, KOH(EHLUMN N MpoYee XKenaTe/lbHO YKasblBaTb Mo
YCTaHOBNEHHOM (hopMe: 3aKOH PP «  » OoT X MecAuaxxxx r.Ne . CT. .

8. MHOA3bIYHbIE C€10Ba, TEPMUHbI U (PaMuIMK, HamnuMcaHue KOTOPbIX [OMYCKaeT BapuaHTbl,
npocsba nucatb B Npegenax Of4HOM CTaTbh O4MHAKOBO.

3apaHee cnacubo,
peflakLMOHHas Konnerms
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AUTHOR GUIDELINES

The articles submitted to the editors must meet the following requirements:

- the topic of the article should be relevant, have scientific or practical significance and be
published by the authors for the first time;

- the manuscript should be formatted only in * .doc or pdf format, A4 strip, size 12
TimesNewRoman font, one-and-a-half interval;

- in the beginning of the article there are information about the article in English: 1.0. Name of
authors (centered, lower case); Further information about authors - position, academic degree,
academic title, place of work, contact phone number, e-mail address and personal identifier
ORCID (centered, lowercase, italics); Then the title of the article (centered, lowercase, bold with
underline); Keywords (no more than six, in width, italics); Annotation (8-12 lines, width, lower
case);

- Further information on the article is in Russian: 1.0. The authors' surname (for jubilus, lower
case letters); Further information about authors - position, academic degree, academic title, place
of work, contact phone number, e-mail address and personal identifier ORCID (centered,
lowercase, italics); Then the title of the article (centered, lowercase, bold with underline);
Keywords (no more than six, in width, italics); Annotation (8-12 lines, width, lower case);

- then the text of the article is in Russian or English, size 12, interval one and a half, the
recommended total volume of the article should not exceed 10 pages, including tables,
illustrations;

- at the end of the article the LIST OF LITERATURE is given, in which the bibliographic list of
sources of literature is indicated, drawn up in accordance with the current standards (as a rule, not
less than 15 titles);

- after the list of literature is REFERENCES, in which these bibliographic sources should be
written in Latin (ie Latin letters).

Terms of publication of the article:

- the article should be sent by e-mail;

- The editorial board of the journal follows the ethical standards adopted in the international
scientific community, relying on the recommendations of the Ethics Committee of scientific
publications that do not contradict the norms of Russian legislation in the field of regulation of the
activities of the media and copyright;

- articles that do not meet the requirements for presentation and processing are not considered or
published,;

- in one issue of the journal, as a rule, only one author's article is published, including co-authors;
-authors should provide only original works, if text or graphic information obtained from other
persons is used, references to the relevant publications or the author's written permission are
necessary;,

- the decision to publish the manuscript is made by the editorial board on the basis of the result of
peer review and expert evaluation by qualified specialists in the field of information security;

- in the case of receipt of the manuscript for publication, the author must promptly give answers
to editorial questions related to comments on the article;

- in case of refusal to publish, the editorial board should provide the author with a copy of the
review and justification for refusing the publication;

- Submitting an article to more than one journal is simultaneously regarded as unethical behavior
and is unacceptable;

- articles are published for free.
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Rules for publication of texts

1 Articles must be submitted electronically (* .doc or * .rtf) with a printout (or a file in * .pdf
format) - to avoid inaccuracies in reading the formulas.

2. Pictures, graphics, photographs and other types of illustrations should, if possible, not only be
included in the text, but also separate files in the original format (not integrated into the Word
document).

3. Abbreviations and abbreviations, which are not on the list of abbreviations, should be disclosed
(in parentheses or in a footnote).

4. By providing links to formulas, expressions or restrictions in the text of the article, please make
sure that the relevant objects in the article are numbered and numbered.

5. References to the literature should be given in the text in square brackets, in the case of citations,
with pages.

6. When preparing a list of literature, it is desirable to pay attention to the availability of output
data of works and to avoid repeated instructions of the same work under different numbers.

7. References to laws, regulations, confessions and so on should be indicated in the prescribed
form: the Law ofthe Russian Federation " " of x month xxxx, No._ . Art. .

8. Foreign words, terms and surnames, the spelling of which allows variants, please write within
the same article the same way.

Submission Preparation Checklist

As part ofthe submission process, authors are required to check off their submission's compliance
with all of the following items, and submissions may be returned to authors that do not adhere to
these guidelines.

1 This article has not been previously published, and not submitted for review and
publication in another journal (or a corresponding explanation if otherwise in the
Comments to the editor).

2. File with the articles submitted in the one jf the following document format OpenOffice,
Microsoft Word, RTF, or WordPerfect.

3. The full web address (URL) for links are given where it is possible.

4. The text is single-spaced; uses a font size of 12 points; to highlight use italics, not
underlining (except for URL addresses); all illustrations, graphs and tables located in the
appropriate places in the text, not at the end of the document.

5. The text complies with the stylistic and bibliographic the requirements described in the
Guide for authors, on the "About the journal” page.

6. Ifyou are submitting an article in a peer reviewed section of the journal then the document
meets the requirements to ensure blind peer review.

Privacy Statement
The names and email addresses entered in this journal site page will be used exclusively for the

purposes specified by this journal and will not be used for any other purposes or will not be given
over to another individuals and organizations.
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