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To the problem of assessing and ensuring the correctness of business processes  
DOI: http://dx.doi.org/10.26583/bit.2019.3.01 

 
Abstract. In modern conditions, it can be stated that the classical methods of information and 
technological security related to the formulation of security policy for the developed and implemented 
information system lose value and efficiency, because they lag behind the development of information 
technology itself, do not fit into the speed of software updates and changing user needs. To solve these 
problems, the concept of the business process as a target function implemented by the information 
(computer) system is considered, the concept of correctness ("health") of the business process is 
introduced. Based on the subject-object model of a computer system, a mathematical model of a healthy 
business process as a trajectory or a family of desirable trajectories in the state of an information system 
is proposed. Based on this model, we propose consistent practical implementation of the platform to 
ensure the health of the business process as a set of interface that displays indicators of the health of the 
business process, reports, alerts, predicates (predictors or extrapolators in the form of formal expressions), 
the correlator – the core of the platform that controls the logic and contains information models, patterns 
(sample trajectories), the rules of response to events, the database storage of the business process and the 
connector that normalizes the data of the business process. From the point of view of the system-
analytical approach, this platform is an information-analytical system that forms a new property – the 
health of the business process, aimed at reducing resource losses by identifying and preventing violations 
(in particular, cybercrime and fraud) at the process level, as well as the formation of the control 
environment of the business process. There is also a practical example of ensuring the health of the 
business process for the logistics system. Thus, a new universal methodological approach to assessing and 
ensuring the correct functioning of business processes on the basis of a new paradigm of trust 
(correctness) of the subject-object model of the business process and the concept of health of the business 
process is proposed, the concept of a platform for ensuring the health of the business process is proposed. 
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The results of the work can be widely used for the design and evaluation of systems of technological and 
financial profile. 
Keywords: the business process, the trust model of the business process, the health of the business 
process, a reference point, the maturity of the platform, the metric of the health of the business process, 
subject-object model, logistics, information artifacts. 
For citation: KASPERSKAYA, Natalya I. et al. To the problem of assessing and ensuring the correctness of business 
processes. IT Security (Russia), [S.l.], v. 26, n. 3, p. 8-21, 2019. ISSN 2074-7136. Available at: 
<https://bit.mephi.ru/index.php/bit/article/view/1213>. Date accessed: 11 sep. 2019. 
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(Fig. 2. Internal control of invoices in logistics (ensuring a healthy logistics business process)) 
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Abstract. The article considers the program of professional development that allows to gain the necessary 
knowledge and abilities in the field of safety of the critical information infrastructure (CII). This program 
explains actions of public authorities, institutions and other organizations for fulfilling the requirements 
of the Federal law of July 26, 2017 No. 187 “About safety of critical information infrastructure of the 
Russian Federation”. The purpose of the article is to describe the features of implementation of the 
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training, structure of the final assessment, types of qualification documents are given. The article also 
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describes the educational requirements for students entering and features of teaching the program and 
interaction with students within a course. Special attention is paid to the practical issues contained in the 
program related to the organization of secure network communication between elements of the critical 
information infrastructure using “m-TrusT” microcomputers. As a result of successful mastering of the 
program, students receive standard certificates and with information obtained on the course could 
organize works on categorization of the objects of the CII’s and fulfill the requirements of Federal Law 
No. 187 for them. 
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Abstract. The paper is exploring the concept of implementing multi-currency secure cold wallet on the 
basis of the microcomputer with dynamically variable architecture MKT. This device is based on the new 
Harvard architecture, a modification of the classic Harvard architecture, using immutable memory (to 
ensure the integrity and immutability of the operating system) and session memory blocks (to ensure the 
correct operation of the software). The paper describes the work mechanism of blockchain and blockchain 
transactions, the basic principles of cryptocurrency storage. The implementation of the system algorithm 
for offline signing of transactions and protocols that provide a hierarchical key generation based on HD 
Wallet technology are reviewed. It is proposed to divide the functionality of the multi-currency wallet 
into two groups intended for execution either in the operating system that is read-only or available both 
for reading and writing. The scenario of execution of the working cycle of the designed system is 
described. 
Keywords: New Harward architecture, dynamically variable architecture, blockchain, offline transaction 
signature, HD wallet. 
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(Fig. 1 Working scheme of the designed system) 
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(Fig. 2. Part of the ontology of the subject area "Preliminary investigation») 
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. 3.    
(Fig. 3. Conceptual model of information and analytical decision support system) 
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Possibilities and limitations of focused laser technique application for SEE sensitivity 

parameters estimation  
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Abstract. The paper analyzes the applicability of methods for estimating the parameters of the VLSI 
sensitivity by single radiation effects (SEE) using focused laser radiation of picosecond duration in order 
to expand their application for submicron VLSI. A comparison of ionization track structure from a heavy 
charged particle and the ionization region of a semiconductor structure under focused laser radiation is 
made. It is shown that the comparison of geometric dimensions should be carried out during the 
ionization reaction, when the ionization region of the track expands due to ambipolar diffusion. 
Limitations due to the influence of optical inhomogeneities located on the surface of the VLSI chip, as 
well as under irradiation from the bottom side of the chip are determined. It is shown that laser methods 
can be applied to estimate the dependences of cross sections of single radiation effects as a function of 
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linear energy transfer (LET) for semiconductor structures with sizes significantly smaller than the 
diameter of the focused laser radiation. Additional features of laser methods are presented to determine 
the SEE location on chip surface and to study the influence of the electrical mode and the effectiveness of 
SEE parry methods. The presented results allow the use of laser technique to estimate SEE sensitivity 
parameters estimation for deep submicron VLSI. 
Keywords: single event effects, focused picosecond laser beam, SEE sensitivity parameters. 
For citation: Chumakov, Alexander I. Possibilities and limitations of focused laser technique application for SEE 
sensitivity parameters estimation. IT Security (Russia), [S.l.], v. 26, n. 3, . 58-67. 2019. ISSN 2074-7136. Available 
at: <https://bit.mephi.ru/index.php/bit/article/view/1217>. Date accessed: 11 sep. 2019. 
doi:http://dx.doi.org/10.26583/bit.2019.3.05. 
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(Fig. 1. Laser radiation energy losses in the sensitive volume (SV) of VLSI element irradiated by from front 

chip side: 1 – passing of laser beam through silicon dioxide with energy losses in the upper layers of silicon;  
2 – additional losses in polysilicon (PSi); 3 – additional energy losses of laser beam in the upper lying n + / p 

+ layers; 4 – optical reflection from the chip surface; 5 – optical energy losses on the metallization layers 
(M); 6 – secondary laser radiation after internal reflection from chip surface; 7 – secondary laser radiation 
after multiple reflection from multi-level metallization; 8 – optical scattering; 9 – laser reflection from the 
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layers; 3 – optical reflection from the chip surface; 4 – secondary laser radiation after internal reflection from 
chip surface; 5 – secondary laser radiation after internal reflection from metallization) 
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Abstract. The results of the systematization of measures to protect information resources from attacks on 
the supply chain of software and computer systems are presented. The phenomena, relevance and 
popular topics of protecting the supply chains of IT products are noted. Statistics on borrowed 
components of software products and software systems are presented. Examples of computer attacks on 
resources and processes of the software supply chain are given. The analysis of the existing 
terminological base in the field of security of supply chains of software is carried out. The features of 
the terms for supply chain and supply chain attack are formulated. The analysis of existing models of 
information security threats associated with computer attacks on the supply chain of software products is 
done. Limitations of models of threats to information security of the software supply chain are revealed. 
A review and systematization of measures to protect information from threats in the information sphere 
related to computer attacks on the software supply chain has been carried out. Known regulatory and 
methodological documents in the field of the supply chain of IT products are considered. It is concluded 
that it is necessary to develop the Russian legislative and regulatory framework for information security 
on the subject of software supply chains. A version of the systematics of information security measures 
in the life cycle of software delivery of information systems is proposed. Classification signs such as the 
used controls, information security methods, phases of the software development process are proposed. 
Possible directions of improving measures to protect information from computer attacks on the supply 
chain of software in the national and international information security are formulated. 
Keywords: logistics chain, supply chain, supply chain attacks, information security, software delivery, 
secure supply chain management, threat taxonomy, controls systematics. 
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(Fig. 2. Results of systematization of information protection measures against threats related to supply 
chain attacks) 

 
 

        
 ,     ,   

 (  )    , 
     . 

       
  : 
•       , 

 ,      ; 
•           

 ; 
•         



 
 

 . ,  . ,  .  
       

  

   = IT Security,  26,  3 (2019) 
 

77

   -  ,    .; 
•       

:     , 
  ,     . .; 

•       
 ,      . 

         
       

 : 
•     ( ,  «  

 »)        
,      , 

 ,   ,  
 ,   ; 

•        
,       
  ; 

•         
      (       

        –   58412    
     ); 

•           
; 

•          
,     ,   .; 

•         (   
)  -   (      

  –       
  ) [16, 22]; 

•       
 ,           
      ; 

•          ; 
•  ,     

       (   
,   ). 

 
 : 

1.  . .,  . .,  . .     
        // 

    . 2012.  9 (99). . 26 33. 
2.  . .,  . .,  . .     

    //     . 2016.  
 3. . 162 168. 

3. Boiko A., Shendryk V., Boiko O. Information systems for supply chain management: uncertainties, risks and 
cyber security. Procedia Computer Science. V. 149, 2019. . 65-70. DOI: 10.1016/j.procs.2019.01.108. 

4.  . .  :   //  . . 
2019.  3 (87). . 16 24. 

5.  .  @.    / .  . - .:  - , 2016. –390 . 



 
 

 . ,  . ,  .  
       

  

   = IT Security,  26,  3 (2019) 
 

78

6.  . .;  . .;  . .   «  »   . 
  , [S.L.], v. 24, n. 3. P. 18 29, July 2017. ISSN 2074-7136. 

URL: https://bit.mephi.ru/index.php/bit/article/view/260 (  : 01.12.2017).  
DOI: http://dx.doi.org/10.26583/bit.2017.3.02.  

7.  . .,  . . -       
  Stuxnet //  . 2013.  1 (1). . 28 36.  

DOI: 10.21681/2311-3456-2013-1-28-36. 
8. Brown C., Dog S., Franklin J.M. and etc. Assessing Threats to Mobile Devices & Infrastructure. The Mobile 

Threat Catalogue. NISTIR 8144 (draft). NIST, 2016. 50 p. DOI: 10.6028/NIST.IR.8144. 
9. Miller, J.F. Supply Chain Attack Framework and Attack Patterns. MTR 14-0228. MITRE, 2013. P. 86.  

URL: https://www.mitre.org/sites/default/files/publications/supply-chain-attack-framework-14-0228.pdf. 
10. Reed M., Miller J.F., Popick P. Supply Chain Attack Patterns: Framework and Catalog. Office of the Deputy 

Assistant Secretary of Defense, 2014. 88 p. URL: https://www.acq.osd.mil/se/docs/Supply-Chain-WP.pdf 
(  : 21.07.2019). 

11.  . .    (Spigel).  1.  //  
. 2014. 2 (3). . 60 65. 

12.  . .    (Spigel).  2.    //  
. 2014. 4 (7). . 60 68. 

13. Yuan X., Nuakoh E.B., Beal J.S., Yu H. Retrieving relevant CAPEC attack patterns for secure software 
development. In Proceeding of CISR '14 Proceedings of the 9th Annual Cyber and Information Security 
Research Conference (Oak Ridge, Tennessee, USA, April 08 - 10, 2014). ACM New York, NY, USA, 2014. 
P. 33 36. DOI: 10.1145/2602087.2602092. 

14. Blank R.M. (ed.), Gallagher P.D. (ed.) Guide for Conducting Risk Assessments. NIST SP 800-30, NIST, 
2012, Rev.1. 95 p. URL: https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final (  : 
21.07.2019). 

15.  . .,  . .,  . .      
 //   . 2016.  7. . 30 33. 

16. Barabanov A., Grishin M., Markov A., Tsirlov V. Current Taxonomy of Information Security Threats in 
Software Development Life Cycle. In: 2018 IEEE 12th International Conference Application of Information 
and Communication Technologies (AICT). IEEE (17-19 Oct 2018, Almaty, Kazakhstan). 2018. P. 356 361.  
DOI: 10.1109/icaict.2018.8747065. 

17. Boyens J., Paulsen C., Moorthy R., Bartol N. Supply Chain Risk Management Practices for Federal 
Information Systems and Organizations. NIST SP 800-161. NIST, 2015, 282 p. DOI: 10.6028/NIST.SP.800-161. 

18. Sigler K., Shoemaker D., Kohnke A. Supply Chain Risk Management: Applying Secure Acquisition 
Principles to Ensure a Trusted Technology Product. Auerbach Publications, 2017. – 278 p. 

19. Alzahrani N., Bulusu N. Block-Supply Chain: A New Anti-Counterfeiting Supply Chain Using NFC and 
Blockchain. In Proceedings of the 1st Workshop on Cryptocurrencies and Blockchains for Distributed 
Systems (CryBlock'18). ACM, New York, NY, USA, 2018. P. 30 35. DOI: 10.1145/3211933.3211939. 

20. Hepp T., Wortner P., Schönhals A., Gipp B. Securing Physical Assets on the Blockchain: Linking a novel 
Object Identification Concept with Distributed Ledgers. In Proceedings of the 1st Workshop on 
Cryptocurrencies and Blockchains for Distributed Systems (CryBlock'18). ACM, New York, NY, USA, 
2018. P. 60 65. DOI: 10.1145/3211933.3211944. 

21. Ray S., Chen W., Cammarota R. Protecting the supply chain for automotives and IoTs. In Proceedings of the 
55th Annual Design Automation Conference (DAC '18). ACM, New York, NY, USA, 2018. Article 89.  
P. 1 4. DOI: 10.1145/3195970.3199851. 

22.  . .,  . .,  . .        
    //    . 2015.  4.  

. 166 174. DOI: 10.15827/0236-235X.112.166-174. 
 
REFERENCES:  
[1] Buryak YU.I., Amirhanyan V.G., Kalinin V.L. Obespechenie bezopasnosti cepej postavok promyshlennoj 

produkcii na baze ispol'zovaniya sovremennyh informacionnyh tekhnologij, Vestnik komp'yuternyh i 
informacionnyh tekhnologij. 2012, n. 9 (99). S. 26 33 (in Russian). 

[2] Pogodina V.V., Aristov A.M., Aristov V.M. Problema obespecheniya informacionnoj bezopasnosti 
logisticheskih processov na predpriyatii, ZHurnal pravovyh i ekonomicheskih issledovanij. 2016, n. 3.  
S. 162 168 (in Russian). 

[3] Boiko A., Shendryk V., Boiko O. Information systems for supply chain management: uncertainties, risks and 
cyber security. Procedia Computer Science. V. 149, 2019. P. 65 70. DOI: 10.1016/j.procs.2019.01.108. 



 
 

 . ,  . ,  .  
       

  

   = IT Security,  26,  3 (2019) 
 

79

[4] Petrenko S.A. Upravlenie kiberustojchivost'yu: postanovka zadachi, Zashchita informacii. Insajd. 2019, n. 3 
(87). S. 16 24 (in Russian). 

[5] Harris SH. Kiber vojn@. Pyatyj teatr voennyh dejstvij/Per. s angl. -M.: Al'pina non-fikshn, 2016. – 390 s. (in Russia). 
[6] Astier J.Y.; Zhukov, I.Y.; Murashov O. N. Smart Building Management Systems and Internet of Things. IT 

Security, [S.l.], v. 24, n. 3. P. 18 29, july 2017. ISSN 2074-7136.  
URL: https://bit.mephi.ru/index.php/bit/article/view/260 (accessed: 01.12.2017).  
DOI: http://dx.doi.org/10.26583/bit.2017.3.02.  

[7] Markov A.S., Fadin A.A. Organizacionno-tekhnicheskie problemy zashchity ot celevyh vredonosnyh 
programm tipa Stuxnet, Voprosy kiberbezopasnosti [Cybersecurity issues]. 2013, n. 1 (1). P. 28 36.  
DOI: 10.21681/2311-3456-2013-1-28-36. 

[8] Brown C., Dog S., Franklin J.M. and etc. Assessing Threats to Mobile Devices & Infrastructure. The Mobile 
Threat Catalogue. NISTIR 8144 (draft). NIST, 2016. 50 p. DOI: 10.6028/NIST.IR.8144. 

[9] Miller, J.F. Supply Chain Attack Framework and Attack Patterns. MTR 14-0228. MITRE, 2013. P. 86.  
URL: https://www.mitre.org/sites/default/files/publications/supply-chain-attack-framework-14-0228.pdf. 

[10] Reed M., Miller J.F., Popick P. Supply Chain Attack Patterns: Framework and Catalog. Office of the Deputy 
Assistant Secretary of Defense, 2014. 88 p. URL: https://www.acq.osd.mil/se/docs/Supply-Chain-WP.pdf 
(accessed: 21.07.2019). 

[11] Klyanchin A.I. Katalog zakladok ANB (Spigel). CHast' 1. Infrastruktura, Voprosy kiberbezopasnosti 
[Cybersecurity issues]. 2014, n. 2 (3). S. 60 65 (in Russian). 

[12] Klyanchin A.I. Katalog zakladok ANB (Spigel). CHast' 2. Rabochee mesto operatora, Voprosy 
kiberbezopasnosti [Cybersecurity issues]. 2014, N4 (7). S. 60 68 (in Russian). 

[13] Yuan X., Nuakoh E.B., Beal J.S., Yu H. Retrieving relevant CAPEC attack patterns for secure software 
development. In Proceeding of CISR '14 Proceedings of the 9th Annual Cyber and Information Security 
Research Conference (Oak Ridge, Tennessee, USA, April 08 - 10, 2014). ACM New York, NY, USA, 2014. 
P. 33 36. DOI: 10.1145/2602087.2602092. 

[14] Blank R.M. (ed.), Gallagher P.D. (ed.) Guide for Conducting Risk Assessments. NIST SP 800-30, NIST, 
2012, Rev.1. 95 p. URL: https://csrc.nist.gov/publications/detail/sp/800-30/rev-1/final (accessed: 
21.07.2019). 

[15] Barabanov A.V., Markov A.S., Cirlov V.L. Mezhdunarodnaya sertifikaciya v oblasti informacionnoj 
bezopasnosti, Standarty i kachestvo [Standards and Quality]. 2016, n. 7. S. 30 33 (in Russian). 

[16] Barabanov A., Grishin M., Markov A., Tsirlov V. Current Taxonomy of Information Security Threats in 
Software Development Life Cycle. In: 2018 IEEE 12th International Conference Application of Information 
and Communication Technologies (AICT). IEEE (17-19 Oct 2018, Almaty, Kazakhstan). 2018. P. 356 361.  
DOI: 10.1109/icaict.2018.8747065. 

[17] Boyens J., Paulsen C., Moorthy R., Bartol N. Supply Chain Risk Management Practices for Federal 
Information Systems and Organizations. NIST SP 800-161. NIST, 2015, 282 p. DOI: 10.6028/NIST.SP.800-161. 

[18] Sigler K., Shoemaker D., Kohnke A. Supply Chain Risk Management: Applying Secure Acquisition 
Principles to Ensure a Trusted Technology Product. Auerbach Publications, 2017. – 278 p. 

[19] Alzahrani N., Bulusu N. Block-Supply Chain: A New Anti-Counterfeiting Supply Chain Using NFC and 
Blockchain. In Proceedings of the 1st Workshop on Cryptocurrencies and Blockchains for Distributed 
Systems (CryBlock'18). ACM, New York, NY, USA, 2018. P. 30 35. DOI: 10.1145/3211933.3211939. 

[20] Hepp T., Wortner P., Schönhals A., Gipp B. Securing Physical Assets on the Blockchain: Linking a novel 
Object Identification Concept with Distributed Ledgers. In Proceedings of the 1st Workshop on 
Cryptocurrencies and Blockchains for Distributed Systems (CryBlock'18). ACM, New York, NY, USA, 
2018. P. 60 65. DOI: 10.1145/3211933.3211944. 

[21] Ray S., Chen W., Cammarota R. Protecting the supply chain for automotives and IoTs. In Proceedings of the 
55th Annual Design Automation Conference (DAC '18). ACM, New York, NY, USA, 2018. Article 89.  
P. 1 4. DOI: 10.1145/3195970.3199851. 

[22] Markov A.S., Cirlov V.L., Barabanov A.V. Metodicheskij apparat analiza i sinteza kompleksa mer razrabotki 
bezopasnogo programmnogo obespecheniya, Programmnye produkty i sistemy [Software & Systems]. 2015,  
n. 4. 166 174. DOI: 10.15827/0236-235X.112.166-174 (in Russian). 

 
 

   – 03  2019 .   – 10  2019 . 
Received – September 03, 2019. The final version – September 10, 2019. 



 
 . ,  . ,  . ,  .   

      
      

  CPN TOOLS 

   = IT Security,  26,  3 (2019) 80 
 

 . 1,  . 2,  . 3,  . 4 

1, 3, 4 c       ,  
. , 53, . , 394065,  

2 -     . .   . . ,  
. . , 54 , . , 394016,  

1e-mail: o.i.bokova@gmail.com, https://orcid.org/0000-0002-4833-2907  
2e-mail: 516420@mail.ru, https://orcid.org/0000-0002-8236-5534 

3e-mail: cuharev.serj@yandex.ru, https://orcid.org/0000-0002-9633-8422 
4e-mail: anton.holmes@mail.ru, https://orcid.org/0000-0002-6583-102X 

 
      

     
  CPN TOOLS 

DOI: http://dx.doi.org/10.26583/bit.2019.3.07 
 

.         
     ( )    

( )    ( ).       
CPN Tools c    .  ,     

,         CPN Tools 
.      ,   

        ,     
        

 .         
          ,  

     ,    .   
       ,   ,  

   ,      
          

.  CPN Tools   Meta language  
          
,     .       

          
            

        . 
 : CPN Tools,  ,   ,  

,  ,  , strongly connected components. 
 : ,  . et al.     

       
  CPN TOOLS.   , [S.l.], v. 26, n. 3, 

p. 80-89, 2019. ISSN 2074-7136.  : <https://bit.mephi.ru/index.php/bit/article/view/1220>.  
: 17 sep. 2019. doi:http://dx.doi.org/10.26583/bit.2019.3.07. 

 
Oksana I. Bokova1, Dmitry I. Korobkin2, Sergey A. Kukharev3, Anton D. Popov4 

1, 3, 4Voronezh Institute of the Ministry of the Interior,  
Prospect Patriotov, 53, Voronezh, 394065, Russia 

2N.E. Zhukovsky and Y.A. Gagarin Air Force Academy,  
Str. Bolsheviks, 54 a, Voronezh, 394016, Russia 

1e-mail: o.i.bokova@gmail.com, https://orcid.org/0000-0002-4833-2907  
2e-mail: 516420@mail.ru, https://orcid.org/0000-0002-8236-5534 

3e-mail: cuharev.serj@yandex.ru, https://orcid.org/0000-0002-9633-8422 
4e-mail: anton.holmes@mail.ru, https://orcid.org/0000-0002-6583-102X 

 



 
 . ,  . ,  . ,  .   

      
      

  CPN TOOLS 

   = IT Security,  26,  3 (2019) 81 
 

Development of an imitation model of information protection system from unauthorized 
access using the cpn tools software 
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Abstract. The paper presents a mathematical model of functioning of the system of information protection 
(IPS) from unauthorized access (UA) in automated systems (AS). This model was developed in 
framework of the CPN Tools software environment. For convenience, visibility and preservation of 
logical integrity, the model is divided into subsystems using the tools built into CPN Tools. The model is 
necessary for a computational experiment, namely, to study the real consumer properties of IPS from UA 
in AS, as well as for development a software package for analyzing and quantifying the effectiveness of 
these systems. The results of the simulation of functioning of the IPS from the UA in the AS can be 
presented in the form of various characteristics of each state, which characterize the work of the system as 
a whole and its subsystems. The developed simulation model can be used to create similar systems, 
during their operation, during certification of information security systems, during certification of 
informatization facilities, and during periodic monitoring of used information protection software at these 
facilities. The programming language Meta language used by CPN Tools allows you to monitor random 
transitions of the marker from the initial state to the final through the intermediate one, to set time delays, 
etc. The simulation model of IPS from UA to AS will be used in further studies to build the models of 
impact of various types of threats to this system according to the bank data threats to information security 
of the Federal Service for Technical and Export Control of Russia. 
Keywords: CPN Tools, Petri nets, information protection system, unauthorized access, simulation model, 
automated system, strongly connected components. 
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. 1.      
(Fig. 1. Turning on the PC and identifying the user) 
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. 2.             
(Fig. 2. Initialization of user rights to work in the system and access to the file directory) 
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(Fig. 3. User work with files and programs) 
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. 4.       

(Fig. 4. User work with files and programs) 
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(Fig. 5. Destructive impact on the means of information protection from unauthorized access) 
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Development of neural network database for biometric images based on several 

parameters of voice sound spectrum for authentication and authorization by voice  
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Abstract. This study focuses on the methods of biometric authentication and identification of network 
administrators by voice. The authors propose a method for presenting unique voice parameters, as well as 
the principle of constructing an artificial neural network for a user authentication system and access 
control. The structure of the biometric authentication / authorization system of information system users 
is presented using unique voice parameters: the frequency range of the vowel fourth formant, the fourth 
formant frequency and the leading formant frequency of spectral characteristic. Two neural network 
databases of biometric images were built: the first is based only on the characteristics of the vowel fourth 
formant, the second uses the frequency of the leading formant as well. Possible solutions for specific 
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tasks of building and teaching ANNs are considered to build a base of user biometric images and reduce 
first and second types errors. 
Keywords: biometric image of a person, neural network database of biometric images, characteristics of 
the fourth formant of the vowel sound, frequency of the leading spectral characteristic formants, voice 
authentication, voice authorization. 
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(Fig. 1. Spectrogram of sound “A”, pronounced by one of the users) 
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(Fig. 2. Spectrogram of sound “ ”, pronounced by one of the users) 
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(Fig. 3. Spectrogram of sound “ ”, pronounced by one of the users) 
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(Fig. 4. Spectrogram of sound “ ”, pronounced by one of the users) 
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(Fig. 5. Spectrogram of sound “ ”, pronounced by one of the users) 
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(Fig. 6. The Architecture of an Artificial Neural Network based on the Characteristics of the Fourth 
Formant of Vowel Sounds “ ”, “ ” and “ ”) 

 

. 7.    ,    
        « », « »  « » 

(Fig. 7. The Architecture of an Artificial Neural Network based on the Characteristics of the Fourth 
Formant and the Frequencies of the Leading Formant of the vowel sounds “A”, “O” and “ ”) 
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Abstract. This paper discusses the currently popular graph database management systems (DBMSs) 
working with Big Data and can be used to store information obtained while dealing with money 
laundering and terrorist financing criminal (ML/FT) cases. The aim of this study is to choose a secure 
graph DBMS suitable for working with Big Data for such financial investigations. The authors consider 
the existing graph DBMSs, analyze and compare them with each other with special emphasis on the 
information security protection methods of stored data. The advantages and disadvantages of software 
products are studied and a comparison with the help of selected parameters characterizing system's ability 
to keep information secure is made. The results of the comparison are followed by detailed comments. On 
its basis the most convenient, flexible and up-to-date DBMS was chosen for usage while searching 
ML/FT cases. It was found that graph DBMSs are suitable for Big data tasks and as a final result 
JanusGraph was selected as a foreground DBMS in this project according to selected parameters. 
Keywords: money laundering, terrorism financing, ML/FT, information security, typology, Big Data, 
Database Management System (DBMS).  
For citation: PLAKSIY, Kirill V.; NIKIFOROV, Andrey A.; MILOSLAVSKAYA, Natalia G. Investigation of 
graph databases suitable for work with big data while detecting money laundering and terrorism financing 
cases. IT Security (Russia), [S.l.], v. 26, n. 3, p. 103-116, 2019. ISSN 2074-7136. Available at: 
<https://bit.mephi.ru/index.php/bit/article/view/1222>. Date accessed: 17 sep. 2019. 
doi:http://dx.doi.org/10.26583/bit.2019.3.09. 
 
*Acknowledgement. The research was carried out under the financial support of the RFBR in the 
framework of scientific project No. 18-07-00088. 
 

 
          

.             
         ( ).   

        «  
» ( . Big Data),       ,   

 .        
       ,   

     .     
        , 

     . , -      
         [1], 

   . 
      .   

         
,     (      

,     ),  (   
 ,    ,     )  

  ( ,     
,      , ,    JSON 

(JavaScript Object Notation) [2]). 
       .  

       ,    
     , ,   .  

        
    ( ), ,   

,   ,     . . 
         



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

105

      ,     
       ,    

       . 
         

   - ,       [3].  
         

          . 
          

  .         
   . 

 ,  ,       
   ,        : 

volume –   , velocity –     
, variety –    .  

       ( ,  
,  )      

,   ,      . . 
       .  

   ,     
  ,      

(   )        
 ,   ,    ( / ) 

[4].        
 ,           

.     :   
 ,             

 ,      .  
      :  

     ,    
    ,     , 

     . 
 

1.     
        , 
      / .     

     [5],     
        ,  

  .       
     ,        

XXI  [6]. 
   /  ( / )   ,  

           
    [7].       

     ,   /   
   , ,  SAS Anti-Money 

Laundering (SAS AML),     ,  
 ,       [8]. 



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

106

         ,   
     ,   

.   ,      ,  
    2013 ,    ,  
   .         

, ,  Neo4j [9], DataStax Enterprise Graph [10], 
AllegroGraph, ArangoDB  .  

       . ,  [11] 
      ,   

   2018  .  [12]     
    ,       

 .  [13]         
  .  [14]       

      .      
    . 

 
2.       

          
      .      
 ,      –   

- ,      .   
    : ,  , 

     ,    , 
 . 

        
.  «     » 

[15]     (Security Classes): D, ,   .  D 
   (Minimal Protection),   –  

(Discretionary),   –  (Mandatory),    –  (Verified). 
       

    2  – 1  2,   1   , 
  2.   1     , 

         
.  2        

,    .    
       ,  

 ( , , ,    , 
   . .)   –       

. 
       

  ,     
( , « », «  », «   »  . .),  

     .     
   – 1, 2  3,   1  ,  3  

  .      1  
       ,    

    .    2 
       



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

107

.  ,        
. ,  3     , 

      .  
   A   ,   

       
. 

 .       . 
           
.          

    .   
        

 .            
  .       

       . 
     .  ,    
      ,  

       . 
 .         

   ,      
    .        

  :   ,       
( , ,   ).       

   .       
  ,       

.          . 
       

      .     
       , 

       -    
. 

        
  .  

   ,  -    ,  
   , ,        

   AllegroGraph [16].     
     .    

       .    
    ,        

. 
 

3.    
      ,    

   AllegroGraph ( ), ArangoDB, FlockDB, Giraph, 
HyperGraphDB, InfiniteGraph, InfoGrid, Neo4j, OrientDB, SparkSee (  DEX), Sqrrl, Titan, 
Datomic, JanusGraph.   [17]   2019      

   Neo4j, 6  – JanusGraph, 8  9  Dgraph  Giraph, 
,  11  TigerGraph, 13 – AllegroGraph,  17 –  InfiniteGraph, 

19   FlockDB, 21 – InfoGrid, 23 – HyperGraphDB,  25  28  Sparksee, 



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

108

TinkerGraph, GraphBase, HGraphDB,     30–32   
Memgraph, DataChemist  FlureeDB.  

Neo4j [18]         
  .    ,  

     2003 .,   2007     . 
       3.5.4   2019  

    Java  Scala. 
JanusGraph [19] –   ,    

  ,         , 
     .    

c   (Apache Cassandra, Apache HBase, Google Cloud Bigtable, Oracle 
BerkeleyDB).    ,     

. ,  Apache Cassandra   ,  
      «  ». 

Dgraph [20] – , ,   
.         

,           
.       

  Dgraph,      
         . 

TigerGraph [21]        :  
 ,          

 - .  Native Parallel Graph (NPG)    ,  
  ,         

  .   SQL-   (GSQL) 
       . 

  GSQL   NPG    
 Deep Link:  ,      

. 
AllegroGraph [22] –   ( )   

  . AllegroGraph    
     .   

   SPARQL, RDFS++  Prolog      , 
    .      
    ,      

  .       
TwitLogic,         

  Twitter. 
          

,     .   
  ( . 1),        , 
   .        

,       ,     
       .    

   ,  . 
  



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

109

 
 1.     

 Neo4j JanusGraph Dgraph TigerGraph AllegroGraph 
-

 
 

  
 

  
 
 

 

 
 

 
 

 
 

Java, Scala Java Go C++ Java, Python, 
Common Lisp 

 
 

 

Linux, OS X, 
Solaris, Windows 

 
  

   
 

  
 Java 

Linux, OS X, 
Unix, Windows 

Linux, OS 
X, Windows 

Linux Linux, OS X, 
Windows 

 
 

  
 Rexter 

Graph Server 

 
( -

  
 

) 

 
 

 
 

 
 

 
 

-
 

 
  

 
 

(LDAP, Active 
Directory, Kerberos) 

  -
 

 
( -

  
 

) 

-
 GSQL  

REST ++, 
 

 
 

  
 

 

 - 
  

 , 
 
 
 

-
 

 
 

,  
 
 

 
  

 
 HDFS 

-
  

 + 
 
 

 
 

FIPS 140-2 
 

  
 

 
 

 
 

 
 

  
 

-
 

 
 

  
 

  
  
 

 
 

,    
,    

 

 
,   

 
 

 

 
 

 

-
 

 
  

 
  
-

   
 

  
 

 
  

 

 
   1      

       ( . 2),  
         

 . 
 



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

110

 
 2.       

   

Neo4j 

•        
,      ; 

•   ,    
    ; 

•    ,    
    ; 

•     
        

•     
    

 ; 
•    

  
   

 
 

( ) 
   

 

JanusGraph 

•    ,  
       

; 
•     . 

     
         

      ; 
•       

    Hadoop; 
•        

   ; 
•       

 ; 
•   ,   

     ; 
•      

   , ,  
Cassandra   HBase 

•    
 

; 
•  

  
   

  
  

 

Dgraph 

•      ,  
      

   ; 
•   . Dgraph   

  –    , 
     

     ; 
•   ACID (Atomicity, Consistency, 

Isolation, Durability) –     
 ; 

•    ,  
        ; 

•      
     

    
; 

•       
 ; 

•     
.    Dgraph, Badger, 

    . 
  SSD (solid-state drive)  

. 
 

•   
  
; 

•    
   

 ,  
  

 ; 
•    

  
(zero, server  ratel),  

  
   

,    
   

  
 

  



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

111

   

TigerGraph 

•       
; 

•     
; 

•      
     

; 
•     

; 
•     

/       50  150  
   (  ) 

•   
  

  
,   

  
   
; 

•    
  

  
  

  

AllegroGraph 

•   , , 
    ,    

 (SPARQL  Prolog); 
•    ; 
•    - , 

   ,  

•   
  
   

  -  
  

   
 

 
4.      

     ,     
         . 

             
     . 

   . 
   Neo4j     

      .       
,    . Neo4j    

,          
.       –   , 
  Active Directory  OpenLDAP,      

  LDAP.        
 .    LDAP (Lightweight Directory Access 

Protocol),    ,     
 Neo4j  Kerberos.  Kerberos    

 Neo4j Kerberos. 
JanusGraph  ,   HTTP-   

 WebSockets.     HTTPS (HyperText Transfer Protocol 
Secure)   . HTTP-     -

.  - ,   ,  WebSockets  
      .  
  ,         

, –      . 
   TigerGraph   .  

    gsql,       
 .    tigergraph  tigergraph,  gsql 

 .       
       

 ,   . 



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

112

 AllegroGraph        
  ,       

  .  
       ,   

        ,  
   JanusGraph. 

. 
    Neo4j     ,  

,    ,   : 
  ,    ,      
.    –  ,  ,  

      .     
    .    ,  Neo4j  

   REST (Representational State Transfer),    
 Cypher,     - ,     (  

 )       .    
   HTTPS    , 

    ,     
   ,      .     
   – ,       
  ,          

    .      
, ,   HIPPA (Health Insurance Portability and Accountability 

Act)  FERPA (Family Educational Rights and Privacy Act)     
,         .  

    Java  Neo4j Object Graph Mapping (OGM)  
      .  Neo4j 

    ,      ( , 
    Long  String), OGM    

.       
       . 

 –        , 
      ,        

  Neo4j   .       
       .  

 –      . 
            

   .  ,      
  (    ,    ), 

    .      
       ,   ,  

 ,     Cypher,  . 
,        

,      ,     
,        ,    

 .  



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

113

 JanusGraph      ,   
 ,    .    

     . 
 Dgraph        HDFS 

(Hadoop Distributed File System), ,   ,     
  HDFS,   .     

       . 
,       HDFS.  

TigerGraph    ,    
 ,      / .  

,  TigerGraph      
     .      

  -    .     
 .        . 

      ,  
AES.     ,    / .   

  100%,  TigerGraph     
. 

 AllegroGraph      ,   
    FIPS 140-2.     

 ,         .   
      . 

        , 
 ,         

   JanusGraph  Neo4j. 
 . 

Neo4j       , 
    .      

 ,         . 
     ,    , 

  .    ,    
       .   

 ,          –   
    .    

,             
   .  ,      

   ,  ,     
,    .   ,      

             
   . 

    ,  JanusGraph    
 .        

  . 
 Dgraph         -  

  SQL/NoSQL   .       
,  ,     . 

AllegroGraph        
     ,      .   



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

114

     ,    
         . 

         
JanusGraph  AllegroGraph       

    . 
 . 

           
 .     ,   .   

    .    , 
      . 

GBAR (Graph Backup and Restore) –     
        ( ,  

  )   TigerGraph.      
  TigerGraph            

  AWS S3.       
.         

    .      
  Linux Cron      

. 
       ,   

        .    
       . 
        
    (     
     )   JanusGraph -   

   .       
         , 

       ,  
   Hadoop (       
   ),         

 ,       
           
 . 

 
 

        
    ,      / .  

   ,       
   ,        ,  
 Janus Graph    . 
        

 ,    ,     
    ,     
  / . 

 
  



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

115

 : 
1. National Research Council et al. Funding a revolution: Government support for computing research. National 

Academies Press, 1999. 
2. Understanding JSON Schema. URL: https://json-schema.org/understanding-json-schema/reference/type.html 

(  : 12.08.2019). 
3. Eifrem E. Why Graph Database Could Be Key to Addressing Financial Services Challenges.  

URL: https://financialit.net/blog/financial-services/why-graph-database-could-be-key-addressing-financial-
services-challenges (  : 15.08.2019). 

4. Plaksiy K., Nikiforov A., Miloslavskaya N. Applying Big Data Technologies to Detect Cases of Money 
Laundering and Counter Financing of Terrorism. Proceedings of 2018 6th International Conference on Future 
Internet of Things and Cloud (FiCloud2018). Barcelona (Spain), 6-8 August 2018. P. 70–77.  
DOI 10.1109/W-FiCloud.2018.00017. 

5.  .  . – .: , 1973. – 296 . 
6.  . .      .  .  

. . , . . . – .: , 2014, .6.  1. . 31–50. 
7. Drezewski R., Sepielak J., Filipkowski W. The Application of Social Network Analysis Algorithms in a 

System Supporting Money Laundering Detection. In Digital Investigation June 2012 9(1). P. 8–21. Elsevier Ltd. 
8. SAS Anti-Money Laundering (SAS AML).  

URL:http://www.tadviser.ru/index.php/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%82:
SAS_Anti-Money_Laundering_(SAS_AML) (  : 14.08.2019). 

9. Neo4j – Platform for connected data. URL: https://neo4j.com/ (  : 02.08.2019). 
10. DataStax Enterprise Graph Super-powering your data relationships.  

URL: https://www.datastax.com/products/datastax-enterprise-graph/ (  : 03.08.2019). 
11. Fernandes D., Bernardino J. Graph Databases Comparison: AllegroGraph, ArangoDB, InfiniteGraph, Neo4J, 

and OrientDB. DATA. 2018. P. 373–380. 
12. Robinson I., Webber J., Eifrem E. Graph databases. O'Reilly Media. 2013. 
13. Tabacchi M. E. et al. Designing Cognitive Cities. Designing Cognitive Cities. Springer, Cham, 2019. P. 3–27. 
14. Noel S. et al. Big-data architecture for cyber attack graphs representing security relationships in nosql graph 

databases. 2015. 
15. Qiu L. et al. Trusted computer system evaluation criteria. National Computer Security Center. 1985. 
16. AllegroGraph 6.6.0 Triple Attributes. URL: https://franz.com/agraph/support/documentation/current/triple-

attributes.html (  : 02.08.2019). 
17. DB-Engines Ranking of Graph DBMS. URL: https://db-engines.com/en/ranking/graph+dbms  

(  : 22.08.2019). 
18.  . .    NEO4J    . 

 . . . 2018.  11(31). URL: https://sibac.info/journal/student/31/111409. 
(  : 12.08.2019). 

19. JanusGraph. URL: https://janusgraph.org/ (  : 18.08.2019). 
20. Dgraph. URL: https://dgraph.io/ (  : 22.08.2019). 
21. TigerGraph. URL: https://www.tigergraph.com/ (  : 27.08.2019). 
22. AllegroGraph. URL: https://franz.com/agraph/allegrograph/ (  : 27.08.2019). 

 
REFERENCES: 
[1] National Research Council et al. Funding a revolution: Government support for computing research. National 

Academies Press, 1999. 
[2] Understanding JSON Schema. URL: https://json-schema.org/understanding-json-schema/reference/type.html 

(accessed: 12.08.2019). 
[3] Eifrem E. Why Graph Database Could Be Key to Addressing Financial Services Challenges  

URL: https://financialit.net/blog/financial-services/why-graph-database-could-be-key-addressing-financial-
services-challenges (accessed: 15.08.2019). 

[4] Plaksiy K., Nikiforov A., Miloslavskaya N. Applying Big Data Technologies to Detect Cases of Money 
Laundering and Counter Financing of Terrorism. Proceedings of 2018 6th International Conference on Future 
Internet of Things and Cloud (FiCloud2018). Barcelona (Spain), 6-8 August 2018. P. 70–77.  
DOI 10.1109/W-FiCloud.2018.00017 

[5] Harari F. Graph Theory. – M.: Mir, 1973. – 296 s. (in Russian). 
[6] Kasyanov, V.N., Information visualization based on graph models. Scientific visualization. V.N. Kasyanov, 

E.V. Kasyanova. M.: Nauka, 2014. V. 6. n. 1. P. 31–50 (in Russian). 



 
 . ,  . ,  .  

  ,       
      ,  

  ,    

   = IT Security,  26,  3 (2019) 
 

116

[7] Drezewski R.; Sepielak J.; Filipkowski W. The Application of Social Network Analysis Algorithms in a 
System Supporting Money Laundering Detection. In Digital Investigation June 2012 9(1). P. 8–21. Elsevier Ltd. 

[8] SAS Anti-Money Laundering (SAS AML).  
URL:http://www.tadviser.ru/index.php/%D0%9F%D1%80%D0%BE%D0%B4%D1%83%D0%BA%D1%82:
SAS_Anti-Money_Laundering_ (SAS_AML) (accessed: 14.08.2019).  

[9] Neo4j – Platform for connected data. URL: https://neo4j.com (accessed: 02.08.2019).  
[10] DataStax Enterprise Graph Super-powering your data relationships.  

URL: https://www.datastax.com/products/datastax-enterprise-graph/ (accessed: 03.08.2019). 
[11] Fernandes D., Bernardino J. Graph Databases Comparison: AllegroGraph, ArangoDB, InfiniteGraph, Neo4J, 

and OrientDB. DATA. 2018. P. 373–380. 
[12] Robinson I., Webber J., Eifrem E. Graph databases. O'Reilly Media. 2013. 
[13] Tabacchi M. E. et al. Designing Cognitive Cities. Designing Cognitive Cities. Springer, Cham, 2019. P. 3–27. 
[14] Noel S. et al. Big-data architecture for cyber attack graphs representing security relationships in nosql graph 

databases. 2015. 
[15] Qiu L. et al. Trusted computer system evaluation criteria. National Computer Security Center. 1985. 
[16] AllegroGraph 6.6.0 Triple Attributes.  

URL: https://franz.com/agraph/support/documentation/current/triple-attributes.html. Access date: 02.08.2019.  
[17] DB-Engines Ranking of Graph DBMS URL: https://db-engines.com/en/ranking/graph+dbms (accessed: 

22.08.2019).  
[18] Gabrielyan G.A. GRAPHIC DATABASE NEO4J FOR DESIGN OF HIGH-LOADED SYSTEMS. Student 

electronic scientific journal. 2018.  11 (31). URL: https://sibac.info/journal/student/31/111409  
(accessed: 08.12.2019) (in Russian). 

[19] JanusGraph. URL: https://janusgraph.org/ (accessed: 18.08.2019).  
[20] Dgraph. URL: https://dgraph.io/ (accessed: 22.08.2019).  
[21] TigerGraph. URL: https://www.tigergraph.com/ (accessed: 27.08.2019).  
[22] AllegroGraph. URL: https://franz.com/agraph/allegrograph/ (accessed: 27.08.2019). 

 
 

   – 28  2019 .   – 16  2019 . 
Received – September 28, 2019. The final version – September 16, 2019. 

 



 
 

 
   = IT Security,  26,  3 (2019) 

   = IT Security,  26,  3 (2019)   
 

117

  ( ) «   
     

 » 

:  ,  .    
     . 

  , [S.l.], v. 23, n. 2, p. 21-32, june 2016. ISSN 
2074-7136.  : <https://bit.mephi.ru/index.php/bit/article/view/75>.  : 
14 sep. 2019. (  )   ( )    

    ( )  "   
"   . 

 :        «  
 »   «     

     » (The influence of human factor 
on security of software intended for educational purposes),    2, 2016 ., 

 21-32, (https://bit.mephi.ru/index.php/bit/article/view/75) . .    
       «     

       » (  
  : 05.13.11 –     

 ,     /   
; [  :     -  

]. – , 2008. – 213 . : .).        
  . 

 

The paper «The influence of human factor on security of 
software intended for educational purposes» is retracted 

The article: GUROV, Valeriy Valentinovich. The influence of human factor on security of 
software intended for educational purposes. IT Security (Russia), [S.l.], v. 23, n. 2, p. 21-32, 
june 2016. ISSN 2074-7136. Available at: 
<https://bit.mephi.ru/index.php/bit/article/view/75>. Date accessed: 14 sep. 2019.  is 
retracted by the Editorial board  in accordance with the rules of retraction  of the "IT Security 
(Russia)" journal (Bezopasnost` Informatsionnykh Tekhnologiy ISSN: 2074-7128 (Print); ISSN: 
2074-7136 (On-Line) 

 
       

 



 
 
 

   = IT Security,  26,  3 (2019) 

   = IT Security,  26,  3 (2019) 
 

118

  ( ) «  
  » 

: ,  ; ,  . 
   

.   , [S.l.], 
v. 23, n. 2, p. 36-42, june 2016. ISSN 2074-7136.  : 
<https://bit.mephi.ru/index.php/bit/article/view/77>.  : 14  2019. 
(  )   ( )      

  ( )  «   ». 

       
http://wiki.dissernet.org/wsave/BIT_2016_2_2publ.html ,    

         
:  ,   «  », «   

?» http://savepearlharbor.com/?p=270810 (  21.12.2015). 

 

 

The paper «Statistical testing of pseudorandom sequences» 
is retracted 

The article: KORENEVA, Alisa Mikhailovna; FOMICHEV, Vladimir Mikhailovich. 
Statistical testing of pseudorandom sequences. IT Security (Russia), [S.l.], v. 23, n. 2, p. 36-
42, june 2016. ISSN 2074-7136. Available at: 
<https://bit.mephi.ru/index.php/bit/article/view/77>. Date accessed: 14 sep. 2019.  is 
retracted by the Editorial board  in accordance with the rules of retraction  of the "IT Security 
(Russia)" journal (Bezopasnost` Informatsionnykh Tekhnologiy ISSN: 2074-7128 (Print); ISSN: 
2074-7136 (On-Line). 

 

       
 



 
 
 

   = IT Security,  26,  3 (2019) 

   = IT Security,  26,  3 (2019) 
 

119

  ( ) «   
    

» 

:  ,  ; ,  ; 
,  .   

    . 
  , [S.l.], v. 23, n. 2, p. 78-84, june 2016. ISSN 

2074-7136.  : <https://bit.mephi.ru/index.php/bit/article/view/84>.  
: 14  2019. (  )   ( )  
      ( )  "  

 ". 

       
http://wiki.dissernet.org/wsave/BIT_2016_2_1publ.html ,    

         
:      

        . ., 
 . .    . :  

   . 2013.  2. . 179-188. 

 

The paper «Secutity operation of the software systems on 
design stage» is retracted 

The article: TERSKOV, Vitaly Anotolevich; TIMOHOVICH, Alexandr Stepanovich; 
SHEENOK, Dmitry Alexandrovich. Secutity operation of the software systems on design 
stage. IT Security (Russia), [S.l.], v. 23, n. 2, p. 78-84, june 2016. ISSN 2074-7136. Available 
at: <https://bit.mephi.ru/index.php/bit/article/view/84>. Date accessed: 14 sep. 2019.  is 
retracted by the Editorial board  in accordance with the rules of retraction  of the "IT Security 
(Russia)" journal (Bezopasnost` Informatsionnykh Tekhnologiy ISSN: 2074-7128 (Print); ISSN: 
2074-7136 (On-Line). 

 
       

 



 
 
 

   

   = IT Security,  26,  3 (2019) 
 

120

,   ,    : 
−     ,        
 ; 

−        *.doc  *.docx,  A4,  12, 
 TimesNewRoman,  ; 

−          :  .   (  , 
 );     – ,  ,  ,    

 ,  ,       ORCID (  
,  , );    (  ,  ),   

    ,   .     ; 
 ( ) -     ;   (   

,  , );  (200 – 250 ,  ,   – .  
 );  

−         .  
−       ,  ,   

; 
−         ,  12,  , 

       10 ,  , ; 
         ; 
−      ,     

  ,       (  , 
  15      50 –   ); 

−     REFERENCES,      
( )        ,    

        ( . .  ). 
 

   
            

       ,     
,       .    ,   

 ,       (    
: ,    ,         

). 
            

100 ,    250 . 
     : 

• ,  ; 
•      ,   ; 
•   ; 
•   ; 
• . 

      (    )  . 
,    ,      .    

    ,      ,  
 ,    .      ( , «   

...»). 
 ,       ,   

        . 
      ,   

   ,    . 
      ( )    . 

         ,   
         .   , 

  ,       . 
      .   

   ,  ,    
.          , 



 
 
 

   

   = IT Security,  26,  3 (2019) 
 

121

 , ,    ,   , ,  
 ,   . 

   , , , , 
  . 

 
     

1.       (*.doc  *.rtf)   (    
 *.pdf) –     . 
2. , ,          

  ,        (     
Word).         . 

3.   ,     ,   (  
   ). 
4.       ,   , ,   

,        . 
5.          ,    –  

 . 
6.           

             . 
7.         5  (  ), 

  ,      (  -  Elibrary, Ciberleninka).  
8.         - ,  , 

  . ,  ,        . 
9.    -    « »    

. 
10.           (   

     ). 
11.  ,   ,    ,   

    . 
 

  : 
−       ,      

      ; 
−      ,    
 ,        , 

          
    ; 

− ,       ,  
   ; 

−     ,  ,    ,     
; 

−      ,     
 ,     ,     

    ; 
−           
          , 

    30 ; 
−              
,     ; 

−            
     ; 

−              
  ; 

−   . 
 

 , 
  



−

−

−

−

−

−

−

−

•
•
•
•

•

•

•



−
−

−

−
−

−

−

−

−

−



 
 
 
 
 
 

 :  ., 31, , 115409,  
.: +7 (495) 788 5699,   9216  9087. 

Editorial address: Kashirskoe shosse, 31, Moscow, 115409, Russia 
Tel. +7 (495) 788 5699, tone mode set 9216 or 9087. 

E-mail: BIT@mephi.ru 
https://bit.mephi.ru 

  – 4    / Periodicity - 4 times a year 

   
     

  «  » 

  29226 

    / Price selling free 

 

 

  . .  
  . . 

 

   20. 09. 2019 .  60 x 84 1/8. 
. . 17,5. . - . . 17,5.  500 . .  002 - 3. 

 
 
 
 

    « ». 
 ., 31, , 115409, . 

National Research Nuclear University HI. 
Kashirskoe shosse, 31, Moscow, 115409, Russia 

 
 
 
 
 
 
 
 
 

  « » 
115477, . , . , 60 



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.3
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness false
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages false
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /None
  /ColorImageResolution 2400
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages false
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages false
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /None
  /GrayImageResolution 2400
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages false
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages false
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /None
  /MonoImageResolution 2400
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages false
  /MonoImageFilter /FlateEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /ENU (Use these settings to create PDF documents with higher image resolution for high quality pre-press printing. The PDF documents can be opened with Acrobat and Reader 5.0 and later. These settings require font embedding.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AllowImageBreaks true
      /AllowTableBreaks true
      /ExpandPage false
      /HonorBaseURL true
      /HonorRolloverEffect false
      /IgnoreHTMLPageBreaks false
      /IncludeHeaderFooter false
      /MarginOffset [
        0
        0
        0
        0
      ]
      /MetadataAuthor ()
      /MetadataKeywords ()
      /MetadataSubject ()
      /MetadataTitle ()
      /MetricPageSize [
        0
        0
      ]
      /MetricUnit /inch
      /MobileCompatible 0
      /Namespace [
        (Adobe)
        (GoLive)
        (8.0)
      ]
      /OpenZoomToHTMLFontSize false
      /PageOrientation /Portrait
      /RemoveBackground false
      /ShrinkContent true
      /TreatColorsAs /MainMonitorColors
      /UseEmbeddedProfiles false
      /UseHTMLTitleAsMetadata true
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /BleedOffset [
        0
        0
        0
        0
      ]
      /ConvertColors /NoConversion
      /DestinationProfileName ()
      /DestinationProfileSelector /NA
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements true
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MarksOffset 6
      /MarksWeight 0.250000
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PageMarksFile /RomanDefault
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /LeaveUntagged
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


